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Introduction

For several years, software architects have discovered and implemented several concepts and best practices to build
KAIKte aolflofS I LiLierd dhesé doAcgpisdre evgn nminr2 &pplieadlé beda$seldfgraduifig
datasets, unpredictale traffic patterns, and the demand for faster response times. This paper will reinforce and
reiterate some of these traditional concepts and discuss how they may evolve in the context of cloud computing. It will
also discuss some unprecedented conceptshsas elasticity that have emerged due to the dynamic nature of the cloud.

This paper is targeted towarasoud achitectswho are gearing up to move an enterpriskss application from a fixed

physical environment to a virtualized cloud environmente Tacus of this paper is to highlight concepts, principles and
best practices in creating nedloud applicationsor migrating existing applications to the cloud.

Background

As a cloud architect, it is importatd understand the benefits of cloud computing. In this section, you will learn some of
the business and technical benefits of cloud computingd @ifferent AWS services available today.

Business Benefits afloud Computing

There are some clear business betseto buildingapplications in the cloudA few of these are listed here:

Almost zero upfroninfrastructureinvestment If you hae to build alarge-scale systent maycost a fortune to invest in
real estate physical securityhardware(racks, serversputers, backup power suppliesjardware management (power
managementgcooling) and operations personneBecause of thaighupfront coststhe projectwould typically require
several rounds of management approvals before the project could even gadt&low, with utilitystylecloud
computing,there is no fixed cost or startup cost.

Justin-time Infrastructure In the past, if youapplication becam@opularand your systems or your infrastructure did
not scale you became a victim of your own suscé&onversely, if you invested heavily andraitiget popular, you
became a victim of your failure. Bigployingapplications irthe-cloud with justin-time selfprovisioningyoudo not
have to worry aboupre-procuringcapacityfor large-scale systemdhis increases agility, lowers risk and lowers
operational cosbecause you scalenly as yougrow and only pay for what you use.

More efficient resource utilizatio®ystem administratorgsually worry abouprocuring hardwargéwhen they run out of
capacity) andhigherinfrastructureutilization (when they have excess and idle capacity). Wihcloud,they can
manage resources more effectively agfficiently by having the applications request and relinquish resources on
demard.

Usagebased costing With utility-style pricing, you are billed only for the infrastructure that has been used. You are not
paying for allocated but unused infrastructurghisadds a newdimension tocost savings. You can see immediate cost
savingg2 YSGAYSa a4 SINIeé wkenygrddphy afoftimization pafch t Gdateddut cloud
application. For example, if a caching layer can reduce your data requests by 70%, the savings begin to accrue
immediately and you see the reward rightthe next bill. Moreover fiyou are building platforms on the top of the

cloud, you can pass on the same flexible, variallgebasedcost structure to your own customers.

Reduced time to markeParallelization is the one of the great ways to spepgrocessinglf one computeintensive or
datarintensive jobthat can be run in parallédkes 500 hours to process on one machine, witudarchitectures[6], it
would be possible to spawn and launch 500 instances and procesaine job in 1 houHaving available an elastic
infrastructure provides the application with the ability to exploit parallelization in a-efisttive manner reducing time
to market.
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TechnicaBenefits ofCloud Computing

Some of the technical benefitd cloud computingncludes

Automationca { ONJR LJG | 6 £ S Yduyah Mdate tiepdarabie dzNSandydeployment systems by leveraging
programmable (ARdriven) infrastructure.

Auto-scaling:You can scale your applications up and down to match your unexpected demand without any human
intervention. Autescaling encourages automation and drives more efficiency.

Proactive Scalingcale your application up and down to meet your anticipated deinaith proper planning
understanding of your traffic patterns so that you keep your costs low while scaling.

More EfficienDevelopment lifecycl€roduction systems may be easily cloned for use as development and test
environments. Staging environmentsagnbe easily promoted to production.

Improved TestabilityNever run out of hardware for testing. Inject and automate testing at every stage during the
RSOSt2LIYSyd LINROSaad |, 2dz OF y -cohfiyuted endrmbdménig ondy fokeadiratighinf (0 S :
testing phase.

Disaster Recovery and Business Contintiftg: cloud provides a lower cost option for maintaining a fleet of DR servers

and data storage. With the cloud, you can take advantage ofdigdbution and replicate the environmeim other
location within minutes.

Gh@SNFE 20¢ Gclo® With\afew &lisk©andi effectivé@ad balancing tactics, you can create a complete
overflow-proof application by routing excess traffic to the cloud.

Understanding the Amazon Web Secess Cloud

The Amazon Web Services (AWS) cloud provides a highly reliable and scalable infrastructure for depleyaageweb
a2fdziAz2yas 6AGK YAYAYIFf &dzZLLI2 NI FYR FTRYAYAaAaUGNIdGAz2y C
own infrastructure, either orpremise or at a datacenter facility.

AWS offers variety of infrastructure services today. The diagram below will introduce you the AWS terminology and hel
you understand how your application can interact with different Amazon B&flvices and how different services
interact with each other.

Amazon Elastic Compute Cloud (Amazon HEa)web service that provides resizable compute capacity in the cloud.
You can bundle the operating system, application software and associataduraibn settings into ak\mazon
Machine ImagdAMI). You can then use these AMIs to provision multiple virtualimtencesas well as decommission
them usingsimple web service calls to scale capacity up and dquickly, as your capacity requiremeritasnges.You

can purchas®©nDemandInstancesin which you pay for the instances by the houReservednstancesin which you
pay a low, ondime payment and receive a lower usage rate to run the instance than with a@bebrand Instance or
Spot Instancewhere you can bid for unused capacity and further reduce your tastances can be launched in one or
more geographicalegions Each region has multipkevailability ZonesAvailability Zones are distinct locations that are
engineered to be insulateddm failures in other Availability Zones and provide inexpensive, low latency network
connectivity to other Availability Zones in the same Region.

! More info about Amazon EC2 is available at http://aws.amazon.com/ec2
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Your Application

Amazon Amazon Elastic
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(On-Demand, Reserved, Spot)

Amazon
Virtual Private Cloud

Amazon Global Physical Infrastructure

Amazon SNS Topics
Amazon SQS Queues

Amazon SimpleDB Domains

(Geographical Regions, Availability Zones, Edge Locations)

Figurel: Amazon Web Services

Elastic IRrddresses allow you to allocate a static IP address and programmatically assign it to an isiarcan
enable monitoring on akmazonEC2 instance using Amazon CloudWaittlorder to gairvisibility into resource
utilization, operational performancend overall demand patterns (including metrics suclB&utilization, disk reads
and writes, and network traffic). You can credteto-scaling Groupising the Autescaling featurgto automatically
scale your capacity on certain conditions based on imnéfiat Amazon CloudWatch collects. You can also distribute
incoming traffic by creating aglastic load balancarsing the Elastic Load Balanéiegrvice AmazorElastic Block
Storage(EBS)volumesprovide networkattached persistent storage to Amazo@EinstancesRointin-time consistent
snapshotof EBS volumes can be created and stored on Amazon Simple Storage Service (Athazon S3)

Amazon S3 is highly durable and distributed data store. With a simple web services interface, you can store and retrie\
large amounts of data asbjects inbuckets(containers) at any time, from anywhere on the web using standard HTTP
verbs. Copies of obgts can be distributed and cached atddge locationground the world by creating @istribution

using Amazon CloudFrdr#erviceg a web service for content deliwe(static or streaming contentAmazon SimpleB

is a web servicthat provides the coe functionality of a databaseeaktime lookup and simple querying of structured

data- without the operational complexity. You can organize the datasetdimimainsand can run queries across all of

the data stored in a particulatomain Domains are cldctions ofitemsthat are described bgttribute-value pairs

% More info about Amazon CloudWatch is availablétsyh://aws.amazon.com/cloudwatch/

® More info about Autescaling feature is available at http://aws.amazon.com/agtaling

* More info about Elastic Load Balancing feature is available at http://aws.amazon.com/elasticloadbalancing
®> More info about Elastic Block Store is available at http://aws.amazon.com/ebs

® More info about Amazon S3 is available at http://aws.amazon.com/s3

"More info about Amazon CloudFront is available at http://aws.amazon.com/cloudfront

® More info about Amazon SimpleDB is available at http://aws.amazon.com/simpledb
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Amazon Relational Database Serviganazon RDS) provides an easy way to setup, operate and scale a relational
database in the cloud. You can launchB Instance@nd get access tafull-featured MySQL databasend not worry
about common database administration tasks like backppgsh managemengtc.

Amazon Simple Queue Service (Amazon 8@%) reliable, highly scalable, hosted distributed queue for storing
messagess they travel betweenamputers and application components.

Amazon Simple Notifications Service (Amazon Spi®)ides a simple way to notify applications or people from the
cloud by creating opicsand using a publishubscribe protocol.

Amazon Elastic MapReddéerovides a hosted Hadoop framework running on the veehle infrastructure of Amazon
Elastic Compute Cloud (Amazon EC2) and Amazon Simple Storage Service (Amazon S3) and allows you to create
customizedJobFlowsJobFlow is a sequence of MapRedsieps

Amazon Virtual Private Cloud (Amazon \}P&lows you to extend your corporate network into a private cloud
contained within AWS. Amazon VPC uses IPSec tunnel mode that enables you to create a secure connection betweer
gateway in your data center and atgavay in AWS.

Amazon Route5& a highly scalable DNS service that adlpeu manage your DNS recortg creating aHostedZondor
every domain you would like to manage.

AWS Identity and Access Management (IAMnableyou to create multiple Users with unique security credentials and
managethe permissions for each of these Users within your AWS Account. IAM is natively integrated into AWS Service
No service APIs have changed to support IAM, and exiting applications and tools built on top of the AWS service APIs
continue to work when sing IAM.

AWS also offers various payment and billing seride&k I ¢ t SOSNF 3Sa ' YIT2yQa LI &yYSy.

All AWS infrastructure services offer utitifyle pricing that require no lontgrm commitments or contracts. For

example, you pay by theour for Amazon EC2 instance usage and pay by the gigabyte for storage and data transfer in
the case of Amazon S3. More information about each of these services and thaisyay-go pricing is available on the
AWS Website.

Note that using the AWS cloiri2 Say Qi NI |j dz¥lexiBilitysahd@dndkoE 2 O0WYS @KB sy | OO0dza (

1 You are free to use therogramming model, language, or operating sysi@indows, OpenSolaris or any flavor
of Linux) of your choice

1 You are free to pick and chse theAWSproducts that best satisfy your requirementyou can use any ahe
services individually or in any combination.

° More info about Amazon RDS is available at http://aws.amazon.com/rds

®More info about Amazon SK)is available dtttp://aws.amazon.com/sgsind

! More info about Amazon SNS is available at http://aws.amazon.com/sns

2 More info about Amazon ElasticMapReduce is available at http://aws.amazon.com/elasticmapreduce

3 More info about Amazon Virtual Private Cloud is available at http://aws.amazon.com/vpc

“More info about Amazon Identity and Access Management is available at http://aws.amazon.com/iam

!> More info at Amazon Flexible Payments Service is avaikhttp://aws.amazon.com/fpsand Amazon DevPay is available at
http://aws.amazon.com/devpay
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1 BecauseAWSprovides resizablesforage, bandwidttand computing resources, you are free to consume as
much or as little and only pay forhat you consume.

f .2dz NB FTNBS (2 dzaS G(GKS aeadSyYy YIyl3aSySyid Gz22ta @&
cloud.
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Cloud Concepts

The cloud reinforces some old concepts of building highly scalable Internet architedt8rasd introduces some new
concepts that entirely change the way applications are built and deployed. Hehea,you progress from concept to
implementation,you might getthef SSt Ay 3 G KIF i a9 @FSNERGKAYIQa clabékdhahdgS RE & S
several pocessespatterns practices, pilosophies and reinforces some traditional servic&nted architectural

principles that you have learnt as they are even more important than before. In this section, you will see some of those
new doud concepts and reiterated SOA concepts.

Traditionalapplications werduilt with some preconceived mindsets that made economic and architectaesiseat
the timethey weredeveloped. Theloudbrings some new philosophies thgduneed to understanéndare discussed
below.

Building Scalable Architectures
It is critical to build a scalable architecture in order to take advantage of a scalable infrastructure.

Thecloudis designed to provide conceptually infinite scalability. However, you cannablgwell that scalability in
infrastructure if your architecture is not scalable. Both have to vitogether. You will have to identify the monolithic
components and bottlenecks in your architecture, identify the areas where you cannot leverage-deenand
provisioning capabilities in your architecture and workeéactoryour application in order to leverage the scalable
infrastructure and take advantage of tletoud

Characteristics of a truly scalable application:

Increasing resources results in a pootional increase in performance

A scalable service is capable of handling heterogeneity

A scalable service is operationally efficient

A scalable service is resilient

A scalable service should become more cost effective when it grows (Cost per unitsedtieenumber of
units increases)

=A =4 =4 =4 =4

These are things that should becomeinherent part of your application and if you design your architecture with the
above characteristics in mind, then both your architecture and infrastructure will work togethéveg/gu the
scalability you are looking for.
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Understanding Elasticity

The graph below illustrates the different approaches a cloud architect can take to scale their applications to meet the
demand.

Scaleup approachnot worrying about the scalable apgdition architecture and investing hagvinlarger and more
powerful computers\ertical scalingjto accommodate the demand. This approasuallyworksto a point,but could
either costa fortuned { $H8ge aapitab E LIS y R A (i dzNIEthe HeyhandcbudBustgrowaapacitybefore the
YySé aoA3I ANERY arouust loR Soudfcs®drses HyY SBAF ANI Y

The traditional scal®ut approachcreating an architecture that scales horizontally and investing in infrastructure in

small chunks. Most of #hbusinesses and largeale web applications follow this pattern by distributing their

application components, federating their datasets @amdploying aserviceoriented designThis approach is often more
effective than a scale up approadtiowever, thisstill requirespredicting the demandt regular intervalsind then

deploying infrastructurén chunksto meet the demandThisoften leads to excess capacityd 6 dzNJ/ A ghdl O & K&
O2yaidlyid YIydzt Y2yAG2NRyYy33 O dsoabgNysngt Borkktbedpplcationds@ viGid ¢ 0 ®
of a viral fire ¢ften referred to as the Slashdot Effédt

Note: Both approaches have initial starp costsandboth approaches are reactive in nature.

Infrastructure
Cost $$ AT 27

Too much excess capacity
“Opportunity Cost”

Huge Capital

You just lost your
Expenditure ! Y

customers

Predicted demand
............................ Actual demand
Scale-up approach

Traditional Scale-out approach

Automated Elasticity

Time t

Automated Elasticity + Scalability

Figure2: Automated Elasticity

1o http://en.wikipedia.org/wiki/Slashdot_effect
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Traditional infrastructure generally necessitates predicting the amount of computing resources your application will use
over a period of several years. If you undstimate, your applications will not have the horsepower to handle
unexpected traffic, patntially resulting in customer dissatisfaction. If you oestimatez & 2 dzZQNB g a G Ay 3
superfluous resources.

The ondemand and elastic nature tfie cloudapproach(Automated Elasticity), however, enables the infrastructure to
be closely aligne (as it expands and contracts) with the actual demand, thereby increasing overall utilization and
reducing cost.

Elasticity is one of the fundamental properties of tkmud Elasticity is the power to scale computing resources up and
down easily and with minimal friction. It is important to understand that elasticity will ultimately drive most of the
benefits of the cloud. As a cloud architect, you need to internalize thisegi and work it into your application
architecture in order to take maximum benefit of the cloud.

Traditionally, @plicationshave beerbuilt for fixed, rigid and preprovisioned mfrastructure.Companieseverhad the

need to provision anihstall serves on daily basidAs a result, mossoftware architectursdo not address the rapid
deployment or reduction olhardware Since the provisioning time and upfront investment for acquiring new resources
was too high, software architects never invested tinmel @esources in optimizing for hardware utilization. It was
acceptable if théhardwareon which the application is runningwas undiaii A f AT SR® ¢ KS y2iAz2y 2°
architecture was overlookeblecause the idea of having new resources in @swvas not possible.

With the cloud this mindset need® change. Cloud computing streamlines the process of acquiring the necessary
resources; there is no longer any need to place orders ahead of time and to hold unused hardware captive. Instead,
cloudarchitects can request what they need mere minutes before they need it or automate the procurement process,
taking advantage of the vast scale and rapid response time of the cloud. The same is applicable to releasing the
unneeded or undeutilized resourcd ¢ KSy @2dz R2y Qi ySSR (KSY®

If you cannot embrace the change and implement elasticity in your application architecture, you might not be able to
take the full advantage of the cloud. As a cloud architect, you should think creatively and think about wags yo
implement elasticity in your applicatiofror ekample, nfrastructure that used to run daily nightly builds aoeiform
regression and unit tests every night ab@ AM for twoK 2 dzNB& 6 2 T (i S yQABGINE2SR 0F &6 | (iaK S Add
restof KS RIF&8® b2¢> gAGK StFadAO Ay TFNF &l NHzO G dahdBbéing pajtifor O vy
only for 2 hours in the night.ikewise, an internal trouble ticketing web application that always used to run on peak
capacity (5 servers 24x365) to meet the demand during the day can now be provisioned to reoheomand (5 servers

from 9AM to 5 PM and 2 servers for 5 PM to 9 AM) based on the traffic pattern.

Designingntelligent elasticloudarchitectures sothat infrastrudure runs onlywhen you need itis an art in itself.

Elasticity should be one of the architectural design requirements or a system property. Question that you need to ask:
What components or layers in my application architecture can become elastic? What will it taledéathat
componentelasti? What will be the impact of implementing elasticity to my overall system architecture?

In the next section, you will see specific techniques to implement elasticity in your applicdimegectively leverage
the cloudbenefits, it is important to architect with this mindset.
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Not fearing constraints

When you decide to move your applications to the cloud and try to map your system specifications to those available ir
the cloud, you will notice that cloud might notVethe exact specification of the resource that you haveommise.

C2NJ SEFYLX ST 4/ t2dzR R2S& y20G LINRPGARS - FY2dzyd 2F w! a
gKIG L OFy 384 Ay I+ aAy3datsS AyaidlyoS¢o

You should understand that cloud pidesabstract resourceand they become powerful when you combine them with

the on-demand provisioning model. You should not be afraid and constrained when using cloud resources because it i
important to understand that even if you might not get an exagilica of your hardware in the cloud environment, you
have the ability to get more of those resources in the cloud to compensate that need.

For example, if the cloud does not provide you with exact or greater amount of RAM in a server, try usinguaetistri
cache likememcachelf or partitioning your data across multiple servers. If your databases need more IOPS and it does
not directly map to that of the cloud, there are several recommendations that you can choose from depending on your
type of data andise case. If it is a redteavy application, you can distribute the read load across a fleet of synchronized
slaves. Alternatively, you can usslaarding[10] algorithm that routes the data where it needs to be or you can use
various database clustering solutions.

In retrospect, when you combine the @emand provisioning capabilities with the flexibility, you will realize that
apparent constraints can actually be broken in ways that will actually improve the scalability anlil pedcamance of
the system.

Virtual Administration

¢tKS R@OSYild 2F Of2dzR KIa OKIy3ISR GKS NRtS 2F {&adSy !
means that daily tasks performed by these administrators have now become even maesiing as they learn more
Fo2dzi F LILX AOFGA2ya YR RSOARS gKIGQa o60Sad F2N dKS 0 dz
to provision servers and install software and wire up network devices since all of that grunt work is repgldeed b

clicks and command line calls. The cloud encourages automation because the infrastructure is programmable. System
administrators need to move up the technology stack and learn how to manage abstract cloud resources using scripts.

Likewise, therole® 51 Gl 61 4SS ! RYAYA&UNFr G2N A4 OKFy3ISR Ayid2 | 64+
manages resources through a wbbsed console, executes scripts that add new capacity programmatically in case the
database hardware runs out of capacity and auttesahe dayto-day processes. The virtual DBA has to now learn new
deployment methods (virtual machine images), embrace new mddekry parallelization, gecedundancy and
asynchronous replicatiorL]]), rethink the architectural approach for data (shardify horizontal partitioning13],

federating [L4]) and leverage different storage tipns available in the cloud for different types of datasets.

In the traditional enterprise company, application developers may not work closely with the network administrators and
network administrators may not have a clue about the application. Asiudtyesgveral possible optimizations in the

network layer and application architecture layer are overlooked. With the cloud, the two roles have merged into one to
some extent. When architecting future applications, companies need to encourage moreootiasstion of knowledge
between the two roles and understand that they are merging.

o http://www.danga.com/memcached/
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Cloud Best Practices

In this section, you will learn about best practices that will help you build an application in the cloud.

Design for failure and nothing W fail

Ruleof thumb: Be a pessimist when designing architectures irctbed assume things will fail. In other words, always
design, implement and deploy for automated recovery from failure.

In particular, assume that your hardwanell fail. Assume that outagesill occur. Assume that some disasteitl strike
your application. Assume that youill be slammed with mor¢han the expected number oequests per second some
day.Assume that with time your application software will fail t@&y. beinga pessimist, yowend up thinking about
recovery strategies during design time, which helps in designing an overall system better.

If you realize that things fail over time aimtorporate that thinkingnto your architecture, build mechanisms to handle
that failure befoe disaster strikes to deal with a scalable infrastructure, you will end up creating ddieudnt
architecture that is optimized for the cloud.

Questions that you need to ask: What happens if a node in your system fails? How do you recognizertfat-failu

do | replace that node? What kind of scenarios do | have to plan for? What are my single points of failure? If a load
balancer is sitting in front ain arrayof application servers, what if that load balancer fails? If there are master and
slavedn your architecture, what if the master node faild®@w does the failover occur armmbw is a new slave
instantiated and brought into sync with the master?

Just like designing for hardware failure, you have to also design for software failure. Quésdioysu need to ask:
What happens to my application if tliependentservices changes its interface? What if downstream service times out
or returnsan exceptio® What if the cache keys grow beyond memory limit of an instance?

Build mechanisms to handl&at failure. For example, the following strategies can help in event of failure:

Have a coherent backup and restore strategy for your data and automate it

Build process threads that resume on reboot

Allow the state of the system to fgync by reloadinghessages from queues

Keep preconfigured and preoptimized virtual images to support (2) and (3) on launch/boot
Avoid inmemory sessions or stateful user context, move that to data stores.

arONPRE

Goodcloudarchitectures should be impervious to reboots andaanches. In GrepTheWeb (discussed inGleud
Architectures paperd]), by using a combination of Amazon SQS and Amazon SimpleDB, the overall controller
architecture isveryresilientto the types of failures listed in this sectidfor instance, if the instana@a which controller
thread was running dies, it can be brought up and resume the previous state as if nothing had happened. This was
accomplished by creatg a preconfigured Amazon Machine Image, which when launched dequeues all the messages
from the Amazon SQS queue ar@dstheir states froman Amazon SimpleDB domain on reboot.

Designing with an assumption that underlying hardware will fail, will pregatefor the future when it actually fails.
Thisdesign principlevill help youdesignoperationsfriendlyl LILX A OF G A2y as & | f a2r[IKAFIKE A

you canextend thisprincipleto pro-actively measur@and baance load dynamically, you might be able to deal with
variance in network and disk performance that exists due to rteftant nature of the cloud.
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AWSspecific aictics for implementing this best practice:

1. Failover gracefully using Elastic IPastd P is a static IP that édynamically renappable. Yoean
quickly remap and failover to another set of servers so that your traffic is routed to the new
serverslt works great when you want to upgrade from old to new versions or in case of hardv
failures

2. Utilizemultiple Availability Zones: Availability Zones are conceptually like logical datacésyters.
deploying your architecture to multiple availability zones, you can ensure highly availahilize
Amazon RDS MulZ[21] deployment functionality to automaticallkeplicatedatabase updates
acrass multiple Availability Zones.

3. Maintain an Amazon Machine Image so that you can restore and clone environmeentsasilyn
a different Availability Zonéylaintain multiple Database slaves across Availability Zones and s
hot replication

4. Utilize Amazon CloudWatcgbr various reatime open source monitoring togi$o get more
visibility and take appropriatections incase of hardware failurer performance degradatian
Setup arAuto scalinggroup to maintaira fixed fleet size so thatiieplaces unhealthiAmazonEC2
instances by new ones.

5. Utilize Amazon EBS arst up cron jobs so that incremental snapshats autanatically uploaded
to Amazon S3 andatais persistedndependent of youinstances.

6. Utilize Amazon RDS and set the retention period for backups, so that it can perform automat
backups.

Decouple your components

The cloud reinforces the SOA design principle thatmore loosely coupled the components of the system, the bigger
and better it scales

The key is to build componentisat do not haveight dependencie®n each other, so that if one component were to

die (fail), sleep (not respond) or remain busy (slow to respond) for some reason, the other components in the system a
built so as to continue to work as if no failure is happeningssence, loose coupling isolates the various layers and
components of gur application so that each component interacts asynchronously with the others and treatsafeem

& o t & DHFé6r example, in the case oetvapplication architecture, you can isoldbe app server from theweb

server andfrom the database. The apgerver does not know about your web server and vice versa, this gives decoupling
between these layers and there are no dependencies agide or functional perspectiveb the case of batch
processingarchitecture you can creatasynchronousomponents hat are independent of each other.

Questions you need to asihich business component or feature could be isolated from current monolithic application
and can run standalongeparately? And then how can | add more instances of that component withoutibgeaky

current system and at the same time serve more users? How much effort will it take to encapsulate the component so
that it can interact with other components asynchronously?

Decoupling your components, buildiagynchronousystems and scaling hooiatally become very important in the

context of the cloud. It will not only allow you to scale out by adding more instances of same component but also allow
you to design innovative hybrid models in which a few components continue to runpneomise whi¢ other

components can take advantage of the cleamhle and use the cloud for additional compp@ver and bandwidth.

CKFEG 61 & 6AGK YAYAYLE STFF2NIT e2dz Oy G20SNFE26¢ SEO!
tactics.
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One can builé loosely coupledystem ugig messaging queueff a queue/buffer is used toonnectany two
components together, it casupportconcurrencyhighavailability and loadpikes As a result, the overall system
continues to perform even if parts of comportsiare momentarilyunavailablelf one component dies or becomes
temporarily unavailable, the system will buffer the messages and get them proceésedthhe component comes back

up.

Call a Call a

Method in Method in
EEEEEEEY Controller A LI SN Controller B S NEENY Controller C

Tight coupling (procedural programming)

ARV

Controller A Controller B Controller C

Loose coupling (independent phases using queues)

Figure3: decoupling components using Queues

You will see heavy use of queuesGnepTheWelArchitecture epitomized in the Cloud Architectures pag@r [In
GrepTheWebfilots of requests suddenhgachthe server &n Internetinducedoverloadsituation) or the processing of
regular expressions takeslongertime than the mediarn(slow response ratef a componeny, the Amazon SQS queues
buffer the requests in a durable fashion so that those delays dafiect other components.

AWS specific tactics for implementing this best practice:

1. Use Amazon SQS to isolate compon¢h8

2. Use Amazon SQS lasffers between componentl8]

3. Design gery componensuch that it expose service interface anid responsible for its own
scalability in all apppriate dimensiongnd interacts with other components asynchronously

4. Bundle the logical construct of a component into an Amazon Machine Is@at®t it can be
deployed more often

5. Make your applications as stateless as possible. Store session statemftsomponent (in
Amazon SimpleDB, if appropriate)
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Implement dasticity

The cloud brings a new concept of elasticity in your applications. Elasticity can be implemented in three ways:

1. Proactive Cyclic Scaling: Periodic scaling that occurs atifitezdal (daily, weekly, monthly, quarterly)

2. Proactive Evenbased Scaling: Scaling just when you are expecting a big surge of traffic requests due to a
scheduled business event (new product launch, marketing campaigns)

3. Auto-scaling based on demand. Byngsa monitoring service, your system can send triggers to take appropriate
actions so that it scales up or down based on metrics (utilization of the servers or network i/o, for instance)

¢2 AYLX SYSy(d a9ftladAOAGee s 2 gréeskand stréadlingtiheNdniiguratioziand Ykildi S
process. This will ensure that the system can scale without any human intervention.

This will result in immediate cost benefits as the overall utilization is increased by ensuring your resources gre closel
aligned with demand rather than potentially running servers that are undiized.

Automate your infrastructure

hyS 2F GKS Y2ad AYLRNIFIYyG o0SySTAdGa 2F dzaay3da | Of 2dzR ¢
deployment procesdt is recommended that yotake thetime to create an automatedeployment process early on

during the migration process and not wait till the end. Creating an automated and repeatable deployment process will
help reduce errors and facilitate an efficient and scalable update process.

To automatethe deployment process

T / NBFGS I f A ogNhaNRequarflyused\sBriptd (falSrstallation and configuration)
1 Manage the configuration and deployment process using agents bundled arside|
9 Bootstrap your instances

Bootstrap your instances

Letyourinstances4s &2 dz | jdzSadGdA2y G 0220 a6K2 Y L FyR gKIIQ
ASNIISNES al LI aSNISNE:X aGafl @S ASNBSNE Ay GKS OFas 27
passed in as an argument during launch tingtructs the AMI when instantiated the steps to take after it has booted.

hy 062203 AyadlryoO0Sa akKz2dzZz R INIo6 (GKS ySOSaal NBE NBa2dzND!
itself to a cluster to serve its function. Benefits of bootppang your instances:

Recreate the (Dev, staging, Production) environment with few clicks and minimal effort

More control over your abstract clodoased resources

Reduce humaiinduced deployment errors

Create a Self Healing and S#ifcoverable environm# which is more resilient to hardware failure

PowpdE

AWS specific tactics to automate yaofrastructure

1. Define Autescalirg groups for different clusters usitige AmazorAuto-scalingfeature in Amazon
EC2.

2. Monitor your system metrics (CPU, Memory, Disk M&twork 1/0) using Amazon CloudWatch and
take appropriate actions (launching new AMIs dynamically using the-goatiing service) or send
notifications.

3. Storeand retrieve machineonfigurationinformation dynamically: Utilize Amaz&mpleDRo fetch
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config data during boottime of an instancdeg. database connection stringSimpleDB may also be
used to store information about an instance such as its IP address, machine name and role.

4. Design a build process such that it dumps the latest builds to kebbut Amazon S3; download the
latest version of an application from during system startup.

5. Invest in building resource management tools (Automated scriptscpndigured images) or Use
smart open source configuration management tools like &hefippet’, CFEngin®or Genomé".

6. Bundle Just Enough Operating System (®@8d your software dependencies into an Amazon
Machine Image so that it is easier to manage and maintain. Pass configuration files or paramete
launch time and retrieve user ddfsand instance metadata after launch.

7. Reduce bundling and launch time by booting from Amazon EBS véfiandsttaching multiple
Amazon EBS volumes to an instar@eate snapshots of common volumes ahdre snapshofs
among accountsvherever appopriate.

8. Application components should not assume health or location of hardware it is running on. For
example, dynamically attach the IP address of a new node to the cluster. Automatically failover
start a new clone in case of a failure.

Think parallel

Thecloud makes parallelization effortless. Whether it is requesting data from the cloud, storing data to the cloud,
processing data (or executing jobs) in the cloud, as a cloud architect, you need to internalize the concept of
parallelization when designingahitectures in the cloud. It is advisable to not only implement parallelization wherever
possible but also automate it because the cloud allows you to create a repeatable process every easily.

When it comes to accessing (retrieving and storing) datackiwed is designed to handle massively parallel operations.
In order to achieve maximum performance and throughput, you should leveeagest parallelizationMulti-threading
your requests by using multiple concurrent threads will store or fetch the f@atar than requesting it sequentially.
Hence, vinerever possible, the processeka cloud application should reade threadsafe through a sharaothing
philosophyand leverage mukihreading.

When it comes to processing or executing requests irctbed, it becomes even more important to leverage
parallelization. A general best practice, in the case of a web application, is to distribute the incoming requests across
multiple asynchronous web servers using load balancer. In the case of batch prgaggdication, you can master

node can sg;wn up multiple slave worker nodes that processes task in parallel (as in distributed processing framework
like Hadoo

' More info about Chef can be found lttp://wiki.opscode.com/display/chef/Home
¥ More info about Puppet can be found http://reductivelabs.com/trac/puppet/

%% More info about CFEngine cae found athttp://www.cfengine.org/

! More info about Genome can be found latp://genome.et.redhat.com/

2 http://en.wikipedia.org/wiki/Just_enough_operating_system

% Instance metadata and userdata info can be found at
http://docs.amazonwebservices.colWSEC2/latest/DeveloperGuide/index.html?AESDB&pterinstancedata.html
?* More info about Boot From Amazon EBS feature can be found at
http://developer.amazonwebservices.com/connect/entry.jspa?externallD=3121
%> See How to Share a Snapshohtp://aws.amazon.com/ebs/

2 http://hadoop.apache.org/

Pagel5of 23



Amazon Web Servicedrchitecting for The Cloud: Best Practices January 2010

The beauty of the cloushines when you combine elasticity and parallelizatiéur cloud pplication can bring up a
cluster ofcompute instances which apgovisioned within minutes with just a fedPl calls, perform a job by executing
tasks in parallel, store the results and terminate all the instances. The GrepTheWeb application disdé$sedme
such example.

AWSspecific tactics for grallelization:
1. Multi-thread your Amazon S3 requests detailed in Best practices papéf [
2. Multi-thread yourAmazon SimpleDB GET and BATCHEWEStS 3][4] [5]
3. Create a JobFlow ungj the Amazon Elastic MapReduce Service for each of your daily batch proci
(indexing, log analysis etc.) which will compute the job in parallel and save time.
4. Usethe Elastic Load Balancing service and spread your load across multiple web app servers
dynamically

Keep dynamic dat&loser to the compute and static data closer to the ender

Ly 3ASYSNrf AdGQa I 3I22R LINF OGAOS (2 {(1SSLI @2dz2NJ RFOGF | &
latency. In the cloud, this best practice is even more relevant and important because you often have to deal with
Internet latencies. Mceover, in the cloud, you are paying for bandwidth in and out of the cloud by the gigabyte of data
transfer and the cost can add up very quickly.

If a large quantity of data that needs to be processed resides outside of the cloud, it might be cheafzestemid

a a Kand.tiansfer the data to the cloud first and then perform the computation. For example, in the case of a data
warehousing application, it is advisable to move the dataset to the cloud and then perform parallel queries against the
dataset.In the case of web applications that store and retrieve data from relational databases, it is advisable to move
the database as well as the app server into the cloud all at once.

If the data is generated in the cloud, then the applications that consumel#ta should also be deployed in the cloud
so that they can take advantage ofctoud free data transfer and lower latencies. For example, in the case of an e
commerce web application that generates logs and clickstream data, it is advisable to rag Hralyzer and reporting
engines in the cloud.

Conversely, if the data is static and not going to change often (for example, images, video, audio, PDFs, JS, @SS files)
advisable to take advantage of a content delivery service so that the stadicsdeached at an edge location closer to

the enduser (requester) thereby lowering the access latency. Due to the caching, a content delivery service provides
faster access to popular objects.

AWSspecific factics forimplementing thisest practice:
1. Ship your data drives to Amazon using the Import/Export sefvittenay be cheaper and faster to
move large amounts of data using the sneakeffiétan to upload using the Internet.
2. Utilize the same Availability Zone to launch a cluster of machines
3. Createa distribution of your Amazon S3 bucket and let Amazon CloudFront caches content in th
bucket across all the 14 edge locations around the world

*"More info about Amazon Import Export Services can be found at http://aws.amazon.com/importexpor
28 http://en.wikipedia.org/wiki/Sneakernet
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Security Best Practices

In a multitenant environment, cloud architects often express concerns aboutrggc8ecurity should be implemented

in every layer of the cloud applicatianchitecture Physical security is typically handled by your service provider

(Security Whitepaper7]), which is an additional benefit of using the clobéktwork and applicatiotevel security is

your responsibility and you should implement the best practices as applicable to your business. In this section, you will
learn about some specific tools, features and guidelines on how to secure your clouthdpplin the AWS

environment. It is recommended to take advantage of these tools and features mentioned to implement basic security
and then implement additional security best practices using standard methods as appropriate or as they see fit.

Protect you data in transit

If you need to exchange sensitive or confidential information between a browser and a web server, configure SSL on

@2dzNJ AaSNUSNI AyadlyoSo | 2d2Qft ySSR I OSNIForEntMstitThe T N2 Y
public key included in the certificate authenticates your server to the browser and serves as the basis for creating the

shared session key used to encrypt the data in both directions.

Create a Virtual Private Cloud by making a few command line calls Amempn VPC). This will enable you to use your
own logically isolated resources within tA&VS cloudand then connect those resources directly to your own
datacenter using industrgtandard encrypted IPS&Nconnections.

You can also setug$] an OpenVPN server on an Amazon EC2 instance and install the OpenVPN client on all user PCs

Protect your data at rest

If you are concerned about storing sensitive and confidential data in the cloud, you should encrypt the data (individual
files) before uploading it to the cloud. For example, encrypt the data using any open*ourcemmercial’ PGP
basedtools before storing it as Amazon S3 objects and decrypt it after download. This is often a good practice when
building HIPPAZompliantapplications 8] that need to store Protected Health Information (PHI).

On Amazon EC2, file encryption depends on the operating system. Amazon EC2 instances running Windows can use
built-in Encrypting File System (EFS) feafi6. This feature will handle the encryption and decryption of files and

F2f{ RSNR Fdzi2YFGAOFEt& YR YIS GKS LINRPOSaa (NI yaLl NB\
encrypt the entire file system; instead, it encrypts individual filegou need a full encrypted volume, consider using the
opensource TrueCrypt product; this will integrate very well with NT#@matted EBS volumes. Amazon EC2 instances
running Linux can mount EBS volumes using encrypted file systems using vaajgyosiches (EncE*SLoopAES,

dm-crypt®®, TrueCrypt). Likewise, Amazon EC2 instances running OpenSolaris can take advantadftEafcrgion

Support P0]. Regadless of which approach you choose, encrypting files and volumes in Amazon EC2 helps protect files

% http:/iwww.verisign.com/ssl/

%0 http://www.entrust.net/ssl-products.htm

3 http://www.gnupg.org

% http://www.pgp.com/

% http://www.truecrypt.org/

* http://www.arg0.net/encfs

* http://loop -aes.sourceforge.net/loofAES.README
% http://ww.saout.de/misc/dm-crypt/

87 http://www.truecrypt.org/

% http://www.opensolaris.org/os/communityzfs/
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and log data so that only the users and processes on the server can see the data in clear text, but anything or anyone
outside the server see only encryptddta.

No matter which operating system or technology you choose, encrypting data at rest presents a challenge: managing t!
keys used to encrypt the data. If you lose the keys, you will lose your data forever and if your keys become
compromised, the datanay be at risk. Therefore, be sure to study the key management capabilities of any products you
choose and establish a procedure that minimizes the risk of losing keys.

Besides protecting your data from eavesdropping, also consider how to protect idisaster. Take periodic snapshots
of Amazon EBS volumes to ensure it is highly durable and available. Snapshots are incremental in nature and stored o
Amazon S3 (separate géacation) and can be restored back with a few clicks or command line calls.

Protect your AWS credentials

AWS supplies two types of security credentials: AWS access keys and X.509 certificates. Your AWS access key has tv
parts: youraccess key IBnd yoursecret access keWhen using the REST or Query API, you have to use yoet se

access key to calculate a signature to include in your request for authentication. To preflggtttitampering, all

requests should be sent over HTTPS.

If your AnazonMachinelmage (AMI)s running processes that need to communicate with other AW/IS services (for
polling the Amazon SQS queue or for reading objects from Amazdor&Xamplg, one common design mistake is
embedding the AWS credentials in the AMI. Instead of embedding the credentials, they should be passed in as
argumentsduring unchand encryptedefore being sent over the wird 7).

If your secret access key becomes compromised shouldobtain a new one by rotatifgto a new access kdfp. As a
good practice, it is recommended that you incorporatieeg rotation mechanism into your application architecture so
that you can use it on a regular basis or occasionally (when disgruntled employee leaves the company) to ensure
O2YLINRPYAASR 1Sea OFryQi ftrad T2NBOISNP

Alternately, you can use X.509 certificates duthentication to certain AWS services. The certificate file contains your
public key in a basedncoded DER certificate body. A separate file contains the corresponding basatdied PKCS#8
private key.

AWS supports mulfiactor authenticatioi’ as an additional protector for working with your account information on
aws.amazon.com and AWS Management Cofisole

Managemultiple Users and their permissions with IAM

AWSldentity and Access Management (IAfBnablesyou to create multiple Users and manage the permissions for

each of these Users within yoAWSAccount. A User is an identity (within yoAiw SAccount) with unique security
credentials that can be used to accé8&/SServiceslAM eliminates the need totgre passwords or access keys, and
YF1Sa Ad Strae G2 SylrofS 2NJRAalFotS I ! aSNRa FO00Saa | :

IAM enables you to implement security best practices, such as least privilege, by granting unique credentials to every
User within yourAWSaccount and oly grant permission to access tB&VSServices and resources required for the

% http://aws.amazon.com/abouaws/whatsnew/2009/08/31/seamlesslyotate-your-accesscredentials/
“OMore info about Multifactor Authentication is available at http://aws.amazon.com/mfa/

* AWS Management Console http://aws.amazon.com/console/

*2More Info athttp://aws.amazon.com.com/im
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Users to perform their jodAMis secure by default; new Users have no access/&until permissions are explicitly

granted.

IAMis natively integrated into mogkWSServicesNo service APIs have changed to suppahi, and applications and
tools built on top of theAWSservice APIs will continue to work when usiAdyl. Applications only need to begin using

the access keys generated for a new User.

You should minimize the usd your AWS Account credentials as much as possible when interacting with your AWS
Services and take advantage of IAM User credentials to access AWS Services and resources.

Secure your Application

Every Amazon EC2 instance is protected by one or semity grougs®, named sets of rules that specify which ingress
(i.e., incoming) network traffic should be delivered to your instance. You can specify TCP and UDP ports, ICMP types ¢
codes, and source addresses. Security groups give you basic fifkegattbtection for running instances. For example,
instances that belong to a web application can have the following security group settings:

Amazon EC2
Security Group

Firewall
: I
1

S d web
! Server
Only Permit L
Weblayer | Crmrmeme=e—n -
accessto
App Layer - |
1
B | !
1 I
Lo oo, -
only
Permit App N T T T T 1
layer . r ;
accessto 1 !
- d DB
1
D3 Layer ! d Server . 8
1
| -
Volume

Port 80 [HTTP)
and 443 (HTTES)
of Web Layer
open to Internet

Only Port 22

(SSH) of App layer
open to only
developers in
corporate office
network

All other
traffic denied

Figure4: Securing your Web Applicationsing Amazon EC2 Security Groups

Another way torestrict incoming traffic is to configure softwabmsed firewalls on your instances. Windows instances

can use the buikn firewalf. Linux instances can ugetfilter” andiptables

*3More info about Security Group is available at http://docs.amazonwebservices.com/AWSEGR/2009

15/UserGuide/index.html?usingetwork-security.html

4 http://technet.microsoft.com/enus/library/cc779199(WS.10).aspx, March 2003
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