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In the event of a disasteyou can quickly launch resources in Amazon Web Services (AWS) to ensure business
continuity. The paper highlightelevantAWS features and services that you can leverage for your DR proe@sses
shows example scenari@adouthow to recover from disastett further provides recommendatiorsbouthow you can
improve your DR plan and leverage the full potential of AWv§our Disaster Recovery processes.

LYGNRRdAzOUA2Y

Disaster recoveryDR) is about preparing for and recovering from a disagiey event that has a negative impact on
@2dzNJ 6dzaAy SaaQ OodlyheleynerhallidasteMiibcduld YehafddaBeor softwarefailure, a network
outage,a power outage, physical damage to a buildiikg fire or flooding, human errgior some other significant
disaster.

To minimizehe impact of a disaster on the businessmpanies invest time and resourcespian, prepare, rehearse,
document, train and update processes to deal with eventee amount of investment for théisaster recoverylanning
of a particular system can vary dramatically depending on the cost of a potential outage. This papersiestiEbe
typical approaches ranging from minimal investments tcdodle availability and fault tolerance.

Proper preparation for DR is a must, angsibaper outlines some of the best practicesitgproveyour DR plans and
processes.

Disaster recoveris a continual process of analysis and improvement, as business and systems evolve. For each busin
service, customers need to establishacceptable recovery point and time, and then build an appropriate DR solution.

In a traditionalphysicakenvirorment, a typical approackwould normally involveéhe duplication of infrastructure to
ensurethe availability okpare capacity in a disaster scenario. This infrastructure needs to be promstadled, and
maintainedso that it is readyo deal withthe anticipatedcapacity requirements. Under normal operational
circumstanceghis infrastructure wouldypicallybe under-utilized or over-provisioned.

AWS allows you to scale up your infrastructure on aneseded basis. You get accesshte same highlgcalable,

reliable, secure, fast, inexpensive infrastructure that Amazon uses to run its own global network of wahdioedy

pay for what you use. For a disaster recovery (DR) solution, this results in significant cost savings. It also allogs for me
agility to change and optimize resources during a DR scenario.

Human erroristhe cause ofalarge proportion of system downtime. AWS provides tools to aftmvihe segregation of
dutiesto enable deast privilegédesign. AWS also enabieu to automate the deployment of whoknvironments
enablingpredictableand repeatable configuratian TestDRenvironmentscan be set upery quickly andyou canthen
treat them asa disposableesource Thisenables organization® test configuraton changes in a duplicate environment
before pushinghe configuration changesto production, without the need for a dedicated fsitale test environment
whichwould often be underutilized

! http://en.wikipedia.org/wiki/Principle of least privilege
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Thispaper useswo commonindustry termsfor disasterplanning

Recoverytime objective (RTOJt Thisis the duration of time anthe service leveto which abusiness processust be
restored after a disaster (or disruption) to avoid unacceptable consequences associated with a resik@ss
continuity. For example fia disasteoccursat 12:00PM (noon) and the RTO is 8 hours, the DR process would ensure
recoveryto the acceptable service level would pessible by ©0PM.

Recovenypoint objective (RPO Thisdescribes the acceptable amount of data loss measured in fimeexample, if
the RPQvas 1 hourafter the systemwasrecovered it would containall dataup to a pointin time that is not prior to
11:00 AM because the disasterccurredat noon.

Abusinesgypicallydecideson an acceptable RTO and R&3ed on the financial impatt the businessvhensystems
are unavailable The fhancial impacistypically assessed by considering méamtors such athe loss ofbusinessand
damage tats reputation due to downtime andhe lack ofsystemsavailability

ITorganizationghen plansolutions to coseffectively providesystemrecoverybased on the RP®ithin the timeline
and service level established by the RTO

N RAGAZ P8 & UtRBYWw A OS a

A traditional approach to DR involvdifferent levels of offsite duplication of datand infrastructure. Critical business
servicesare setup and maintained on this infrastructure and tested at regular intervalge disaster recovery
SY@ANRYYSy(iQa t20FGA2Y yR GKS a2dz2NOS Ay FTNI adNHzOG dzNB
disaster recovergnvironment is isolated from faults that could impact the source site.

Theinfrastructure needed to suppothe dupliate environmentwould include, but not be limited to the following:

Facilities to house the infrastructure including power and cooling

Security to ensurghe physical protection of assets

SQuitable capacity to scale the environment.

Support for repairing, replacing, and refreshthg infrastructure.

Gontractualagreemenswith an Internet Service Providet$P to providelnternet connectivitythat cansustain
bandwidthutilization for the environment under full load.

Network infrastructure such as firewalls, routers, switclkees]load balancers.

1 Enough server capacity to run all missiitical services including storage appliances for the supporting data
and servers to run applications and backend services sugkesauthenticationDomain Name Systerd\S,
Dynamic Host Configuration ProtocBIHCIP, monitoring and alerting.

= =4 =4 =4 A

=

Dependngonthe criticality ofthe servicesthe duplicate environmeninay be configured in a fault tolerant manner.
This normally involveguplicatingthe entireinfrastructure listed above

% Taken fromhttp:/en.wikipedia.org/wiki/Recovery_time_objective
®Taken fromhttp://en.wikipedia.org/wiki/Recovery point_objective
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Before discussing the various approaches to DR, it is important to révedVSservices and features that atee
most relevanto disasterrecovery.This section provides a summary.

In the preparation phase of DRjs essential taonsider theuse ofservices and features that support data migration
and durable storagbecause theyenabk you torestorebaclked up critical data to AW&hendisaster strikes. For some
of the scenarioshat involwe either a scaledlown orafully-scaled deployment of your system in AWS, compute
resources will be required as well.

When reacting to a disaster, it is essential to either quickly commission compute resources to run your system in AWS
to orchestrate the failover to already running resources in AWS. The essential infrastructure pieces here include DNS,
networking featues, and various&\mazon Elastic Compute Cloud (Amazon E2R)resdescribed below

Regions

Amazon Web Services are available in multfggions so you can choosthe most appropriate location for your
disaster recovery sitén addition tothe site where your systeris fully deployed. At the time of writing, AWSaigailable

in five regions: US East (Northern Virginia), US West (Northern California), EU (IAdanBpcific (Singapore), and Asia
Pacific (Tokyo).

Storage

Amazon Simple Storage Senféenazon S3) provides a highly durable storage infrastructure designed for mission
critical and primary data storage. Objsare redundantly stored on multiple devices across multiple facilities within a
Region. AWS provides further protection for data retention and archiving via Versioning in Amazon S3, A\W&Multi
Authentication, bucket policies, aridentity and Access Management (IAM)

Amazon Elastic Block Stdemazon EBS) provides the ability to create poiritme snapshots of data viaines. Such
snapshots can be used as the starting point for new Amazon EBS volumes pamigct data for longterm durability.

Once a volume is created, it can then be attached to a running Amazon EC2 instance. Amazon EBS volumes provide
instance sbrage that persists independently from the life of an instance.

AWS Import/Exporaccelerateghe movingof large amounts of data into and out of AWS using portable storage devices
for transport. AWS trasfers your data directly onto and off of storage deviogszd A y 3 | Y l-spe2d/ifdainal K A 3 K
network and bypassing the Internet. For data sets of significant size, AWS Import/Export is often faster than Internet
transfer and more cost effective than upgling your connectivity. You can use AWS Import/Exjoomtigratedata into

and out of Amazon S3 buckets or into Amazon EBS shapshots.

AWS Storage Gatewayablesseamlessnigration ofdata to and frobetween! 2 { Q& Of 2adeon-plietn@eNt 3 S
applications. AWS Storage Gateway stores volume data locally in your infrastructure, and in AWS. This enables existir
on-premises applications to seamlessly store data in the-effsttive, secure, and durabktorage infrastructure of

AWS while preserving lelatency access to this data.

Compute

Amazon Elastic Compute Clo#iinazon ECyovides resizable compute capacity in the clowtthin minutes, you can
create EC2 instances, which are virtual machines over which you have complete control. In the context obbiRtythis
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to rapidy create virtual machines that you caontrolis critical. To describe every featureArhazonEC2s outside the
scope of this documentve willfocuson the aspect®f Amazon ECthat are most relevanto DR.

Amazon Machine Images (AM#sE preconfigured with operating systerandsome preconfigured AMimay also
includeapplication stacksYou can @o configure your own AMIfn the contextof DR we strongly recommended that

you have your own AMIs configured and identified so that they can launch as part of your recovery procedure. Such
AMIs should be preconfigured wittour operating system of choge plus appropriate pieces of the application stack.

Amazon ECReserved Instancewhich areoften used to receive a significant discount on the cost of running an EC2
instance, have another advantageat is especially relevant to DR. Reserved Instahe§sto ensurethat the capacity
you need is available to you when required.

Availability Zoneare distinct locations that are engineered to be insulated from failures in other Availability Zones and
provide inexpensive, low latency network connectitdyother Availability Zones in the same Region. By launching
instances in separate Availability Zones, you can protect your applicationsHediailure of a single locatiorrRegions
consist of one or more Availability Zones.

TheAmazon EC2 VM Impofeature enables you to import virtual machine images from your existing environment to
Amazon EC2 instances.

Networking

2 KSy RSIFIfAY3 6AGK | RAAlFAGSNE AlGQa tiySdaskou ard fhilldd oderto K I (¢
another site.

Amazon Route 5B a highly available and scalable Domain Name System (DNS) web service. It is designed to give
developers and businesses an extremely reliabld @steffective way to route end users to Internet applications.

Elastic IAddressesre static IP addresses designed for dynamic cloud computing. Unlike traditional static IP addresse:
however, Elastic IP addresssableyou to mask instance or Avalilility Zone failures by programmatically remapping

your public IP addresses to instas@e your accountn a particular regionFor DR, you can also palocate some IP
addresses for the most critical systems so that their IP addresses are already known before disaster strikes. This can
simplify theexecutionof the DR plan.

Elastic Load Balanciagtomatically distributes incoming application traffic across multiple Amazon EC2 instances. It
enables you to achieve even greater fault tolerance in your applications, seamlessly providing the amount of load
balancing capatyi needed in response to incoming application traffitist as you can pralocateElastic IRddresses

you can preallocate youiElastic Load Balancso that its DNS name is already kmpwwhich can simplify the execution

of your DR plan.

Amazon Virtual Private Cloydmazon VPC) lets you provision a private, isolated section of the Amazon Web Services
cloudwhere you can launch AWS resources in a virtual network that you define. You have complete conyoliove
virtual networking environment, including selection of your own IP address range, creation of subnets, and configuratio
of route tables and network gateways. This would enable you to create a VPN connection between your corporate
datacenter and youVPC and leverage the AWS cloud as an extension of your corporate datacenter. In the context of
DR,you can use AmazoviPC taextendyour existing network topology to the cloythis can beespecially appropriate

when recovering enterprise applicationsathare typically on the internal network.

Amazon Direc€onnectmakes it easy to set up a dedicated network connection from your premise to AWS. In many
casesthis can reduce your network costs, inase bandwidth throughput, and provide a more consistent network
experience than Internebased connections.
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Databases

For your database needspnsider using these AVé8rvices

Amazon Relational DatabaServic Amazon RDS) makes it easy to set up, operate, and scale a relational database in
the cloud. You could usemazonRDS either in the preparation phase for DR to hold your critical data in a running
database already, and/or in the recovery phaseun your production database.

Amazon SimpleDB a highly available, flexible, noelational data store that offloads the work of database
administration. It can also be used in the preparation therecovey phase of DR.

You can also install and run your choice of database software on Amazam&€2chose from a variety of leading
database systems.

For further details about database options on AWS, @eseeRunning Databases on AWS

Deployment Orchestration

Deployment automation and posttartup software installation/configuration processes and tools can be used in
Amazon EC2. Investments in this area are highly recommeiitiéstan be very helful in the recovery phase to create
the required set of resources in an automated fashion.

AWS CloudFormatiogives developers and systems administrators an easy way to create a collection of relé&ed AW
resources and provisiaimem in an orderly and predictable fashiovioucan create template for your environments
and deploy associated collecti®af resources (called a stack3 needed.

Security
There are many security related features acritesAWSservices We recommendhat customers review th&ecurity

Best Practiceswhitepaper. AWS also provigiurther risk and compliance information in t#&NS Security CenteA
full discussion of security is out of scope for this paper.

amazon
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This sectiomoutlinesfour DR scenariothat highlightusage of AW&nd compare AWS with traditional Diethods

Backup andrRestore

Pilot Light for Simple Bcovery into AWS
Warm Standby @ution

T Multi-site Solution

=A =4 =4

Amazon Web Servicemables customers to cost effectively operate each of tresenpleDR strategiesL G Q& A Y LJ2
to note that these are just examples of possible approaches, and variations and combinations of these are possible.

I O1dzL YR wSad2NB

In most traditional environmentslata isbackedup to tape and sent ofite regularly. Youecovery timewill be the
longest usinghis method. Amazon S3 ian ideal destinatiotior backupdata, as it is designead provide
99.999999999%l 1 9s)durability of objects over a given yeaf ransferring dta toand fromAmazonS3 igypically
done via the network, and is therefore accessible fiammy location. There are many commercial and open source
backup solutions whichackupto Amazon S3The AWS Import/Export servi@nablestransfers ofvery largedata sets
by shippingstorage devices directlio AWS

The AWS Storage Gateway service enaklegpshots of your opremise datavolumesto be transparently copied into
Amazon S¥or backup. You can subsequentbreatelocalvolumesor AWS EB®Ilumes from these snapshots.

Forsystems running on AWS, customers also back up into Amazd@n&pshots of Elastic Block Store (EBS) volumes

and backups of Amazon RDS are stored in Amazon S3. Alternatively, you can copy files directly into Amazon S3, or y
can choose to create backitifes and copy them to Amazon SBhere are many backup solutions which store backup

data in Amazon S3, and these can be used from Amazon EC2 systems as well.

............................................

°1°G5 s

Using H

Corporate AWS Direct Connect S3 Bucket !

data center :
| Over the

Internet

-
Amazon
Elastic
Compute
Cloud (EC2)

ey s AWS Import/Export .
On-site infrastructure Or Y AWS Region

AWS STOrage GATEWAY “wseeseessessscsssssssssssssssssssssssssssnsssnssast®™ )

Figurel: Data backup options to S8om on-site infrastructure or from AWS.
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The backup of your data is only half the story. Recovery of data in a disaster scenario needs to be tested and achievel
quickly and reliably. Customers should endiag their systems are configured to appropriate retention of data,
security of data, ath have tested their data recovery processes.

Instance Data copied
from objects

A
Amazon EC2

Data
Volume

Instance S3 Bucket
quickly
provisioned
from AMI
Pre-bundled
with OS and
applications

AMI

., o
...................................................................................................................................................

Figure2: Restoringa system from S3 backups to AWS EC2

Keysteps forbackup andestore
1 Select an appropriate tool or method t@ck upyour data intoAWS
1 Ensurethat you have an appropriate retentigoolicy for this data.
1 Ensurethat appropriate security measures are in place for thisadatcluding encryption and access policies.
il

Regularly test the recovery of this datad restoration of your system

t A {AR2TK vdzF eI 2 OSNE Ayd2 | 2{

Theideaof the pilot lightis an analogy thatomesfrom the gasheater. In a gaheater,a small idle flamé K I G4 Q& I f
on can quicklyignite the entire furnaceo heat up a housas neededThisscenario is similaio a Backup and Restore
scenarig however you mustensure that yothave themost critical coreelementsof your systenalreadyconfigured
andrunningin AWSthe pilot light) When the time come$or recovery youwould then rapidlyprovisiona full scale
production environmentround the crittal core.

Infrastructureelementsfor the pilot lightitself typicallyinclude your database servesshich would bereplicating data

to AmazonEC2Depending on the systerthere may be other criticatlataoutside of the database that needs to be
replicaied to AWS.This is the critical core of the system (the pilot light) around which all other infrastructure pieces in
AWS can quickly be provisioned (the rest of the furnace) to restore the complete system.
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To provision the remainder of the infrastructute restorebusines<ritical servicesyou wouldtypicallyhave some pre
configured servers bundled as Amazon Machine Images (AMigEh areNB | Ré (2 0SS adl NI SR dzLJ
When starting recoverynstances from these AMIs come up quickhd find their role within the deployment around

the pilot light.From a networking point of viewpy can either useElastic IAddressegwhich can bepre-allocated in

the preparation phase for DRhd associatthem with your instancesor useElastid_oad Balancintp distribute traffic

to multiple instances. You woutten update yourDNS records to point at yodimazonECZnstance or point to your

Elastic Load Balancinging a CNAME

For less critical systems, you can ensure that you have any installation packages and configuration information availab
in AWS, for example, in the form of an EBS snapshot. This will speed up the application server setup, because you ca
quickly createmultiple volumes in multiple Availability Zones, to attach to EC2 instances. You can then install and
configure accordingly.

The Pilot Lightnethod will give you guicker Recovery Time thahed . | O dzLJ | YR wSa (letalse & 0S
the core piees of the system are already running and are contindajt up to date. There are still some installation

and configuration tasks to fullecover the applicationsAWSenablesyou to automate the provisioning and

configuration of the infrastructure ources which can be a significant benefit to save time aetp protect against

human errors.

PreparationPhase:

Thefollowing figureshows the preparation phas& whichyou need to have your regularly changing data replicated to
the pilot light, the small core around which the full environment will be started in the recovery phasg. less

frequently updated data such as operating systems and applications can be periodically updated and stored as Amazo
Machine Image§AMIS)

www.example.com

e _—
=

. N

Reverse
Proxy/
Caching
Server

1 — Not Running

Application
Server

. | Pilot light system

Database
Server Data

Volume
\\ Corporate Data center J

Figure3: Thepreparation phase of Pilotight scenario
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Key pointdor preparation:

Setup EC2 instances to replicate or mirror data.
Ensurethat you have all supporting custom software packages available in AWS.
Create and Maintain Amazon Machine Images (AMI) obkeyers where fast recovery is required.

Regularly run these servers, test themmd apply any software updates and configuration changes.

= =/ =4 =4 =4

Consider automating the provisioning of AWS resources.

Recovery Phase:

To recover the remainder of thenvironmentaround the pilot light, guwould start your systems from thAmazon

Machine Image§AMIs)in minutes on the appropriate instance typd-or your dynamic data servey®u can resize

them to handle production volumess neededr add capacity accordingliforizontal scaling, if possible, is often the
Y2aiG Oz2ali STFSOGADGS sl @& FyR aoOFfFrofS | LIINRFOK (2 I RR
instance types and thus scalertically. From a networking perspectiveng required DI$ updates can be done in

parallel.

Once recovered, you should ensure that redundancy is restored as quickly as possible.fgilnile af your DR

environmentshortly after your production environment failed unlilely, you need to be aware of this rigontinue to
take regular backups of your system and consider additional redundancy at the data layer.

www.example.com

. &

Reverse

| Startin
Minutes

Add additional
capacity if needed

W Database

Server Data

Volume
Corporate Data center \ /

Figure4: The recovery phase of the Pilbght scenario.

Keypointsfor recovery:

9 Start your application EC2 instances from your custom AMIs.

1 Resizeand/or scaleanydatabase / data store instances, where necessary.
1 ChangeDNS to point at the EC2 servers.
)l

Install and configure any neAMI based systemsdeally in an automated fashion.
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A warm standby solutioaxtends thepilot light elements and preparation. It furthdecreases theecoverytime

because in this casepmeservicesare alwaysrunning By identifying your businessitical systems, you would fully
duplicate thesesystemson AWS and have them always.

Theseserverscanbe running on a minimum sized fleet BC2nstances on the smallest sgggossible. This solutions
not scaled to take a fuproduction load but it is fully functional. It may be used for npnodudion work, such as
testing, quality assuranceand internal use, etc

In a disasterthe system is scaledp quickly to handlehe production load. In AWS, this can be done by adding more
instances to the load balancer and by resizing the small capaiters to run otarge EC2nstance typesAs stated
above, horizontal scaling, if possible, is often preferred over vertical scaling.

PreparationPhase:

Thefollowingdiagram shows the preparation phaf® a warm standby solutigrin whichan ontsite andan AWS
solution run side by side.

www.example.com

. Not Active for
-

«. Production Traffic
Amazon -

Active Route 53 ™ W \

-~ - /_
™ )
- Elastic
Load

Balancer

Reverse
Proxy/
Caching
Server

Application
--- Data Source

Application| ==~ Cut Over
Server -

—

Database
Server

Scaled down

1]
1]
<
[0

: l

So

cQ

ERY

)

\ Corporate Data center Standby \ AWS Region

Figure5: TheLINB LJF NI A2y LIKIF &S 2F GKS &gl Ny aidlyRoeé aoOSyl N

Key points fopreparation
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Setup EC2 instances to replicate or mirror data.

1

1 Create andnaintain Amazon Machine Images (AMI

1 Run your application using a mininabtprint of EC2 instancesr AWS infrastructure
1

Patch and update software and configuration files in line with your live environment.

Recovery Phase:

In the case of failuref the production system, the standby erwirment will be scaled up for production load aD&S
records arechangedo route all traffic to AWS.

www.example.com

Active
Amazon /m—\
Route 53

™ —

Elastic
Load
Balancer

A

Reverse
Proxy/
Caching

Application
Server

W Database

Server

Scaled up Data

Volume

\\_ Corporate Data center / for PI’OdUCtiOI’I Use \ AWS Region /‘

Figure6: ¢ KS NB O2 OSNBw NIKI a8 §ROBEKSAOSY | NA2 @
Keypointsfor recovery:
9 Start applications on larger EC2 Instance tygmeaeeded (vertical scaling)
1 Inaease the size of the E@2ets in service with the Load Balan¢korizontal scaling)
1 hange the DNS records thatall trafficisrouted to the AWSenvironment
|l

Consider usingwto scalingo right-size the fleebr accommodatethe increased load.

amazon
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Amulti-site solution runs iPAWS as well asn your existingon-site infrastructure in an activ@ctiveconfiguration The
datareplication method that you emplowill be determined bythe recoverypoint (seeRPCabove you chooseVarious
replication methods exist (see below).

A weighted DNS service, such as Amazon R&fjis used to routgproduction trafficto the different sites. A
proportion oftraffic will go toyour infrastructure in AWS, and the remainder will go to yoursite infrastructure.

In an on-site disastersituation, you caradjust the DNS weighting and sealditraffic to the AWServers The capacitpf
the AWSservicecanbe rapidlyincreased to handléhe full production load. ECRuto Scalingan be used to automate
this process Youmayneedsomeapplication logic to detedhe failure of the primary database services and cut over to
the paralleldatabaseservicegunning in AWS

The cost of this scenario is determined by how much production traffic is handled by A&l operation Inthe
recovery phasgyou only pay for what you use addition andor the duration that the DR environment is requirat
full scale YouOl y FdzNJI KSNJ NBRdz0OS 0240 o6& LIz2NOKFaAy3a wSaSNBSR

PreparationPhase:

In the figure below, we see the use of DNS to route a portion of the traffic to the AWS site. The apmica&tiMBnay
access data sourcestime on-site production system. Data is replicated or mirrored to AWS infrastructure.
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Key points fopreparation:

1 Setup your AWS environment to duplicate your production environment.

1 Setup DNS weighting or similar technology to distribute incoming requests to both sites.

Recovery Phase:

The figure below shows what happewbena disaster occursn-site. Traffic is cut over to the AWS infrastructime
updating DNS
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Keypointsfor recovery:
1 Changeahe DNS weighting, sthat all requests are sent to the AWS site.
1 Have application logic for failover to use the local AWS databasers.
1 Consider using Auto scaling to automatically rgiae the AWS fleet.

You can further increase the availability of your msité solution by designing MWAZ architecturesFor more
information on how to design applications that span acnosstiple availability zones, please refer@esigning Fault
Tolerant Applications in the AWS Cloubitepaper.
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Whenreplicatingdata toa remote location, there are a few factors to consider.

Distance between the sites: larger distant¢gsically are subject tmore latencyand/or jitter.
Bandwidth available:how broad and variable are the interconnectiéns

Data rate required by youspplication: data rate should be lower than the available bandwidth
Thereplication technologghould be parallefso that it can use the network effectively)

=A =4 =4 =

There are two main approaches whegplicatingdata: synchronous and asynchronous.
SynchronousRReplication

Data isatomicallyupdatedin multiple locations. This puts a dependency on network performance and availability.

AsynchronousReplication

Data is notatomicallyupdated inmultiple locations. It igransferredasnetwork performance and avability allows and
the application continues to write data that may not be fully replicated yet

Many database systems support asynchronous data replication. The database replica can be located remdhely, and
replica does not have tbe completely irsync with the primary database server. This is acceptabi@nyscenarios
for example, as bBackupsourceor reporting/readonly use cases.

We advise customers to understand the replication technology used in their software solutitatailed analsis of
replication technology is outside of the scope of this paper.

In AWS AvailabilityZones within a Region akeell connected but physically separate&or example, Wwen deployed in
G a d#f %4 Y 2 RiBazorRelkti®nal Database Service uses synchronous replication to duplicate datedoral
Availability Zone. This ensures that data is not lost if the primary Availability Zone becomes unavailable.

AWS Regions are completely independent of each otherthHaue are no differences in the way you access them and
use them This enables customers to crealisasterrecovery processeawat span continental distances, without the
challenges or costhat this would normally incurCustomers can baakp data andsystems to two or more AWS
Regions allowing service restoration even in the face of extremelydscgke disastersCustomers can use AViRBgions
to serve their enecustomers around the globe wittelatively lowcomplexity to their operational processes
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Some important steps need to be followed in order to have a solid DR plan. This section describes some of the main
steps.

Testing

After your DR solutiofisin placejtneedstobetestedd DI DiS&8 ¢ A& 6KSy e2dz SESNDA&S |
environment;ensuringthat sufficient documentation is in place to make the process as simple as possible should the
real event take place. Spinning up a duplicate environment for testing your game day ssénguak and cost

effectiveon AWSand youypicallyR 2 y Q (i tgushS/&ur picluction environmen¥ou can us&ws

CloudFormation to deploy complete environments on AWS. This usespateto describe the AWS resources, and

any associated dependeies or runtime parameters, required tweate a full environment.

Differentiating your tests is key &nsuring thatyou are coveled against a multitude of different types of disasselhe
following are examplé D | Y S sceaBo$

Power loss to a siter aset of machines

Loss of ISP connectivity to a single site

Virus impacting core business services affecting rsittis

User errorthat causedhe loss of data requiring point-in-time recovery

= =4 =4 =4

Monitoring and alerting

Youneed to haveegular checkand sufficient monitoring in place to alert yathen your DR environment has been
impacted by server failure, connectivity issuasd application issues\mazonCloudVatch provides access to metrics
about AWS resourcesilarmscanbe setup basedon definedthresholds on any of the metri@nd, where required
AmazonSimple Notification Service messagesbe sent to aletrin case of unexpected behavioYou can use any
monitoring solutions on AWS.

You caralsocontinue to use any existing moniiog and alerting toolthat your company use® monitor your instance
metrics as well as guest OS stats and application health.

Backups

Onceyou haveswitched to your DR environment, yoshouldcontinue tomake regular backupsTesting backup and
restore regularly is essentiak a fall back solution

AWS gives you the flexibility to do frequent, inexpen&iRtests without needing th®Rinfrastructuretobed | £ ¢ € a
on.£

UserAccess
You can secure access to resources in your DR environment by using ldenfityv&Adcess Managemei(tAM). This

way you can create role/user based security polithes segregatauserresponsibilitiesvhile they work on your DR
environment.
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Automation

You can automate the deployment of applications onto the AM§ed servers angbur on-premises servers byusing
configurationmanagement or orchestratiosoftware This will allow you to handle application and configuration change
management across bo#nvironments with easel'here are several popular orchestration software options available,
pluspossible solution providersan be found on oud 2 £ dzii A 2 Y pagdNBWSICR&IRdM#@tionorks in

conjunction withseveraltools to provision the infrastructure services in an automated manblser datacan bepassed

into the instance on first boaiind canthen handedo a configurationmanagement tool to determine the instance type

or role to ensurehat the correct software and configuration is deploydthe overall goal should be to have your
instances end up in the final state in which you need them as automaticallysahfe.

Auto Scalingcan beused to ensureghat your pool of instances is appropriately sized to misetdemand baed on the
metrics you specify in CloudWatch. Timsansthat in a DR situation, as youser base starts to use the environment
more, the solutiorcanscale up dynamically to meet this increased demand. After the event is over and usage
potentially decreases, the soluti@manscale back down to a minimum level of servers.

[2FG 61 NBIFI YROSYWAA Y T

Ensuringhat you are correctly licensed for your AWS environment is as importditeassingany other environment.
Amazon providea variety ofmodels to makeicensingeasier for you to managd-or examplegt . NRA y'3 | 2 dzNJ h ¢
[ A O SiyppSSible for several software components or operating systéibsrnately there is a range of software for

which the cost of the license iiscluded in thehourly charge. This is knovaisdLicense includeél

G. NAy3 &2d3NJ hSo/yr offlaseisgyeyudexistigg software investments durirdjsaster. dLicense
includedE minimizesupF N2y i f AO0SyasS 02ada ¥F2NJ I -tcsday baskiie. SluridgialDR tedR 2 S 3

If at any stage you are in doulbout your licenseand how they apply to AWS$ontact your license reseller

| 2y Of daAA2Y

Many options and variations for DR exist, and this paper highlights some of the common patterns, ranging from simple
backup and restore tfault tolerantmulti-site solutions. AWS givgsu fine grained contraand manybuilding blocks to

build theappropriateDR solutiongiven your DR objectives (RTO and RPO) and budibetAWS servicese avdible
on-demandand you only pay for what you us@&his is a key advantage for DR, whagmificant infrastructure is

needed quickly, but only in the event of a disaster.

This paper has shown hoWWS provides flexible, casffective infrastructure solutiongnabling you to hava more
effective DR plan.

* Solution providers can be found bttp://aws.amazon.com/solutions/solutiosproviders/
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The S3 Getting Stad Guide:http://docs.amazonwebservices.com/AmazonS3/latest/gsg/

The EC2 Getting Started Guide:
http://docs.amazonwebservices.com/AWSEC?2/latest/GettingStartedGuide/

Find an AWS Solution Providdnttp://aws.amazon.com/solutions/solutiomroviders/

Designing Faultolerant Applicatias in the AWS Cloud whitepaper:
http://aws.amazon.com/whitepapers/

AWS Security ando@ipliance Centerhttp://aws.amazon.com/security/

AWS Architecture éhter: http://aws.amazon.com/architecture

AWS Technical Whitepapetgtp://aws.amazon.com/whitepapers
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