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Abstract

With AmazorWeb ServicefAWS)you canprovisioncompute power, storage and other resourcgajning access to a
suite of elastic IT infrastructure servicas your business demands them. With minimal cost and effort, you can move
your application to the AWS clouaiéreduce capital expenses, minimize support and administrative costs, and retain
the performance, security, and reliability neigements your business demands.

This papehelps you build a migration strategy for your compangidtussssteps, technique andmethodologiedor
moving your existingnterprise applicatioato the AWScloud To get the most from this paper, you should héaesic
understanding othe different products and features from Amazon Web Services.

There are severatrategiesfor migrating gplications to new environmentsn this paper, we shall shaseveralsuch
strategies that help enterprise companies take advantage of the cloud. We discuss alphesstep-by-stepstrategy
for migrating applications to the cloud.

More and nore enterprises are movingpplicationgo the cloud to modernize their current IT asset bas¢o prepare
for future needs They are taking the plunge, picking up a few missidital applications to move to the cloud and
quickly realizing that therare other applications that are alsogood fit forthe cloud.

To illustrate thestep-by-step strategy we providethree scenariodisted in the table Each scenario discusses the
motivation forthe migration,describes the before and aftepplication architecturedetails themigration process, and
summarizes théechnical benefits of migradn:

Scenario Name Solution Usecase Motivation For Additional Benefits Services Used
migration
Company A Web Application Marketing and Scalability + Elasticity ~ Auto Scaling, preactive EC2, S3, EBS, SimpleD
collaborationWeb site event based scaling AS, ELB, CWRDS

Company B Batch processing Digital Asset Faster time to market ~ Automation and improved EC2, EBS, S3, SQS
pipeline Management Blution developmentproductivity

Company C Backend processing Claims Processing Lower TCO, Business continuity and EC2, S3, EBS, SRS, IE
workflow System Redundancy Overflowprotection
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Introduction

Developers andrahitectslooking to buildnewapplicationsin the cloudcan simply design the components, processes
and workflowfor their solution, employ thé\PIsof the cloud of their choice, and leverage the latelstud-based best
practices for design, development, testing and deploymelntchoosing to deploy their solutions in a clebdsed
infrastructure like Amazon Web Servi¢@dVS) they can take immediate advantagein$tant scalabilityand elasticity
isolated processes, reduced operational effort;a@mand provisioningnd automatian.

At the same time, many businesses are looking for better ways to migrateetiisting applicationto a cloudbased
infrastructure so that they, too, can enjoy the same advantages seergw&'ﬂfnfieldapplication development

Oneofthekey differef A G2 NR 2F 1 2{ Q AYFTNI &adNHzO(GdzNBE &aSNWAOSa Aa
choose the programming models, languages, operating syshehslatabasethey are already using damiliar with. As
a result, many organizations amgoving existing applications to the cloud today.

It is true that ®meapplicationsd & L ¢  kuirén®y iepiby@dn company dataenters or colocatedfacilitiesmight
not make technical or business sense to move to the clouwat tgast not yet. Thoseassetscan continue to stay in
place.However, ve strongly believe that there are several asseithin an organizatiorthat canbe moved to the cloud
today with minimal effort This papewill help youbuild an enterprise application migration strategyr your
organization The step by step, phasariven approachdiscussed in the paper wilelp you identiy ideal projects for
migration,build the necessargupport within the organization anchigrate applicationsvith confidence

Many organizations areking incremental approach to cloud migratidhis very important to understand that with any
migration, whether related tahe cloud or not, thee are onetime costs involved as well as resistatgcehange among
the staff membergcultural andsocicpolitical impedance)Whilethese costs and factors ameitside the scope of this
technical paperyouare advised to takento consideration these issues. Beginkwiding organizationakupportby
evangelizingnd training Focus on longerm ROI as wéhs tangible and intangible factoo$ moving to the cloud and

be aware of the latest developments in the cloud so that you can take full advantage of the cloud benefits.

There is no doubt thateploying your applications in th®WS clouatan Ioweryour infrastructure costs, increas
business agility and removeK S dzy RATFFSNBY GA I GSR aKSI @& tATFTUAKGY o6A0K
depends orthree things:the complexity of theapplication architecturehow loosely coupled yourpplication is and

how much effort you are willing to puttio migration We have noticed that when customers have follovikd step by

step approach (discussed in tipiaper) andhaveinvested time and resources towards building proof of concept

projects, they clearlgee the tremendous potential #&#WSandare able toleverageits strengthsvery quickly.

lArchitecting for the Cloud: Best Practices Whitepag&tp://media.amazonwebservices.com/AWS_Cloud_Best_Practices.pdf
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A Phased Straigy for Migration: Step By Stepuile
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Figurel: The Phas®riven Approach to Cloud Migration

Phases Benefits
Cloud Assessment Businessase for migration (Lower TCO, faster time
f  FinanciaAssessment (TCO calculation) to market, higher flexibility & agility, salability +

1 Security and @mpliance Assessment elasticity)

1  TechnicaAssessmen{Classify application types)

9 Identifythe tools that carbe reused andhe tools that
needto be built

Identify gaps between your curreriraditional
legacy architecture and nexgeneration cloud

I Migrate licensed products architecture
I Create a plan and measure success
Proof of Concept Build confidencewith various AWS services
1  Getyour feet wet with AWS - . o - .
1 Build a flot andvalidate the technology Mitigate risk by validating critical pieces of your
f  Testexistingsoftware in the cloud proposedarchitecture
Moving your Data RedundancyPurable StoraggElastic Scalable

f  Understand different storage options in the AWS clo Storage
1 Migrate fileservers to Amazon S3

f  Migratecommercial RDBM® EC2+ EBS Automated ManagementBackup
1 Migrate MySQL to Amazon RDS

Moving your Apps Future-proof scaledout service-oriented elastic
' Forklift migration strategy architecture

1 Hybrid migration strategy
T . dAf R @®OINSBdZR t | ashektled2 T O
M Create AMIs for each component

Leveraging the Cloud Reduction in CapEx in IT
f  Leveragether AWS services Flexibility andagility N
f  Automateelasticity and SDLC Automation and improved productivity

1 Harden gcurity Higher Availability (HA)

I Create dashboard to manage AWS resources
1 Leverage multiple availability zones

Optimization Increased utilization and transformational impact in
1  Optimize usage based on demand OpEx
1 Improve efficiency o o
1 Implement alvanced monitoring and telemetry Better visibility through advanced monitoring and
1 Reengineer your application telemetry
1 Decompose your relational datales
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The order of the phases is not important. For example, several companies prefer to skip Phase 1 (Assessment Phase)
dive right into Phase 2 (Proof of Concept) or perform Application Migration (Phase 4) before they migrate all their data
(Phase 3)

Phasel: Cloud Assessment Phase
This phase will help ydauild a business case for moving to the cloud.

Financial Assessment

Weighingthe financial considerations of owning and operating a daater orco-locatedfacilitiesversus employing a
cloudbased iffrastructurerequires detailed and careful analysik practice, it is not as simple as measuring potential
hardware expense alongside utility pricing for compute and storage resources. Indeed, businesses must take a
multitude of options into consideradn in order to affect a valid comparison between the two alternativksmazon has
published a whitepapehe Economics of the AWS cfoadhelpyou gatherthe necessary datéor an appropriate
comparison.This basic TCO methodology d@hd accompanying Amazon EC2 Coaliculator uses industry data, AWS
customer research, and usdefined inputs to compare the annual fulbyirdened cost of wning, operating, and
maintaining IT infrastructure with the pépr-use costs of Amazon EQfote that tis analysis compares only the direct
costs ofthe IT infrastructure and ignores the many indirect economic benefits of cloud computing, including hig
availability, reliability, scalability, flexibilityeducedtime-to-market, and many other cloudriented benefits. Decision
makers are encouraged to conduct a separate analysis to quantify the economic value of these features.

Pricing Model Onetime Upfront Monthly

AWS Colo OnSite AWS Colo OnSite
Server Hardware 0 $$$ $$ $$ 0 0
Network Hardware 0 $$ $$ 0 0 0
Hardware Maintenance 0 $$ $$ 0 0 $
Software OS 0 $$ $$ $ 0 0
Power and Cooling 0 0 $$ 0 $$ $
DataCenter/-located Space 0 $$ $$ 0 $ 0
Administration 0 $$ $$ $ $$ $$3$
Storage 0 $$ $$ $ 0 0
Bandwidth 0 $$ $ $$ $ $
Resource Management Software 0 0 0 $ $ $
24X7 Support 0 0 0 $ $ $
Total

Tablel: Cloud TCOdIculation Example(some assumptions are made)

The AWS Economics Center provides all the necessary tools you need to assess your current IT infrastructure. After y
have performed a higlevel financial assessment, yoan estimate your monthly costs using th&/S Simple Monthly
Calculatorby entering your realistic usage numbers. Project that costs over a period of 1, 3 and 5 years and you will
notice significant savings.

2 http://media.amazonwebservices.com/The_Economics_of _the AWS_Cloud_vs_Owned_IT_Infrastructure.pdf
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Security and Compliance Assessment

If your organization has specific IT security policies and compliance requiremvemes;ommend thatyouinvolve your
securityadvisers and auditors eariy the process At this stageyou canaskthe following questions:

l

= =/ =/ =4 =4 =4

What is my overall risk tolerance? Are there various classifications of my data that result in higher or lower
tolerance to exposure?

What are mymainconcerns arouna@onfidentiality, integrity, availabilityand durability ofmy data?
What aremy regulatory or contractual obligations to store data in specific jurisdictions?

What are mysecuritythreats? What is a likelihood ttiose threats materializing into actuattacks?
Am | concerne@bout ntellectual propertyprotectionandlegalissuesof my application andiata?
What are my option# | decide that | need to retrievall of mydata backirom the cloud?

Are there internal organizational issues to address to increase our comfort level with using shared infrastructure
services?

Data ®curty can bea daunting issue if not properly understood andadyzed.Hence, it important that younderstand

your risks, threatgand likelihood of those threatsandthen based orsensitivity of your dataglassifythe dataassets

into different categoris (discussed in the next sectioithis will help you identify which datasets (or databases) to move
to the cloud and which ones to keepliouse It is also important to understanithese important basics regardifgNS

Security:
1 You own the data, nOAWS
f You choose whicheographidocation to store the datafl R2 S &y Qi yod ge@idto nryd itS & a
1 You can download or delete your data whenever you like.
1 You should consider the sensitiviafyour datg and decide if and how you will encrypt yourtaavhile it is in
transit and while it is at rest
1 You can set highly granular permissidnsmanage access of a user within your organizatiosptecific service

operations data, and resourceis the cloudfor greater security control

For nore up-to-date information about certifications and best practicggease visithe AWSSecurity Center

Technicaland FunctionalAssessment

A technical asessment is required to understand which applications are matedsto the cloudarchitecturally and
strategically At some point enterprisesdeterminewhich applications tanove into the cloud firstwhich applications to
move later and which applicatiorshould remairin-house.

In thisstage of thephase enterprise architectshould askhe following questions

1 Which business applications should move to the cloud first?
1 Does the cloud provide all of the infrastructure building blogksequire?
I Canwe reuseour existing resource management and configimattools?
1 How can weget rid of support contract®r hardware, softwareand network?
Pages of 23 amazon
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Createa Dependency Treand a Classification igart

Perform a thorough examination dfie logical constructs of your enterprise applicatiargl start classifying your
applications based on their dependencieisks, and securityand complianceequirements

Identify theapplicationsandtheir dependencies on other components and services. Create a dependency tree that
highlights all the di#frent parts of your applications andentify their upward and downstream dependencies to other
applications. Create a spreadsheet that lists all yjowdLJX A O G A2y a I YR RS LBYIREKROASHdzR)
dependency tree that showthe different leves of interconnections of your components. This diagram shioeldn
accuratesnapshot of your enterprise application assets. It may look something like the diagram helowd include

all your ERP systems, HR services, Payroll, Batch processingssystekend billing systems aodstomerfacingweb
applicationsjnternal corporate IT application€RM systems etas well as lowelevel shared services such as LDAP
servers

4 )
‘ At this stage, you will have clear visibility into your IT assets

and you might be able tolassify your applicationito
different categories:

1 Applications with Top Secret, Secret, or Public data s
1 Applications with low, mediumral high compliance
requirements
1 Applications that are internabnly, partner-only or
customerfacing
% 1 Applications witHow, medium and high coupling

@ y/ 1 Applications with strict, relaxed licensing
Xand so on.
e_e

Figure2: Example of viiteboard diagram ofall the IT assetand its dependencie$Dependency Tree)

*
*
+
*
*
*
*
*

Identifying the RA 3 KCandidatet for the Goud

After you have created a dependency traed have classifiegour enterprise IT assets, examitme upward and
downwarddependencies of each applicatiso youcandetermine which of them to move to thdaud quickly

ForaWeb-based applicatioor Softwareas a ServiceSgapapplicationthe dependency tree will consist logical
components (features) of the websigeich aglatabase searchandindexe, login andauthentication grvice, billing or
paymens, and so onFor lackend processing pipelinghere willbe different inteconnected processes likeorkflow
systemslogging and reporting systems aB&For CRM systems.

In most cases, the besaindidates for the cloudarethe service or componensthat haveminimum upward and
downward dependencies. Tegin look for systemghat havefewer deperdencies on other componentSome
examples are backup systemstth processing applicationeg piocessing systemsgevelopment, testing and build
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systemsweb-front (marketing)applications, queuing systems, content managemestesms or training and pre-sales
demo systems

To identify which are good candidates for the cloud, se&clapplicatonswith underutilized assetsapplicatiorsthat
havean immediate business need to scatelare running out of capacitgpplications that have architectural
flexibility; applications that utilize traditionladape drives to backup datapplications thatequire global scale (for
example customerfacing marketing and advertising appsr applicdions that are used by partnerBeprioritize
applications that requirepecialized hardwaréo function (for example,mainframeor specialized encryption hardwgre

Figure3: Identify the right candidate for the cloud

Once you have thist of ideal candidats, prioritize your listof applications so that helps you

|l
1

maximize the exposure in all aspects of the cloud (compute, storage, network, database)

build support and awareness within your organization and creates highest impact and visibility among the key
stakeholders.

Questions to ask at this stage

T

=A =A =/ =/ =

Are you ablgéo map the current architecture of theandidate applicatiomo cloudarchitecture? If not, how
much effort wouldrefactoring requir®

Can your applicationébpackaged into girtual machine YM) instanceand runon cloud infrastructure or does it
need specialized hardware and/or special accesstdwarethat the AWS cloud cannot provi@e

Is your company licenséd move yourthird-party softwareused inthe candidateapplicationinto the cloud?
How much effortip terms of building new or modifying existing tools) is required to move the application?
Which componenmust be localon-premise and which can move to the clo@d

What arethe latency and bandwidth requirements?

Does the cloud support thientity and authenticatioomechanisnyou require?

Page8 of 23 amazon
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Identify the Tools That You CareRse

It is important to research and analyze your existing IT askintify the tools that you can reuse in the cloud without
any modification and estimate how muchf@t (in terms of new development ardkeploymenteffort) will be required

G2 | RR d! 2oftherd. ddulnd@htbesable to reuse most of the system tools and/or add AWS support very
easily AIAWS servicesxposestandardSOAP and RE®Bb ServicPlsandprovidemultiple libraries and SDKs in the
programming language of your choicEherearesomecommerciali 2 2 f & (K G @2dz 62y Qlt 6 S |
this timedue to licensing issuesofor those you will need to findr buildreplacemens:

1. Resource Management Toolk the cloudyou deal withabstractresources (AMIsAmazonEC2 instances,
Amazon S3uckets,Amazon EBS volumes and s9.06u are likely to need tools to manage these resources.
For basic management, sdee AWS management Console.

2. Resource Configuration Tool¥he AWS cloud is conducive to automatiamd as such, we suggest you consider
using tools to help automate the configuration process. Take a look at open source to@#$dk Puppetnd
CFBging etc.

3. System Management Toal#\fter you deploy your services, you niigieed to modify your existingystem
management tools (NOC) so that you can effectively monitor, deploywaatthe the applications in the cloud.
To manag Amazon Virtual Private Cloud resources, you can use the sscnety policies and use the same
system management tools you are using now to manage your own local resources.

4. Integration Tools:You will need to identify the framework/library/SDK that weikest for you to integrate with
AWS services. There are libess andSDKs available in all platforms and programming langu&gesResources
section. Also, take a lookt development prodictivity toolssuch aghe AWS toolkit for Eclipse.

Migrating Licensed @®ducts

It is important to iron out licensing concerns during the assessment piasazon is working with many thigghrty
ISVs to smooth the migration path as much as possible. Amazdadrasdwith avariety of vendors and is currently
offering three different options to choose from:

1. Bring Your Own Liceng8YOL)
Amazon haseamedwith variety of ISVs who have permitted the use of their product on Amazon EC2. This EC2
based license is the most frictidree path to move your software into the cloudou purchase the license the
traditional way or use your existing license and apiply the productwhich is available asge-configured
Amazon Machine Imagé&or exampleOracle SybaseAdobe, MySQL, JBOSS, #BMicrosofthave made their
softwareand supportavailable in the AWS cloud using BYOL optich. & 2 dz R 2 Y Caile thetholBre G K S
looking for in the AWS cloud, talk to your software vendor about making their software available in the cloud.
The AWS Business Developm&aam is available to help you with this discussion.

2. Use a Utility Pricing Model with a Support Pate
Amazon haseamedwith elite ISVs and they are offering their software as a Paid AMI (usirintzon DevPay
service). This is a P&sYouGo license in which you do not incur any upfront licensing castoaty pay for the
resources you consume. ISVs charge a small premium over and above the standard Amazon EC2 cost which ¢
you an opportunity to run any number of instances in the cloud for the duratiorcgotrol. For example
RedHatNovell,IBM,Wowza offer payasyou-go licensesiSVs, typically, also offer a support package that goes
with pay-asyou-go license.

amazon
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3. Use an IS\Ga&basedCloud Service
Some of the ISVs have offered their software as a service and charge a monthly subscription fefeil hey
standard APland webbased interfaces andrefairly quick to implementThis offering is either fully or partially
managed inside the AWS clouithis option is often the easieahd fastestvayto migrate your existing on
premise installation to dosted ordemand offering by the same vendor an equivalent offering by a different
vendor. In most cases, ISVs or independ#nitd-party enterprise cloud services integratoffer migration tools
that can help you move your dat&or examplgMathematica, Quantivo, Pervasive and Cast Iron provide a SaaS
offering based on AWS.

If your enterprise applications are tightly coupled with complex tpiagty enterprise software systems that have not
yet been migrated to the AWS cloud or if you have alreaslgsted in multiyear onpremise licensing contracts with
the vendor, you should consider refactoring your enterprise applicationsfumctional building blocks. Run what you
can in the cloud and connect to the licensed softwarstays that still run ofpremise.AmazonVPCmay be used to
create an IPSec VPN tunnel that will allow resources running on AWS to communicate securely with resdloeces
other end of the tunnein your existing dat@enter. Thewhitepaper discusesseveral ways in which you can extend
your existing IT infrastructure to the cloud.

DefineYourSuccess Criteria
While you are at this stage, it is important to ask this questibluw willl measure succe8s. The following table lists a
few example® 2dzNJ AaLISOAFAO &adz00S&aa ONRGSNAIF gAftt 0SS Odzad2y

5

Success Criteria old New Examples on How to Measure

Cost (CapE x) $1M $300K 60 % savings in CapEx over next 2 years

Cost (OpEXx) $20K/Year $10 K/Year Server -to - Staff ratio improved by 2x
4 maintenance contracts discontinued

Hardware procurement 10 machines in 7 100 machines in 5 3000 % faster to get resources

efficiency months minutes

Timeto market 9 months 1 month 80% faster in launching new products

Reliability Unknown Redundant 40% reduction in hardware  -related
support calls

Availability Unknown At least 99.99% 20% reduction in operational support

uptime calls

Flexibility Fixed Stack Any Stack Not locked in to particular hardware
vendor or platform or technology

New o pportunities 10 projects backlog 0 backlog, 5 new 25 new projects initiated in 3 months

projects identified
Table2: Examples on how to measure s@ss criteria

Create a Roadmapnd aPlan

By documenting the dependencies, creating a dependency amreidentifying the tools that you need to build or
customize you will get an idea of how to prioritize applications for migratiestimate the efforrequired to migrate
them, understand theone-time costs involved andssesshe timeline You can construct a cloud migration roadmap.
Most companies skip this step and quickly move to the next phase of buddiigt projectas it gives clearer
underganding of the technologies and tools.

8 http://media.amazonwebservices.cafixtend_your_IT_infrastructure_with_Amazon_VPC.pdf
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Phase 2Proof of Concept Phase

hyOS &2dz KIS ARSYUGAFASR GKS NAIKG OFYyRARFGS F2N) GKS
the waters with a small proof of concefthe gal of this phase is to learn AWS and ensure that your assumptions
regarding suitability for migration to the cloud are accurate. In this phase, you can deploy gremiafieldapplication

and, in the process, begin to get your feet wet with the AWSdtlou

Get your feet wet with AWS

Get familiar with the AWS ARAWS tools, SDKBirefoxplug-ins and most importantly the AWS Magement Console
and commandihe tools (See th&etting Started Centdor more details)

At a minimum, at the end of this staggou should know how to use th@NSManagement Console (or thiérefoxplug-

ins) and command line tdeto do the following:
Upload an objeC it
Learn L~
Create a

CIoudFront
Launch AMI <

Dlstrlbutlon

. Launch a
Customize AMI Bundle AMI  Eomm customized AMI

Learn about Test different
Security Groups Availability Zone{

Learn
Amazon EC2
Create EBS
Attach Volume
Map DNS to
Create Elastic | ! Elastic IP
Take a backup

Create Snapsho
of a Volume

Restore Snapsh

<
RDS Instance
Scale out Setup
Scale up verticallEeesl  horizontally el :
(more storage) Multi-AZ

Figure4: Minimum items to learnabout servicesn a Proof of Concept

Learn about the AWS security faates

Be aware of the AWS security features available today. Use them at every stage of the migration process as you see fi
During the Proof of Concept Phase, learn about the various security features provided by AWS: AWS critigtitials,
Factor Authentication (MEARxuthentication and authorization. At a minimum, learn about A&W¥Sldentity and Access
Management (IAMjeatures that allow you to create multiple useasd manage the permissions for each of these users
within your AWS AccounkEigure 5 highlights the topics you need to learn regarding IAM:

o s
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Learn about
y Create a policy Resources and
- Conditions
Learn IAM
CIEEIEID 1L Assign users to
\ — access —_— groups
credentials

Figure5: Minimum items to learn about security in a Proof of Concept Phase

At thisstage, you want to start thinking about whether you want to create different IAM groups for different business
functions within your organization or create groups for different IT roles (admins, developers, testers etc.) and whether
you want to create usarto match your organization chart or create users for each application.

Build a ProofOf-Concept

Build a proofof-concept that represents a microcosm of your applicatmmwhichtests critical functionality of your
application in the cloud environmenf. G F NIi A GK + avltft RFGFolF&S 02N I RI
terminating instances, or stredesting the system.

For example fiyou are thinking of migratingweb applicationyou can startby deploying miniature models of all the
pieces of your achitecture (database, web applicationad balancer) with minimal data. In the process, learn how to
build a Web Server AMipw to set the security group so that ontlge web server can talk to thepa serverhow to
store all the static file on Amazon S3 and mount aBFEvolume to the Amazon Ei@&tance how to manage/monitor
your applicatiorusing Amazon CloudWatch ahdw to use IAM to restrict access to only the services and resources
required for your application to function

Most of ourenterprise customers dive into this stage ardptremendous valudérom building pilots. We have noticed
that customers learn a lot about the capabilities and applicability of AWS during the process anduyoadén the set
of applications that couldbe migrated into the AWS cloud.

In this stage, you can build support in your organization, validate the technology, test legacy software in the cloud,
perform necessary benchmarks and set expectations.

At the end of this phase, you should be able to answerfollowing questions:
91 Did I learrthe basicAWS terminology (instances, AMIs, volumespshots, distributions, dmains and so of?

91 Didl learnabout manydifferent aspects of the AWS clocbmpute, storage, network, databassecurity by
building this proof of conceft

Will this proof of concept support and create argnessof the power ofthe AWS cloudithin the organizatiof?

1
1 What is the best way to capture dtle lessonghat | learned? A whipaper or internal presentatich
1 How mucheffort is required to roll this proebf-concept out to production?

1

Which applications canrhmediatelymove after this proof of concept?

After this stage, you will haviar better visibility into what is available with AW&day. You wilget handson experience
with the new environmentvhichwill give you more insight into whéiurdles needo be overcomein order to move
ahead
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Phase 3: Data Migration Phase
In this phase, enterprisarchitectsshould ask following questions:

1 What are the different steage options available in the cloud today?

1 What are the different RDBMBommercial and open sourceptions avdlable in the cloud today?

1 What is my data segmentation strategy? What traafés do | have to make?

1 How much effort(in terms new developmengne-off scripts)is required to migrate all my data to the cloud?

When choosing theppropriatestorage optionpne sizedoes not fitall. There are severalimensions thayou might
have to consideso that your applicatiolan scale to your needgpropriatelywith minimal effort Youhave to make
the right tradeoffs among various dimensionsost, durability, gery-ability, availability, latency, performance
(response time),glational SQLoins), sze of objectstored (large, small)accessibity, read heavy vswrite heavy,
update frequency,cache-ability, consistency (strict, eventual) anhnsience (shortived). Weigh your tradeoffs
carefully, and decide which ones are right for your applicafidre beauty about AWS is that it dge&estrict you to
use one service or anotheYou can use any numbertbe AWSstorageoptionsin any combination

UnderstandVarious Storage Options Available in the AWIBUE

The table will help explain whidtorage optiorto use when:

Amazon S3  + Amazon EC2 Amazon EBS Amazon SimpleDB Amazon RDS
CloudFront Ephemeral
Store
Ideal for Storing | arge write -  Storing non - Off-instance Query -able light - Storing and
once, read -many persistent persistent storage weight attribute querying
types of objects transient for any kind of data , data structured
Static Content updates relational and
Distribution referential d ata
Ideal examples Media files, audio, Config d ata, Clusters, boot data, Querying, Indexing Web apps,
video, images , scratch files, Log or data of Mapping, taggin g, Complex
Backups , archives, TempDB commercial RDBMS click - stream logs, transactional
versioning like Oracle, DB2 metadata, systems,
Configuration, inventory
catalogs management and
order fulfillment
systems
Not recommended Querying, Storing d atabase Static data, Web- Complex joins or Clusters
for Searching logs or backups, facing content, key transactions, BLOBs

Not recommended
examples

Database, File
Systems

customer data

Shared drives,
Sensitive data

value data

Content Distribution

Relational, Typed
data

OLTP, DW cube
rollups

Clustered DB,
Simple lookups

Table3: Data Storage Options in AWS cloud

Migrate your Fileserver systems, Backups and Tape Drives to Amazon S3

If yourexisting infrastructure consists of Fileservers, Log servers, Storage Area Networks (SANs) and systems that are
backing up the data using tape drives on a periodic basis, you should consider storing this data in Amazon S3. Existing
applications can utilz Amazon S®&ithout major change. If your system is generating data every day, the recommended
YAINI GAZ2Y Ft26 Aa (2 LRAYG @2dzNJ aLIALISE (2 !'YFI 2y {o :
have an independent batch process to move data to Amazon S3. Most enterprises take advantage of their existing
encryption tools (25@it AES for data atest, 128bit SSL for data itransit) to encrypt the data before storing it on

Amazon S3.
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Understandvarious RDBMS options in the AWS cloud

For your relational databaseyou have multiple options to choose

Amazon RDS RDBMS AMls 3" Party Database
Service
RDBMS MySQL Oracle 11g, Microsoft Vertica , AsterData

SQL Server, MySQL, IBM
DB2, Sybase, Informix

PostGreSQL
Support  provided by AWS Premium Support AWS and Vendor Vendor
Managed by AWS Yes No No
Pricing Model Pay-as-you-go BYOL, Pay -as-you -go Various
Scalability Scale compute and Manual Vendor
storage with a single API responsibility

call or a click

Table4: Relational Database Options

Migrate your MySQL Databases famazon RDS

If you usea standard deployment of MySQL, moving to Amazon RDS will be a trivial task. Usingtathdaed tools
you will be able to move and restore Hik data into an Amazon RDS DBtance. A&er you move the data to a DB
instance, make sure you anmgonitoringall the metrics you need. It is als@hly recommended that yosetyour
retention periodso AWS can automatically create periodic backups.

Migrate your @mmercialDatabaseso Amazon ECAsingRelationalDBAMIs

If you require transactional semantics (commit, rollback) and are ruramir@L AP system, simply use titiahal
migration tools available with Oracle, MS SQL Seb#?, andnformix. Allof the major databases are available as
Amazon Machine Images and are supported in the cloud by the verdiysating your data from an epremise
installation toan Amazon EG&2oud instancés no different than migratingata from one machine to another.

Move Large Amounts of &ta usingAmazon Import/Export Service

When transferring data across the Internet becomes cost or time prohibitivemay want to considethe AWS
Import/Export serviceVith AWS Import/Export Service, ytmadyour data on USB 2.0 or eSAStAragedevices and
ship themvia a carrieto AWS AWS themuploadsthe datainto your designated buckets in Amazon S3.

For exampleif you havemultiple terabytesof log files that medto be analyzed, you can copy the files to a supported
device and ship the device to AWS. AWS will restore albthélesin your designated bucket in Amazon S3,alkhtan
then be fetched by your cloudosted bugess intelligence application or Amazon Elastic MapReduce services for
analysis.

If you have a 100TB Oracle database with 50GB of changes per day in your data center that you would like to migrate
AWS, you might consider taking a full backup of theblase to disk then copying the backup to USB 2.0 devices and
shippingthem. Until you are ready to switch the production DBMS to AW take differential backupdhe full

backupis restored by the import service angurincremental backuparetransfered over the Internet and applied to

the DB Instance in the clou®rce the last incremental backup is appligdu canbegin using the new database server.
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Phase 4: Application Migration Phase

In this phase, you should ask the followopgestion:

1 How ca | move parbf or anentire systemto the cloud without disrupting or imrrupting my current busine8s

In thisphase you will learn two maimpplication migratiorstrategies: Forklift Migration Strategy and Hybrid Migration
Strategy. We will discuss the pros and cons of each strategy to help you decide the best approsaitsty@uir
application Based on the classification of application types (in Phase 1) ayodexide which strategy to apply for what
type of application.

Forklift Migration Strategy

Statdess applicationgjghtly coupled application®r selfcontained applicationmight bebetter served by using the

forklift approach. Rather than moving mies d the system over time, fotkA ¥4 2 NJ a LA O]l Ad |t € dz
the cloud.Selfcontained Web applicatiorthat can betreated as single components abdckup/archivalsystemsare
examplesof thesetypes of systemghat can be moved intohte cloud using this strategZomponents of a-Ber web
application that require extremelow latency connectivity between them to function and cannot afford internet
latencymight bebest suitedto this approachf the entire appicationincludingthe web, app and database serveis

moved to the cloudall at once.

In thisapproach you might be able to migrate an existing application into the cloud feithcode changes. Most of the
changes will involveopying your application binariesreating am configuring Amazon Machinenbges, sdtng up

security groups andlastic IP addresse®NSswitching toAmazorw5{ RI Gl 6 4Sa® ¢KAA&A A& 6K
infrastructure services (Amazon EC2, Amazon S3, Amazon RDS and Amareally§ide.

In this strategy, the applications might not be able to takenediateadvantage of the elasticitgnd scalabilityf the

cloud because, after all, youeaswapping regbhysicakervers with EC2 instances,replacingdile serverswvith Amazon

S3 bucket®r AmazonEBS volumespgical components matter less than the physical asse®.6 S@SNE A G Qa A
realize that, by using this approach for certain application types aye shrinking your IT infrastructure footprint (one

less thing to worry abogtand offloading the undifferentiated heavy lifting to AWBis enables you tocus your

resources on things thatctually differentiate you from your competitors. You will revisistapplication in the nex

stages and will be able to realizgen morebenefits of the cloud.

Likewith any other migration, having a backup strategy, a rollback strategy and pernigenidto-end testing isa must
when using this strategy.

Hybrid Migration Strategy

A hybrid migration consists of taking some parts of @plecation and moving them to the cloud while leaving other
parts of the applicatioiin place

The hybrid migration strategy can be a lowsk approach to migration of applications to the cloud. Rather than moving

the entire application at once, parts che moved and optimized one at a time. This redutiesrisk of unexpected

behavior after migratiorandis ideal for large systems that involve several applicatibas example, if you have a

website and several batch processing components (such as mgdaxd search) that power the website, you can

consider using this approach. The batch processing system can be migrated to the cloud first while the website
O2ylGAydzSa G2 adlre Ay GKS GNIRAGAZ2YLFE Rdwadé O/ (BMBDI ¢ KK
directly fed to an Amazon EC2 instance of the batch processing system before every job run. After proper testing of the
batch processing system, you can decide to move the website application.

amazon

Pagel5of 23 webservices™



Amazon Web ServiceMigrating YourExistingApplications to theAWSCloud October 2010

Onssite or celo AWS cloud Notes

Service, Business
Component, or a Feature that
consists of app code, business
logic, data access layer and
database

CKAY [F&@8N) 2
g1 NS¢ O2RS (2
uses web services interface of the
component, consists of
stubs/skeletons

«"y
*
2 .

3 Search ®
earc
L U

Keep the DB close to the
component using it: If all the
components use the same
database, it might be advisable to
move all the components and the
database together all at once. If a
the components use different
database instances/schemas and
are mutually exclusive but are
hosted on the same physical box,
might be advisable to separate the
logical databases and move them
along with component during
migration

Proxy may or may not be
used.

Table5: Hybrid Lowrisk Migration Strategy of Components into the cloud
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