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INTRODUCTION

This document provides step-by-step instructions for creating a test lab demonstrating identity
federation between an on-premise Windows Server Active Directory domain and an ASP.NET web
application hosted on Amazon’s Elastic Compute Cloud (EC2) service, using Microsoft’s Active Directory
Federation Services (AD FS) technology. A companion document describing the rationale for using AD FS
and EC2 together is required pre-reading, and is available here.

The document is organized in a series of scenarios, with each building on the ones before it. It is strongly
recommended that the reader follow the document’s instructions in the order they are presented.

The scenarios covered are:

1. Corporate applicationaccessed internallypomain-joined Windows client (i.e. in the corporate
office) accessing an Amazon EC2-hosted application operated by same company, using AD FS
vl.1;

2. Corporate application, accessed from anywhegternal, not-domain-joined client (i.e. at the
coffee shop) accessing the same EC2-hosted application, using AD FS v1.1 with an AD FS proxy.
In addition to external (forms-based) authentication, the proxy also provides added security for
the corporate federation server;

3. Service provider applicadn: Domain-joined and external Windows clients accessing an EC2-
hosted application operated by a service provider, using one AD FS v1.1 federation server for
each organization (with the service provider’s federation server hosted in EC2) and a federated
trust between the parties;

4. Service provider application with added securityame clients accessing same vendor-owned
EC2-hosted application, but with an AD FS proxy deployed by the software vendor for security
purposes.

5. Corporate application, accesseadternally (AD FS 2.0pomain-joined Windows client accessing
EC2-based application owned by same organization (same as Scenario 1), but using the
currently-in-beta AD FS 2.0 as the federation server and the recently-released Windows Identity
Foundation (WIF) .NET libraries on the web server.

Some notes regarding this lab:

9 To reduce the overall computing requirements for this lab, AD FS federation servers are
deployed on the same machines as Active Directory Domain Services (AD DS) domain controllers
and Active Directory Certificate Services (AD CS) certificate authorities. This configuration
presents security risks. In a production environment, it is advisable to deploy federation servers,
domain controllers and certificate authorities on separate machines.
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9 This lab includes a fully-functional Public Key Infrastructure (PKI) deployment, using Active
Directory Certificate Services. PKl is a critical foundational element to a production-ready
federation deployment. Note that:

0 This lab uses a single-tier certificate hierarchy. Note that a two-tier certificate hierarchy with
an offline certificate authority (CA) responsible for the organization root certificate would be
more secure, but is outside the scope of this lab.

0 Also, this lab uses CA-issued certificates (chained to an internal root CA certificate) for SSL
server authentication. This requires distribution of the root CA certificate to all clients that
access those web servers, to avoid SSL-related errors. In a production deployment, it is
preferable to use certificates that chain to a third-party root certificate (from Verisign, RSA,
etc.) that is already present in Windows operating systems, since this alleviates the need to
distribute root CA certificates.

9 This lab also includes a fully-functional Domain Name Services (DNS) deployment, using
Microsoft DNS Server. DNS is also a critical foundational element to a production-ready
federation deployment. Note that:

0 This lab uses fictional DNS domains, which Internet name servers resolve to the
microsoft.com web site, breaking the lab functionality. Thus, the lab simulates resolution of
external DNS names by using DNS forwarding from domain DNS instances to a hypothetical
“Internet DNS” server that you run on one of the EC2-hosted web servers. While useful in
the context of this lab, DNS forwarding is not a requirement of a functional federation
deployment.

9 Tovarying degrees, every scenario covered in this lab requires inbound Internet connectivity to
the corporate federation servers, which will reside inside your organization’s firewall. Before
proceeding, make sure you have access to an external/internet IP address, with open ports 80
and 443 for Scenario 1, and port 443 only for Scenarios 2 through 5.

9 This lab will require a total of three local computers. In this lab, Hyper-V virtualization
technology in Windows Server 2008 was used to keep physical machine requirements down.

9 To simplify the recording of important values you must type during configuration, please use the
Important Values Worksheebn the next page.

ABOUT THE AUTHOR

Dave Martinez (dave@davemartinez.net) is Principal of Martinez & Associates, a technology consultancy

based in Redmond, Washington.
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IMPORTANVALUESWORKSHEET

Machine 0: Amazon EC2 Lab Management PC

Name

Value

1. External IP address

Machine 1: Adatum Internal Server

Name

Value

2. Adatum Administrator password

Internal static IP address

3.
4. Alan Shen’s password
5. External IP address

Machine 2:Domairntjoined Client

Name

Value

6. Internal IP address

7. External IP address

Machine 3: Adatum Web Server

Name

Value

8. Elastic (public) IP address

9. Administrator password

Machine 4: Adatum FS Proxy

Name

Value

10. Elastic (public) IP address

Machine 6: TreyResearch-ederation Server

Name

Value

11. Elastic (public) IP address

12. Administrator password

Machine 7: TreyResearchWeb Server

Name

Value
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SCENARIQ@: CORPORATEPPLICATIONACCESSEINTERNALLY

Alan Shen, an employee for Adatum Corporation, will use the Active Directory domain-joined computer
in his office to access an ASP.NET web application hosted on Windows Server 2008 in Amazon EC2.
Using AD FS provides Adatum users access to the application without any additional login requests, and
without requiring that the web server be domain-joined using Amazon’s Virtual Private Cloud (VPC)
service.

This scenario requires three computers:
1) Adatum Internal Server

This local machine will perform multiple server roles, including that of a domain controller, a
root certificate authority, and an AD FS federation server that creates security tokens with which
users access the federation application. Specifically, this machine will run:

a) Active Directory Domain Services (domain controller)

b) Domain Name Services (Active Directory-integrated DNS server)
c) Active Directory Certificate Services (root CA)

d) Internet Information Services (web server)

e) Microsoft ASP.NET 2.0

f) Microsoft .NET Framework 2.0

g) Active Directory Federation Services (Adatum identity provider)

The AD FS v1 federation server is available in Windows Server 2003 R2, Windows Server 2008,
and Windows Server 2008 R2 (Enterprise Editions or above). This lab used a trial Windows
Server 2008 R2 Enterprise Edition Hyper-V image which is available for download here.

To run HypeW images, you will need to have a base install of Windows Seryver
2008 (64bit edition) or Windows Server 2008 R2, running Hyfd¥or more
information on obtaining and inatling the latest version of Hyp#f, please
visit theHyperV Homepage

2) Domain-joined Client

This local domain-joined Windows client will be the machine Alan Shen uses to access the
federated application. The only client requirement is Internet Explorer (version 5 and above) or
another web browser with Jscript and cookies enabled. This lab used Internet Explorer 8 in a
trial Windows 7 Enterprise 1SO file available here.
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3) Adatum Web Server

This machine, based in Amazon EC2, will host the AD FS web agent and the Adatum sample
federated web application. In addition, it will act as our general-purpose “Internet DNS” server.
Specifically, this machine will run:

a) Internet Information Services (web server)

b) Microsoft ASP.NET 2.0

c) Microsoft .NET Framework 2.0

d) AD FS claims-aware web agent (as opposed to the agent for NT token applications,
which is not used in this guide)

e) Sample application (you will create the application files by copying content from this
guide)

f) Domain Name Services (DNS server serving Internet DNS zones)

The ADFS vl web agent is available in Windows Server 2003 R2, Windows Server 2008 and
Windows Server 2008 R2 (Standard Editions or above). Amazon EC2 currently offers Windows
Server 2003 R2 and Windows Server 2008 (Datacenter Edition) as guest operating systems. This
lab used Windows Server 2008.

CONFIGURATION

MACHINE 1: ADATUM INTERNAL SERVER

The configuration steps listed below are targeted to Windows Server 2008 R2.
If usinga different version o#Vindows Server, use these stegssa guideline
only.

INITIAL INSTALL/CONFIGURATION
Install Windows Server 2008 R2 onto your server computer or virtual machine.

Log into Windows Server with the local machine Administrator account and password. This password
automatically becomes the Adatum domain administrator password, once Active Directory is installed.

Record the Adatum administrator password on Line 2 of the Important Values Worksheet

In the Initial Configuration Tasksindow, click on Provide computer name and domaithen click
Changeln the computer namefield type fsl. Click OKtwice, then click Close then click Restart Now

Log back into the machine with the Adatum administrator account and password.
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CONFIGURE NETWORKING

This computer has the following networking requirements:

9 Inbound Internet connectivity (ports 80 and #4%ough a static, external IP address

9 A static internal IP address, to ensure that clients can properly access the domain DNS s¢

1 A subnet mask that will allow the other local computers in this lab to see the domain
controller

1 A default gateway addresin the IP address range of the subnet mask, to enable DNS
forwarding

Contact your network administrator to request a static IP address, subnet mask, default gatev
and to open ports 80 and 443 on the external IP address of the default gateway.

In the Initial Configuration Task#indow, click on Configurenetworking, then right-click on the Local
Area Connectiorand select Properties Double-click on the Internet Protocol Version 4ist item to open
TCP/IPv4 Properties. On the Generaltab, click the radio button to Use the following IP address the IP
address Subnet maskand Default Gatewayfields, type the static IPv4 address, subnet mask, and
default gateway address provided by your network administrator. In the Preferred DNS servefield,
type 127.0.0.1(which points the local DNS client to the local DNS server). Click OKtwice.

Record your Adatum Internal Server static IP address on Line 3 of the Important Values Worksheet

INSTALL/CONFIGURE ACTIVE DIRECTORY DOMAIN SERVICES (AD DS)
Close the Initial Configuration Tasks/indow; this will automatically open Server Manager

In Server Manager right-click on Rolesand select Add Rolego start the Add Roles Wizard. On the
Select Server Rolgsage, check the box next to Active Directory Domain Service€lick the Add
Required Featuresutton to allow Server Manager to add .NET Framework 3.5.1 to the installation
process. Click Nexttwice, then Install. On the Installation Resultgage, click on the link for the Active
Directory Domain Services Installation Wizard (dcpromo.exe).

On the Choose a Deployment Configuratiqrage, select Create a new domain in a new foresOn the
Name the Forest Root @nain page, type corp.adatum.com On the SetForest Functional Leveind
Set Domain Functional Levphges, leave the default setting of Windows Server 2003 On the
Additional Domain Controller @tions page, leave DNS Servethecked. When prompted about not
finding an authoritative DNS zone, click Yesto continue. Complete the wizard, keeping all other default
values. When prompted, restart computer.

Once logged back into machine, click Start > Administrative Tools Active Directory Users and
Computers Under corp.adatum.com right-click on Usersand select New > Group In the Group Name
field, type Managersand click OK
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Right-click Usersagain and choose New > User. In the First name field type Alan.In the Last namefield
type Shen In the User logon naméield type alansh Click Next. Provide a password and click Nextthen
Finish.

Record Alan Shen’s password on Line 4 of the Important Values Worksheet

Click on Users then right-click on Alan Sherand select Properties On the Generaltab, in the Email
field type alansh@adatum.comOn the Member oftab, click Add. In the Select Group$ox type
Managersthen click Check Name%nce verified, click OKtwice.

IDENTIFY EXTERNAL IP ADDRESS

Identify your external IP address. You can ask your network administrator, or an alternative is to visit
http://www.whatismyip.com.

Record your Adatum Internal Server external IP address on Line 5 of the Important Values Worksheet

INSTALL/CONFIGURE ACTIVE DIRECTORY CERTIFICATE SERVICES (AD CS)

In Server Managerright-click on Rolesand select Add Rolego start the Add Roles Wizard. On the
Sekct Server Rolepage, check the box next to Active Directory Certificate Service®n the Select
Role Servicepage, select Certification Authority and Certification Authority Web EnrollmentClick the
Add Required Featurelsutton to allow Server Manager to add IIS to the installation process. On the
Specify Setup Typpage select Enterpriseand on the Specify CA Typgage select Root CAOn the
Setup Private Kepage, select Oreate a new private keyand accept the default cryptography settings.
On the Configure CA Namgage, in the Comnon Name for this CAield type Adatum Certificate
Server Complete the wizard, keeping all other default values.

Click Start>Run In the Runbox type mmcand click OKto start the Microsoft Management Console. In
the Filemenu select Add/Remove Snafin. Highlight the Certificates snap-in and click the Add button;
choose computer accountand local computerin the following pages. Highlight the Certificate
Templatessnap-in and click Add. Highlight the Certification Authoritysnap-in and click Add; choose
local computerin the following page and click OK Click File > Savgand save the new MMC console
(Console 1) to the machine desktop for future use.

In Console lexpand Certification Authority. Right-click on Adatum Certificate Serveand select
Properties On the Extensiongab for the CRL Distribution Point (CDB)tension, highlight the http://
certificate revocation list location in the list. Below the list, click the Include in CRLand Include in the
CDP extension of issuarkrtificatesoptions and click OK Click Yesto restart AD CS.

In Console lexpand Adatum Certificate ServeRight-click on the Revoked Certificatefolder and
select All Tasks > Publislitlick OKto publish a new CRL with the enhanced CDP extension.
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ENABLE DOUBLE ESCAPING FOR CRL WEB SITE IN 1IS (WINDOWS SERVER 2008 ONLY)

This task pertains only to Windows Server 2008you are using Windows Server 2008 R2, this
issue is automatically addressed by the AD CS install process.

By default, Active Directory Certificate Services in Windows Server 2008 and above generate
delta CRL files, which update on a more frequent schedule (daily) than standard CRL files
(weekly). The default file name used by AD CS for a delta CRL file miclud p | us ( “ +
this lab, this file is accessed over the Internet. By default, IS 7 (Windows Server 2008) and Il
(Windows Server 2008 R2) reject URIs containing the plus character, creating an incompatibi
with AD CS delta CRL files.

To fix this, the default request filter behavior of the web site hosting the delta CRL file must be
modified. AD CS in Windows Server 2008 R2 does this automatically. If using Windows Serve
2008, follow the procedure below.

Click Start > RunIn the Runbox type cmdand click OKto open a command prompt. Change the
directory to c\windows\ system32inetsrv. At the command prompt, type the following and hit Enter:

appcmd set cehaubtfAieb Site/ CertEnroll o
section:system.webServer/security/requestFiltering -
allowDoubleEscaping:true

CONFIGURE AD CS CERTIFICATE TEMPLATES

In Console Iclick on Certificate Templatesn the left navigation area. In the center pane, right-click on
the Web Serverkertificate template and select Duplicate Template In the Duplicate Templatalialog,
leave Windows Server 2003 Enterprisa the minimum CA for the new template and click OK In
Properties of New Templatenake the following changes:

9 Onthe Generaltab, in the Template display naméield type Extranet Web Server
9 Onthe Request Handlingab, check the box next to Allow private key to be exported

Click OKto create the new template.

In the center pane, right-click on the Web Servercertificate template and choose Properties In the
Securitytab, click Add, and in the object names text box type Domain Controllersand click Check
Names Once verified, click OK Back in the Securitytab, highlight the Domain Controllerdist item, then
in the Allow column check the Readand Enroll permissions and click OK Click Start > Administrative
Tools> ServicesRight-click on Active Directory Certificate Servicesid select Restart

In Console lin the left navigation area, right-click on Certificate Authority\ Adatum Certificate
Servelk Certificate Templatesand select New > Certificate Template to Issuélighlight Extranet Web
Serverfrom the list and click OK
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CREATE SERVER AUTHENTICATION CERTIFICATE

In Console lright-click on Certificates (Local Computer)/Personal/Certificatesd select All Tasks >
Request New Certificaten the Certificate Enroliment Wizard, click Next twice, then click the blue link
under Web Serverin Certificate Propertiesmake the following changes:

9 Onthe Subjecttab, in the Subject Nameaarea click on the Typedropdown list and select
Common nameln the Valuefield type fsl.corp.adatum.comand click Add.
9 Onthe Generaltab, in the Friendly nametext box type adatum fsssland click OK

In the Certificate Enrollmentwindow, check the box next to Web Servelnd then click the Enroll
button, then click Finish In Consolel, check for the new certificate with friendly name “adatum fs ss|”
in Certificates (LocaComputer)/Personal/Certificates

CREATE AD FS TOKEN SIGNING CERTIFICATE

While it is possible to use the same certificate for server authentication and token signing,
security best practice suggests using distinct certificates for each function. We will, however,
the same Web Server ciitate template to issue the token signing certificate.

In Console lright-click on Certificates (Local Computer)/Personal/Certificatesd select All Tasks >
Request New Certificaten the Certificate Enrollment Wizard, click Nexttwice, then click the blue link
under Web Serverin Certificate Propertiesmake the following changes:

9 Onthe Subjecttab, in the Subject Namearea click on the Typedropdown list and select
Common nameln the Valuefield type Adatum Token Signing Cettand click Add.
9 Onthe Generaltab, in the Friendly nametext box type adatum tsland click OK

In the Certificate Enrollmentwindow, check the box next to Web Servelnd then click the Enroll
button, then click Finish In Consol€l, check for the new certificate with friendly name “adatum ts1” in
Certificates (Local Computer)/Personal/Certificates

INSTALL ACTIVE DIRECTORY FEDERATION SERVICES (AD FS)

In Server Managerright-click on Rolesand select Add Rolego start the Add Roles Wizard. On the
Select Server Rolgsage, check the box next to Active DirectoryFederationServicesOn the Select
Role Servicepage, check the box next to Federation ServiceClick the Add Required Rol&ervices
button to allow Server Manager to add IIS features to the installation process, and then click Next On
the Choose a Sger Authentication Certificatepage, highlight the existing certificate issued to
fsl.corp.adatum.comwith the intended purpose Server Authenticatiorand click Next. On the Chamse a
Token Signing Certificatgage, highlight the existing certificate issued to Adatum Token Signing-ertl
and click Next. Accept all other defaults and click Install.
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INITIAL AD FS CONFIGURATION

Click Start > Administrative Tools > Active Directorgderation ServicesRight-click on Account Stores
under Federation Service/Trust Policy/My Organizatiand select New > Account Stordn the Add
Account Store Wizard, leave AD DSas the store type and click through to add the local AD domain.

Right-click on My Organizatiot Organization Claimsnd select New > Organization claimmn the Claim
namefield type PriorityUsersand click OK

Right-click on My Organization/Account Storegctive Directoryand select New > Group Claim
Extraction Click Add, then type Managersinto the text box and click Check Name®nce verified, click
OK In the Map to this Organization Claingropdown list select PriorityUsers then click OK

Click on My Organization/Account Stores/Active Directoryn the right-hand pane, right-click on the
Emailorganization claim and select Properties In the Claim Extraction Propertiegialog box, check the
box next to Enabled and in the LDAP attributefield type mail and click OK

ADD ADATUM INTERNAL SERVER URL TO INTRANET ZONE IN DOMAIN GROUP POLICY

This enables domain client browsers to accessdtieration server at
https://fs1.corp.adatum.com using Integrated Windows Authentication.

Click Start >Administrative Tools> Group Policy ManagemenRight-click on
Forest:corp.adatm.com/Domains/corp.adatum.combDefault Domain Policynd select Edit Click on
User Configuration/Policies/Windows Settings/InterndExplorer Maintenance/Securityin the left-
hand pane, right-click on Security Zones and Content Ratingsd select Properties. In the Security
Zones and Privacsection, click the radio button next to Import the current secuity zones and privacy
settings then click Continue and then click Modify Settings In the Internet Propertieswindow, on the
Securitytab, highlight the Local Intranetzone and click the Sitesbutton. Click Advanced then in the
Add this website to the zoneaext box type https://fsl. corp.adatum.comand click Add. Click Close
then OKtwice.

MACHINE 2: DOMAIN-JOINED CLIENT

The configuration steps listed below are targeted to Windéwsusing a
different version of Windows, use these steps as a guidetfilye

INITIAL INSTALL/CONFIGURATION

Install Windows 7 onto your client computer or virtual machine.
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Click Start > Cotrol Panel > Network and Internet > Network and Sharing Centa the left side of
the window, click Change Adapter Setting8ight-click on Local Area Connectigrelect Status and
then click the Detailsbutton. Note the IPv4 address.

Record your Domain-joined Client internal IP address on Line 6 of the Important Values Worksheet

Click Close then click Properties Double-click on the Internet Protocol Version 4ist item to open
TCP/IPv4 Properties. On the Generaltab, click the radio button to Use the following DNS server
address In the Preferred DNS servdteld, enter the value from Line 3 of the Important Values
Worksheetand click OKtwice.

Click Start Right-click on Computerand select Properties In the Computer name, domain and
workgroup settingsarea click the link to Change Settingsn the System Propertiesvindow, on the
Computer Nameab click the Changebutton. In the Computer Namefield type client. In the Member of
area, click the radio button for Member of Domainand in the Domaintext box type CORRd click OK
Type the Adatum domain administrator username and password from Line 2 of the Important Values
Worksheetand click OK Follow the prompts to restart the computer.

Log onto the computer as CORFPAdministrator, using the password from Line 2 of the Important Values
Worksheet

IDENTIFY EXTERNAL IP ADDRESS

Now identify the client’s external IP address. One way is to visit http://www.whatismyip.com.

Record your Domain-joined Client external IP address on Line 7 of the Important Values Worksheet

CHECK CERTIFICATE/GROUP POLICY SETTINGS

Click Start In the Searchprograms and filedox type mmcand hit Enterto start the Microsoft
Management Console. In the Filemenu select Add/Remove Snagin. Highlight the Certificatessnap-in
and click the Add button; choose computer accountnd local computerin the following pages and click
OK Click File > Savgand save the new MMC console (Console 1) to the machine desktop for future use.

In Console 1check in Certificates (Local ComputefJfusted Root Certificate Authoritid€ertificates
for the presence of the Adatum Certificate Serveroot certificate. It should have been placed here
automatically by the domain controller.

Open Internet Explorer On the Toolsmenu, select Internet Options On the Securitytab, click on the
Local Intrané zone icon and then click the Sitesbutton. Click the Advancedbutton, and ensure that
https://fs1. corp.adatum.comis listed as a website in this zone.

Click Start Next to the Shutdown button, click the arrow and select Switch UserLogin as CORFalansh
using the password from Line 4 of the Important Values Worksheet
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MACHINE 3: ADATUM WEB SERVER

CREATE/CONFIGURE AMAZON EC2 ACCOUNT

You can access EC2 virtual machines and the EC2 Console management application on any
computer with Internet access. In this lab, the external IP address of the computer used to ac
EC2 is used in firewall settings on EC2, to limit inbound RDP acpestsiie lab administrator.
You can determine this machine’s external
http://www.whatismyip.com

Record your EC2 management external IP address®i of thelmportant Values Worksheet

Create an Amazon Web Services (AWS) account by visiting http://aws.amazon.com and clicking the Sign
Up Nowbutton.

Once complete, on the Success/Thank Yoaage, click on hyperlink for Amazon Elastic Compute Cloud
(EC2)then click the Sign Up for Amazon E®2tton. Enter credit card information, address, and
complete phone-based verification process. Click the Complete Sign Uputton. When you see Thank
you for signing up for Amazon Elastic Compute Clatidk the link for the AWS Management Consale
Click the button to Sign in to the AWS Consobéth EC2 as the default service.

In the EC2 Consajén the left navigation bar select your Region as the location for your hosted images.

CREATE WINDOWS SERVER INSTANCE IN EC2

In the EC2 Conso)elick on the Launch Instancéutton to launch the Request Instances Wizard. Click on
the Community AMIgtab, and in the adjacent text box type amazon/WindowsServer2008 Find the
entry for amazon/Windows-Sever2008i386-Base<version#>and click the Selectbutton to its right.
On the Instance Detailpage, leave the defaults selected. On the Advanced Instance Detailsage,
accept the default settings. On the Create Key Paisage, select Create a new Key PaiEnter ADFSkey
as your key pair name, then click the yellow Create and download your key patsutton. Save the
resulting ADFSkey.pem file to your desktop. On the Configure Firewalpage, select Create a New
Security GroupName the new group Adatum Web Server then click on the Selectdropdown box and
Addthe following allowed connections:

Application Transport Port Source Ntwork/CIDR

RDP TCP 3389 Lab management external IP/32°
HTTPS TCP 443 Domain client external I1P/32°
DNS uDP 53 All Internet”

IClassless Inter-Domain Routing (CIDR) addresses allow you to scope inbound access to an EC2 instance to a
specific IP address or subnet range. In this scenario, we can limit inbound access to only the Adatum domain

network, or just the client computer. The CIDR portion of the IP address scopes the allowed incoming

connections to your liking; for example, 1.2.3.4/32 allows only the specific IP address 1.2.3.4, while 1.2.3.4/24

allows access to any computer in the 1.2.3 subnet. To learn more about CIDR visit here.
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*This is the external IP address of the machine being used to access the Amazon EC2 images via Remote
Desktop, recorded on Line 1 of the Important Values Worksheet

*This is the external IP address of the domain-joined client, recorded on Line 7 of the Important Values
Worksheet

“This setting is the equivalent of the address 0.0.0.0/0, and allows access from any Internet IP address. Since
we’re mimicking Internet DNS, we’ve used this setting.

Click Continue then in the Reviewpage click Launchto start the instance. Click Close Click on Instances
in the left navigation bar to see the status of your instance.

ASSOCIATE AN ELASTIC IP ADDRESS

In the EC2 Conso)elick on the Elastic IP$ink in the left navigation area. Click the Allocate New
Addressbutton, then click on the Yes, Abcate button. Once allocated, right-click on the address and
select Associate Address Select the Adatum Web Serverinstance ID from the dropdown list and click
Associate

Record the Adatum Web Server elastic IP address on Line 8 of the Important Values Worksheet

GET WINDOWS ADMINISTRATOR PASSWORD

In the EC2 Conso)elick on Instancesin the left navigation area. Once the Status shows as “running”
and your Elastic IP address is listed in the Public DNS column, right-click on the AdatumWeb Server
instance and select Get WindowsPasswordOn your desktop, openthe ADFDSkey.PEKle with
Notepad and copythe entire contents of the file (including the Begin and End lines, Eg: "-----BEGIN RSA
PRIVATE KEY-----"). In the E@ Consolepastethe text into the Retrieve Default Windowe Administrator
Passwordwindow. Click inside the text box onceo enable the Decrypt Passwordbutton, then click
Decrypt PasswordCopy the Compuer, User and Bcrypted Passwordinformation into a text file, and
save to your desktop. Click Closein the Retrieve Passworavindow.

ACCESS INSTANCE USING REMOTE DESKTOP CONNECTION

The default RDP client in Windows XP does not support server authentication,
which is required for access. To download a newer clienteist

Click Sart > All Programs > Accessories > Communicati&kemote Desktop Connectioim the
Computertext box copy/paste or type the Computer Namefrom your text file (for example, ec2-123-
456-78-910.compute-1.amazonaws.com), then click Connect

In the login dialog box that appears, type Administrator for user name and the Decrypted Password
from your text file into the Password field, taking care to get capitalization correct, and click OK
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In the Set Network Locatiorwindow, click on Public Locatiopthen Close

Optional

Once inside the instance, change the Administrator password by clicking CTRIALTENDand clicking the
Change a passworlihk.

Record the Adatum Web Server Administrator password on Line 9 of the Important Values Worksheet

Optional

Turn off the Internet Explorer Enhanced Security Configuration for administrators. In Server Manager
on the Server Summaryage under Security Information click on Configure IE ESTnder
Administrators click the Off radio button and click OK

ADJUST CLOCK SETTINGS

Federation depends on the accurafytime stamps used in signed security tokens

Right-click on the Windows Taskbaand select Properties On the Notification Areatab, check the box
to show the Clockand click OK Right-click over the clock in the taskbar and select Adjust Date/Time On
the Date and Timeab, click the Change time zonéutton and adjust to your time zone. Click OKtwice.

INSTALL WEB SERVER ROLE

In Server Managerright-click on Rolein the left navigation area and select Add Rolego start the Add
Roles Wizard. On the Select Server Rolgsage, check the box next to Web Server (IISXlick on the Add
Required Featuresutton to allow Server Manager to add the Windows Process Activation service to
the install, then click Next twice. On the Select Role Sgicespage, check the box next to ASP.NETthen
click the Add Required Role Servicestton. Click Nextthen Install. Click Closeto complete the install.

ADD RECORD FOR ADATUM INTERNAL SERVER TO HOSTS FILE

The web server needs to periodically access the federation server in order to download trust
policy information. Therefore, the web server needs to resolve the federation server DNS nan
Since the ECRRased web server is not a member of the Adatum corporate subnet, it needs to
resolve the external IP address of the federation server. Here wéehthirslby using a host file
entry. A second perimeter DNS server, or a split DNS configuration for the corp.adatum.com :
could also be used here

Open the cAWindows\ system32drivers\ etc directory folder. Right-click on the hostsfile and select
Open select Notepadas the program and click OK
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Add the name and external IP address of the Adatum Internal Server from Line 5 of the Important
Values Worksheeto the hosts file, as shown in the following example:

123.456.78.910 fsl.corp.adatum.com

Saveand closethe file. Create a shortcut to the hosts file on the desktop for future use.

INSTALL ADATUM ROOT CA CERTIFICATE

To successfully canunicate with the federation server, the web server has to trust the SSL sel
authentication certificate at fs1.corp.adatum.com issued by the Adatum CA

Open Internet Explorerand go to https://fsl.corp.adatum.com/certsrv/. In the Certificate Errompage,
click the link to Continue to this websiteAt the login prompt, log in as administrator with the password
from Line 2 of the Important Values Worksheeto reach the Active Directory Certificate Services home
page. At the bottom of the page, click the link to Download a CA certificatecertificate chain, or CRL
On the next page, click the link to Download CA certificateSavethe resulting certnew.cerfile to the
desktop.

Leave theAD CS web applicatiapen for use impcomingsteps.

Click Start > Runin the Runbox type mmcand click OKto start the Microsoft Management Console. In
the Filemenu select Add/Remove Snafin. Highlight the Certificatessnap-in and click the Add button;

choose computer accountand local computerin the following pages. Highlight the Certificatessnap-in
again and click the Add button; choose My user accountn the following page and click OK Click File >
Save and save the new MMC console (Console 1) to the machine desktop for future use.

In Console lright-click on Certificates (Local Computer)/Trusted Root Certification
Authorities/Certificatesand select All Tasks > Impotto launch the Certificate Import Wizard. On the
File tolmport page, click Browseg find the certnew.cerfile on the desktop, and click Open Click Next
twice, then Finish then OKto complete the import process.

SAVE IMAGE
To save some time | ater, we ' | | use anai ma

future server instance

In the EC2 ConsoJelick on Instancesin the left navigation area, Right-click on the instance for the
Adatum Web Serveand select Create Image (EBS AMI) the Image Namefield type webserverand
click Create Thismage Click on the View Pending Imagénk to see the status of your saved image.
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ADD AD FS CLAIMS-AWARE APPLICATION AGENT

In Server Managerright-click on Rolein the left navigation area and select Add Rolego start the Add
Roles Wizard. On the Sekct Server Rolepage, check the box next to Active Directory Federation
ServicesOn the Select Role Servicgmge, check the box next to Claimsaware Agent Click Nextthen
Install. Click Closeto complete the install.

CREATE SAMPLE APPLICATION

You can use the sample claims-aware application provided in this document to test your federation
scenarios. The claims-aware application is made up of three files:

default.aspx

web.config
default.aspx.cs

Click Start > My ComputerCreate a new folder in c\inetpub called adfsvlapp You will save the
following files to the c\inetpub\ adfsvlappdirectory.

The sample application code and assembly steps can be found in Appendix A.

CREATE SERVER AUTHENTICATION CERTIFICATE

Back in Internet Explorer click on Homein the upper right corner of the Certificate Services web
application. Click the link to Request a certificatethen the link for advanced certificate requesind
finally the link to Create and submit a request to this ClAprompted about the page requiring HTTPS
click OK If prompted to run the Certificate Enrollment Controddd-on click Run

On the AdvancedCertificate Requespage, in the Certificate Templatedropdown select ExtranetWeb
Server In the Identifying Information section, in the Namefield type adfsvlapp.adatum.com and
leave the other fields blank. In the Additional Qptions section, in the Friendly Namefield type adatum
web ssland click Submit Click Yesto complete the request process; the certificate will be issued
automatically.

Click the link to Install this certificateand click Yeson the warning dialog. In Console 1click on
Certificates (Current User)/Personal/Certificates the right-hand pane should be the certificate for
adfsvlapp.adatum.com.
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MOVE SERVER AUTHENTICATION CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Windows Server 2008, the option in the AD CS Web Enrollment pages to automatically sa\
certificates to the Local Computer certificate store was removed. AD FS requires that certifica
be stored in the Local Computer certificateretd his process moves the certificate to the proper
location

In Console lright-click on the adfsvlapp.adatum.coneertificate and choose All Tasks > Expotb
launch the Certificate Export Wizard. On the Export Private Keypage, select Yes, export the private key
On the Export File Formapage, leave the default setting. After providing a password, On the File to
Exportpage click Browseg click on Desktopand in the File namefield type adatum web sslClick Save>
Next > Finish> OKto complete the export process.

In Console lright-click on Certificates (Local Computer)/Personatd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Importpage, click Browseand find adatum web
ssl.pfxon the desktop. Click Oper) then click Next. After typing the password, click Next>Next > Finish
> OKto complete the import process.

ADD SAMPLE APPLICATION TO IIS

Click Start > Administrative Tools > Internetformation Services (IIS) ManageRight-click on the Sites
folder in the left navigation area and select Add Web Siteln the Site namefield type ADFSvApp. In

the Application Pooffield click Select In the Application pooldropdown list select ClassicNET AppPool
and click OK In the Content Directorysection, click on the button to the right of the Physical pattfield,
browse to c\inetpub\adfsvlappand click OK In the Bindingsection, in the Typedropdown box select
https. In the SSL certificatéropdown box, select adatum web sshnd click OK

SAVE IMAGE

In the EC2 ConsoJelick on Instancesin the left navigation area, Right-click on the instance for the
Adatum Web Servesnd select Create Image (EBS AMIi the Image Namefield type webserve® and
click Create This Imagelick on the View Pending Imagénk to see the status of your saved image.

ADD DNS SERVER ROLE

This web server will run a DNS Server that will serve the Internet DNS zones

In Server Managerright-click on Rolein the left navigation area and select Add Rolego start the Add

Roles Wizard. On the Select Server Rolgsge, check the box next to DNS ServeiOn the warning about
static IP addresses, click Install DNS Server anywdwe have an EC2 elastic IP address, only Windows
doesn’t know this). Click Next> Next >Install. Click Closeto complete the install.
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Click Start > Administrative Tools > DNIS the left navigation area, right-click on the Forward Lookup
Zonesfolder and select New Zoneto start the New Zone Wizard. On the Zone Typepage, leave the
default setting of Primary zoneOn the Zone Namepage, type adatum.comin the text box and click
Next Accept the defaults on the Zone Fileand Dynamic Updategages. Click Finish

ADD RECORD FOR SAMPLE APPLICATION IN INTERNET DNS

In DNS Managetright-click on <Machine name>/Forward Lookup Zones/adatum.camd select New
Host (Aor AAAA. In the New HostNamefield type adfsvlapp and in the IP addressield type the
elastic IP address for the Adatum Web Server from Line 8 of the Important Values WorksheetClick Add
Host> OK >Done.

MACHINE 1: ADATUM INTERNAL SERVER

ADD SAMPLE APPLICATION TO AD FS

Right-click on My Organization/Applicationsand select New > ApplicationEnter the following in the
Add Application Wizard:

9 Onthe Application Typepage, leave Claimsaware applicationas the application type.

1 On the Application Detailgpage, in the Application display naméield type ADFSv1 appnd in
the Application URIfield type https://adfsvlapp.adatum.com/

1 Onthe Accepted Identity Claimgpage, check the box next to User principal name (UPN)

9 Click Nexttwice and then Finish

Click on ADFSv1 pp under Applications In the right-hand window, right-click on the PriorityUsersand
Emailclaims and select Enable

ADD DNS FORWARDER FROM ADATUM DOMAIN DNS TO INTERNET DNS

Click Start > Administrative Tools > DNSick on FS1in the left navigation area, then right-click on
Forwardersin the right-hand pane and select Properties On the Forwarderstab, click Edit, then type
the Adatum Web Server elastic IP address from Line 8 of the Important Values Worksheeand hit Enter.
Watch for the word “validating” to change to “OK” in the Edit Forwarders window. Click OKtwice to
complete the forwarder setup.
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CONFIGURE FIREWALL SETTINGS

The federation server must have inbound cotimig from the internet (poréd43) in order to
communicate with the EG2asedweb server. However, the private keys a federation server use
to sign security tokenare sensitive items that should be protected as much as possible. To
reduce the security threat the open ports represent, we use firewall rules to scope down the
allowable inbound communications. Here, we do this with the Windows Server 2008 integrate
firewall.

Click Start > Administrative Tools > Windows Firewall with Advanced Secugiigk on Inbound Rules
in the left navigation area. In the right-hand pan under Actions click on Filter byGroup and select Filter
by Secureworld Wide Web Services (HT3PIn the center pane, right-click on the World Wide Web
Services (HTTFraffic-ln) rule and select Properties In the Propertiesdialog box, click on the Scope
tab. In the Remote IP addressection, click the radio button next to These IP addresseshen click Add.
In the IP Addressvindow, in the This IP address or subnétld, type the elastic IP address of the
Adatum Web Server from Line 8 of the Important Values Worksheeand click OK

Click Add again, and in the same field type the internal IP address of the domain-joined client from Line
6 of the Important Values WorksheetClick OKtwice.

In the right-hand pane under Actions click on Filter by Groupand select Filter byWorld Wide Web
Services (HTTRn the center pane, right click on the World Wide Web Services (HTTP Traffig rule
and select Properties In the Propertiesdialog box, click on the Scopetab. In the Remote IP address
section, click the radio button next to These IP addresseshen click Add. In the IP Addresswindow, in
the This IP address or subnétld, type the elastic IP address of the Adatum Web Server from Line 8 of
the Important Values Workshee#nd click OK

Port80 is required for web server access to the Ada@lAettificate
revocation list (CRL); CRLs cannot be served over HTTPS.

TEST

To test the scenario, log into the domain-joined client as Alan Shen (alansh) using the password from
Line 4 of the Important Values Worksheetin Internet Explorer type https://adfsvlapp.adatum.com
into the address bar and hit Enter. You should be presented with access to the Adatum claims-aware
application hosted on EC2, without being asked for a password. Scroll down to note the claims that were
passed to the application, including the PriorityUsers and Email claims based on Active Directory group
membership and attributes.

If you are running into errors, it’s possible that you are having certificate verification issues. Please see
Appendix B for more information.
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SCENARIO:ZORPORATE APPLICN, ACCESSED FRONYAVHERE

This case is similar to Scenario 1, in that the scenario involves a corporate user needing federated access
to an ASP.NET application hosted by their employer on Amazon EC2. However, in Scenario 2 Alan Shen
needs access from a computer that is not joined to the Adatum domain — maybe the user’s personal
computer at home, or laptop in a coffee shop. The use of an AD FS federation server proxy (or FS proxy),
which sits in a perimeter network outside the domain, enables Adatum to handle federation functions
for users regardless of their physical location by proxying communication with the internal federation
server.

Using an FS proxy also improves security by keeping the number of computers with inbound access to
the federation server to just the web server(s) and the proxy. Without the FS proxy, all external clients
would need inbound port 443 access to the federation server.

This scenario adds two additional computers to the lab.
4) Adatum FS Proxy

This machine runs in a perimeter network and is accessible from any device with Internet
connectivity. It will route user requests from the Internet to the corporate federation server. In
our case, we will host this machine on Amazon EC2. Specifically, this machine will run:

a) Internet Information Services (web server)

b) Microsoft ASP.NET 2.0

c) Microsoft .NET Framework 2.0

d) Active Directory Federation Services (Adatum federation server proxy)

The ADFS v1 FS proxy is available in Windows Server 2003 R2, Windows Server 2008 and
Windows Server 2008 R2 (Enterprise Edition or above). Amazon EC2 currently offers Windows
Server 2003 R2 and Windows Server 2008 (Datacenter Edition) as guest operating systems. This
lab used Windows Server 2008.

Also, in an additional effort to reduce external access to internal servers, we will host the
Adatum certificate revocation list (CRL) files here on the Adatum FS Proxy. This will allow us to
close port 80 inbound on the internal server.

5) External Client

This client computer is used to access the federated application from outside the Adatum
domain, to simulate the user experience from a coffee shop, internet kiosk or home-based
computer. The only requirement is Internet Explorer (version 5 and above) or another web
browser with Jscript and cookies enabled. In this lab, we used the computer hosting the Adatum
domain Hyper-V images, which was running Windows Server 2008.
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CONFIGURATION

MACHINE 1: ADATUM INTERNAL SERVER

CREATE FS PROXY CLIENT AUTH CERTIFICATE TEMPLATE

An FS proxy usesclient authentication certificate to securely communicate with federation
servers

In Console ]click on Certificate Templatesin the center pane, right-click on the Computercertificate
template and choose Duplicate Templateln the Duplicate Templatedialog, leave Windows Server
2003 Enterprises the minimum CA for the new template and click OK

In Properties of New Templatenake the following changes:

1 Onthe Generaltab, in the Template display haméield type Adatum Proxy Client Auth

9 Onthe Request Handlingab, check the box next to Allow private key to be exported

I Onthe Subject Nametab, click the radio button next to Supply in the requestClick OKin the
warning about allowing user-defined subject names with automatic issuance.

Click OKto create the new template.

In Console lright-click on the Certificate Authority\ Adatum Certificate ServécCertificate Templates
folder, and select New > Certificate Template téssue Highlight Adatum Proxy Client Autfirom the
list and click OK

ADD NEW LOCATION TO CDP EXTENSION IN ADATUM CA

Later we will create a new web site for A
referenced in all certificates i s E€DPextendion
ontheCA For perfor mance reasons, we ' | | al so

In Console lright-click on Certification Authority/Adatum Certificate Servesind select Properties On
the Extensionstab, in the Select extensioniropdown box make sure the CRL Distribution Pat (CDP)
extension is selected. Click the Add button. In the Add Locationwindow, in the Locationfield type
http://crl.adatum.com/ , making sure to include the forward-slash at the end. Click the Insert button,
which adds the <CaNameariable (shown in the Variable dropdown list) as the next element of the
address. Click on the Variabledropdown list and select <CRLNameSuffixand click Insert Click on the
Variabledropdown list and select <DeltaCRLAllowedand click Insert Back up in the Location field,
place the cursor at the end of the address and complete the URL by typing .crl and click OK

The final address you added should be:

http://crl.adatum.com/<CaName>€RLNameSuffix><DeltaCRLAllowed>.crl
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Back on the Extensiongab, highlight the new location. Check the boxes next to Include in CRLand
Include in the CDPx¢ension of issued certificateHighlight the existing http://<ServerDNSName
location, and then uncheck the boxes next to Include in CRLand Include in the CDP extension of issued
certificates Highlight the existing I[dap:// location, and then uncheck the boxes next to Include in CRLs
and Include in the CDP extension of issued certificates! click OK Click Yesto restart AD CS.

REISSUE ADATUM CRL FILE

In Console 1right-click on Certification Authority/Adatum Certificate Server/Revoked Certificatead
select All Tasks > Publisktlick OKto publish a new CRL with the enhanced CDP extension.

CREATE NEW AD FS TOKEN SIGNING CERTIFICATE

In Console lright-click on Certificates (Local Computer)/Personal/Certificatesd select All Tasks >
Request New Certificatén the Certificate Enroliment Wizard, click Next twice, then click the blue link
under Web Serverin Certificate Propertiesnake the following changes:

9 Onthe Subjecttab, in the Subject Namearea click on the Typedropdown list and select
Common nameln the Valuefield type Adatum Token Signing Certixd click Add.
9 Onthe Generaltab, in the Friendly nametext box type adatum ts2and click OK

In the Certificate Enrollmentwindow, check the box next to Web Servernd then click the Enroll
button, then click Finish In Console 1check for the new certificate with friendly name “adatum ts2” in
Certificates (Local Computer)/Personal/Certificates

REPLACE TOKEN-SIGNING CERTIFICATE IN AD FS

Click Start > Administrative Tools > Active Directory Federation Servigéht-click on Federation
Serviceand select Properties On the Generaltab in the Tokensigning certificatesection, click Select
Select the certificate listed as adatum ts2and click OK Click Yesto complete the process.

Right-click on Federation Servicdrust Policyand select Properties On the Verification Certificates
tab, select the old Adatum Token Signing Cdraind click Remove then OK

MACHINE 4: ADATUM FS PROXY

CREATE NEW INSTANCE FROM WEBSERVE®MI

In the EC2 Conso)elick on the AMIslink in the left navigation area. Right-click on the webserverAMI
shown and select Launch Instanceo start the Request Instances Wizard. On the Instance Detailpage,
leave the defaults selected. On the Advanced Instance Detailsage, accept the default settings. On the
Create Key Paisage, leave the default to use your existing key pairOn the Configure Firewalpage,
select Create a New Security Group
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Name the new group Adatum FS Proxythen click on the Selectdropdown box and Add the following
allowed connections:

Application Transport Port Source Network/CIDR

RDP TCP 3389 Lab management external IP/32!
HTTP TCP 80 All Internet

HTTPS TCP 443 All Internet

'This is the external IP address of the machine being used to access the Amazon EC2 images via Remote
Desktop, recorded on Line 1 of the Important Values Worksheet

Click Continue then in the Reviewpage click Launchto start the instance. Click Close Click on Instances
in the left navigation bar to see the status of your instance.

ASSOCIATE AN ELASTIC IP ADDRESS

In the EC2 Conso)elick on the Elastic IP$ink in the left navigation area. Click the Allocate New
Addressbutton, then click on the Yes, Allocatéutton. Once allocated, right-click on the address and
select Associate Address Select the Adatum FS Proxynstance ID from the dropdown list and click

Associate

Record the Adatum FS Proxy elastic IP address on Line 10 of the Important Values Worksheet

ADD CUSTOM FIREWALL PERMISSION

In the EC2 Consojelick on Security Groupsn the left navigation bar. Click on the Adatum FS Proxy
security group to display its current settings. In the lower pane, add the following permission:

Method

Protocol

From Port

To Port Source (IP or Group)

Custom

TCP

445

445 Internal Server external IP/32"

This connection enables SMB over TCP, used to copy CRL files from Adatum Internal Server using the
Administrator account. Use the Adatum Internal Server external IP address on Line 5 of the Important Values

Worksheet
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MACHINE 1: ADATUM INTERNAL SERVER

MODIFY FIREWALL SETTINGS

We must allonthe FS proxy to communicate with the federation server, and we can now close
port 80.

Click Start > Administrative Tools > Windows Firewall with Advanced Secugiigk on Inbound Rules
in the left navigation area. In the right-hand pan under Actions click on Filter by Groupand select Filter
by Secure World Wide Web Services (HTTRS)e center pane, right-click on the World Wide Web
Services (HTTPS Traffig) rule and select Properties In the Propertiesdialog box, click on the Scope
tab. In the Remote IP addressection, click the radio button next to These IP addresseshen click Add.
In the IP Addressvindow, in the This IP address or subnétld, type the elastic IP address of the
Adatum FS Proxy from Line 10 of the Important Values Worksheeand click OK

In the right-hand pane under Actions click on Filter by Groupand select Filter by World Wide Web
Services (HTTR) the center pane, right click on the World Wide Web Services (HTTaffic-In) rule
and select Disable RuleThis blocks all HTTP traffic into this machine.

MACHINE 4: ADATUM FS PROXY

ACCESS INSTANCE USING REMOTE DESKTOP CONNECTION

The EC2 Request Instances Wizard allows the creation of security groups with the most popt
allowed connections. For custom permiasiove can use the Security Groups facility in the EC2
Console

Click Start > All Programs > Accessories > Communication > Remote Desktop Connéctlan
Computertext box type the Public DNS name for the machine shown in the EC2 Console (for example,
ec2-123-456-78-910.compute-1.amazonaws.com), then click Connect In the login dialog box that
appears, type Administrator for user name and the password you set for the Adatum Web Server
(recorded on Line 9 of the Important Values Waorkshegtand click OK

CREATE CLIENT AUTHENTICATION CERTIFICATE

Open Internet Explorerand go to https://fsl.corp.adatum.com/certsrv/. At the login prompt, log in as
administrator with the password from Line 2 of the Important Values Worksheeto reach the Active
Directory Certificate Services home page.

Click the link to Request a certificatgthen the link for advanced certificate requesind finally the link
to Create and submia request to this CAOn the Advanced Certificate Requegtge, in the Certificate
Templatedropdown select Adatum Proxy Client Authin the Identifying Informationsection, in the
Namefield type Adatum Proxy Client Authend leave the other fields blank. In the Additional Options
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section, in the Friendly Namefield type proxy client authand click Submit Click Yesto complete the
request process; the certificate will be issued automatically.

Click the link to Install this certificateand click Yeson the warning dialog.

Leave the AD CS web application open for upcoming steps.

In Console Jclick on Certificates (Current User)/Personal/Certificatels the right-hand pane should
be the certificate for Adatum Proxy Client Auth.

MOVE CLIENT AUTHENTICATION CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Console lright-click on the Adatum Proxy Client Authertificate and choose All Tasks > Expotb
launch the Certificate Export Wizard. On the Export Private Kepage, select Yes, export the privee key.
On the Export File Formapage, leave the default setting. After providing a password, On the File to
Exportpage click Browseg click on Desktopand in the File namefield type adatum proxy client auth
Click Save> Next > Finish > Ot complete the export process.

In Console lright-click on Certificates (Local Computer)/Personaitd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Importpage, click Browseand find adatum proxy
client auth.pfx on the desktop. Click Open then click Next. After typing the password, click Next > Next
> Finish > Oko complete the import process.

CREATE SERVER AUTHENTICATION CERTIFICATE

Here you will requestn SSL certificate with a name that exactly matches the internal corporate
federation server. This is by designd allows the proxy server to receive requests on behalf of
the federation server

Back in Internet Explorey click on Homein the upper right corner of the Certificate Services web
application. Click the link to Request a certificatgethen the link for advanced certificate requesind
finally the link to Create and submit a request to this C@n the Advanced Certificate Requeghge, in
the Certificate Templatedropdown select Extranet Web Serveln the Identifying Informationsection,
in the Namefield type fsl.corpadatum.com and leave the other fields blank. In the Additional Options
section, in the Friendly Namefield type adatum proxy web ssland click Submit Click Yesto complete
the request process; the certificate will be issued automatically.

Click the link to Install this certificateand click Yeson the warning dialog. In Console 1click on
Certificates (Current User)/Personal/Certificates the right-hand pane should be the certificate for
fs1.corp.adatum.com; right-click and select Refreshif necessary.
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MOVE SERVER AUTHENTICATION CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Console lright-click on the fsl.corpadatum.comcertificate and choose All Tasks > Expotb launch
the Certificate Export Wizard. On the Export Private Kepage, select Yes, export the private keyOn the
Export File Formapage, leave the default setting. After providing a password, On the File to Export
page click Browse click on Desktopand in the File namefield type adatum proxy web ssl Click Save>
Next > Finish > Ot complete the export process.

In Console lright-click on Certificates (Local Computer)/Personatd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Imprt page, click Browseand find adatum proxy
web ssl.pfxon the desktop. Click Open then click Next After typing the password, click Next > Next >
Finish > OKo complete the import process.

INSTALL AD FS FEDERATION SERVER PROXY

In Server Managerright-click on Rolesand select Add Rolego start the Add Roles Wizard. On the
Select Server Rolgsage, check the box next to Active DirectoryFederationServicesOn the Select
Role Servicepage, check the box next to Federation Servic®roxy. On the Choose a Server
Authentication Certificatepage, highlight the existing certificate issued to fsl.corp.adatum.conmand
click Next On the Specify Federation Serveiage, type fsl.corp.adatum.comand click Validateto
check accessibility, then click Next. On the Choose &ClientAuthentication Certificatepage, highlight
the existing certificate issued to Adatum Proxy Client Autland click Next Click Install. Click Closeto
complete the install.

CREATE ADATUM CRL WEB SITE

Click Start > Administrative Tools tternet Information Services (11S) Manageight-click on the Sites
folder in the left navigation area and select Add Web Siteln the Site namefield type CRLIn the
Content Directorysection, click on the button to the right of the Physical pattfield. Browse to
c\inetpub\, then click the Make New Foldebutton and name the new folder CRland click OK

In the Bindingsection, in the Host namefield type crl.adatum.comand click OK

ENABLE DOUBLE ESCAPING FOR CRL WEB SITE IN IIS

This task pertains both to Windows Server 2008 and Windoew& 2008 R2

AsinScenariol | IS default request filtering beh
CRL files to be properly served to clients. In this case, we are creating the web site cusselves
we must take this step in either Windo®srver 2008 or Windows Server 2008 R2. The steps us
to make the modification vary by operating system.
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Windows Server 2008 (either local or running on EC2)

Click Start > RunIn the Runbox type cmdand click OKto open a command prompt. Change the
directory to c\windows\ system32inetsrv.

At the command prompt, type the following and hit Enter:

appcmd set ccCROf-i g 0
section:system.webServer/security/requestFiltering -
allowDoubleEscaping:true

InWindows Server 2008, this process adds a web.config file to the CRL physical
folder (clinetpub CRL). Take care to not accidentally delete this file, as CRL
checking will fail without it.

Windows Server 2008 R2 (local orlgot available in EC2)

Click Start > Administrative Tools > Internet Information Services (IIS) Managethe left navigation
area under Sites click on the CRlweb site. In the center pane of the console in the IISsection, double-
click on Request Filteringn Features View. In the right-hand pane, click Edit Feature Settingsn the
Generalsection of the Edit Request Filtering Settings dialog box, check the box next to Allow double
escapingand click OK

SHARE ACCESS TO CRL WEB SITE FOLDER

In IS Managerright-click on the CRLweb site under Sitesand select Edit Permissionsn the CRL
Propertieswindow, on the Sharingtab click on the Sharebutton. In the File Sharingvindow, click the
Sharebutton. In the Network Discovenyprompt, select No, do not turn on network discovenyClick
Dong then Close

MACHINE 3: ADATUM WEB SERVER

CREATE NEW CORP.ADATUM.CQOMIS ZONE

TheAdatumfederation server endpoint URL is https://fs1.corp.adatum.com/adfs/Is/. The web
server gets this URL from the federation
client biowsers to this URL to acquire security tokens. Dofpaied clientswho haveaccess to
the corp.datum.condomain andDNS zone, have no troulfks resolving this address, @)
accessing this server. External clients, however, would not be able teerdsisiname or access
this server, since they cannot access the internal Adatum domain.
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The server access solution is to employ the FS proxy to handle external client requests, and t
requests through to the internal federation servdowever, thigloes not fix the DNS resolution
problem.

By creatinga corp.adatum.coninternet DNS zonexternal clients can resolve the federation
server endpoint URLhe zonéncludes only onehost entry, resolving the endpoint URL to the IP
addressof the FS proxsitting outside the firewallDomainrjoined clients will continue to use the
corporate corp.adatum.com DNS zone to access the federation server directly.

Click Start > Administrative Tools > DNIS the left navigation area, right-click on the Forward Lookup
Zonesfolder and select New Zoneto start the New Zone Wizard. On the Zone Typepage, leave the
default setting of Primary zoneOn the Zone Namepage, type corp.adatum.comin the text box and
click Next Accept the defaults on the Zone Fileand Dynamic Updategages. Click Finish

Under Forward Lookup Zonesight-click on corp.adatum.comand select New Host (Aor AAAA. In the
New Host Naméield type fsland in the IP addresdield type the elastic IP address for the Adatum FS
Proxyfrom Line 10 of the Important Values WorksheetClick Add Host > OK > Done.

ADD DNS RECORD FOR CRL WEB SITE

Under Forward Lookup Zonesight-click on adatum.comand select New Host (A or AAAA)n the New
Hod Namefield type crl and in the IP addressield type the elastic IP address for the Adatum FS Proxy
from Line 10 of the Important Values WorksheetClick Add Host > OK > Done.

POINT DNS CLIENT TO LOCAL DNS SERVER

The web server will use DNS to resolve tleltiPess of crl.adatum.com. Note that the DNS entry
for fslcorpadatum.com (which points to the FS proxy) will not be used by this machine. Inste:
the hosts file entry (which points to the actual federation server) will take precedence

Click Start > Control Panel > Netwoind Sharing Center Manage Network ConnectionRight-click
on Local Area Connectivand select Properties Double-click on the Internet Protocol Version 4ist
item to open TCP/IPv4 Properties. On the Generaltab, click the radio button to Use the following DNS
server addressedn the Preferred DNS servdield, type 127.0.0.1 Click OKtwice.

MODIFY FIREWALL SETTINGS

In the EC2Consoleclick on Security Goupsin the left navigation area. Click on the AdatumWeb Server
security group to display its current settings. Click the Removebutton next to the current HTTPS
settings. Add the following:

Method Protocol FromPort To Port Source (IP or Group)

HTTPS TCP 443 443 0.0.0.0/0

Scenario 2: Corporate Application, Accessed From Anywhere 37




MACHINE 1: ADATUM INTERNAL SERVER

ADD FS PROXY CLIENT AUTHENTICATION CERTIFICATE TO FEDERATION SERVER POLICY

The federation server needs to register the public key for the client authentication certificate
being used by the FS proxy, in order to verify the signature on proxy communications

Open Console Jon the desktop. Click on Certification Authority/Adatum Certificate Server/Issued
Certificates.In the center pane, double-click on the issued certificate that used the Adatum ProxyClient
Auth certificate template to open it. On the Detailstab, click on the Copy to filebutton to start the
Certificate Export Wizard. On the Export File Formapage, leave the default setting. On the File to
Exportpage, click Browse click Desktopand in the File namefield type adatum proxy client auth
public. Click Save Next > Finish > OK > @&save adatum proxy client auth public.ceto the desktop

Click Start > Administrative Tools > Active Directory Federation Servigeht-click on Trust Rlicy
under Federation Servicand select Properties On the FSP Certificatesab, click Add and select the
adatum proxy client auth public.cefile from the desktop. Click Openand OK

CREATE SCHEDULED TASK FOR AUTOMATIC CRL FILE SYNCHRONIZATION

In Console lright-click on Certification Authority/Adatum Certificate Servesind select Properties On
the Auditing tab, in the Events to auditist, check the box next to Revoke certificates and publish CRLs
and click OK

Click Start > Administrative Tools Task Schedule@n the Actionsmenu click Create taskOn the
Generaltab, in the Namefield type publishcrl In the Security Optionsection, select Runwhether user
is logged on or nat

On the Triggestab, click New. In the New Triggerdialog box, in the Begin the taskiropdown list select
On an eventlIn the Settingsarea, in the Logdropdown list select Security In the Sourcedropdown list
select Microsoft Windows security auditingln the Event IDfield type 4872and click OK.

On the Actionstab, click New. In the New Actiondialog box, in the Action dropdown list leave Start a
program In the Program/scripttext box type robocopy. In the Add argumentsext box type the
following:

c: \ windows \ system32 \ certsrv \ certenroll \'\ fs.proxy.elastic.IP \ crl

For fs.proxy.elastic.IP, use the elastic IP address fékdagim FS Proxirom
Linel0 of thelmportant Values Worksheet

Click OK twice,then type your domain administrator password and click OKto complete the task
scheduling process.
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In Console 1right-click on Certification Authority/Adatum Certificate Server/Revoked Certificatesd
select All Tasks > Publisitlick OKto publish a new CRL. Check for success of the scheduled task by
viewing the folder on the FS proxy for the CRL application (c:\Inetpub\CRL\), looking for the files such as
Adatum Certificate Server.arhd Adatum Certificate Server+.crl

MACHINE 5: EXTERNAL CLIENT

CHANGE PREFERRED DNS SERVER

Click Start >Control Panel > Network an8haring Center Manage Network ConnectionRight-click
on an adapter with Internet connectivity and select Properties Double-click on Internet Protocol
Version 4TCP/IR4) to open TCP/IPv4 properties. On the Generaltab, click the radio button to Usethe
following DNS server addressds the Preferred DNS servdield type the elastic IP address for the
AdatumWeb Servelfrom Line 8 of the Important Values WorksheetClick OKtwice.

TEST

To test the scenario, open Internet Exploreron the External Client computer, type
https://adfsvlapp.adatum.cominto the Address Bar and hit Enter. Note that instead of silent
authentication, we are presented with forms-based authentication asking for our domain credentials.
Log in as alansh, using the password from Line 4 of the Important Values WorksheetThis allows the
federation server and federation server proxy to create the required security token.

Since we did not add the Adatum root CA certificate to this computer’s certificate store, you must click
on “Continue to this website” on each of the certificate-related security alerts that appear in the
browser. Using server authentication certificates rooted at a 3" party distributed in Windows operating
systems would eliminate these errors.

If you are running into errors, it’s possible that you are having certificate verification issues. Please see
Appendix B for more information.
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SCENARIO: SERVICE PROVIDEHRPAICATION

In the next two scenarios, Alan Shen will access an EC2-based federated claims-aware application owned
and operated by a partner organization called Trey Research. Trey Research will use AD FS to provide
access to Adatum employees leveraging their existing Adatum domain credentials.

In Scenario 3, Alan Shen will access the Trey Research federated application from both a domain-joined
client (contacting the Adatum federation server directly) and an external client (through the Adatum FS
proxy). Trey Research will operate an AD FS federation server in EC2, giving it the ability to receive and

interpret security tokens and grant access to multiple partners like Adatum simultaneously.

The scenario adds two additional computers to the lab.
6) Trey Research Federation Server

This EC2-based machine will consume incoming security tokens from Adatum users, and
generate outgoing security tokens for the Trey Research federated application’s web server.
Specifically, this machine will run:

a) Active Directory Domain Services (domain controller)

b) Domain Name Services (Active Directory-integrated DNS server)

c) Active Directory Certificate Services (root CA)

d) Internet Information Services (web server)

e) Microsoft ASP.NET 2.0

f) Microsoft .NET Framework 2.0

g) Active Directory Federation Services (Trey Research resource partner)

The AD FS v1 federation server is available in Windows Server 2003 R2, Windows Server 2008,
and Windows Server 2008 R2 (Enterprise Edition or above). Amazon EC2 currently offers
Windows Server 2003 R2 and Windows Server 2008 (Datacenter Edition) as guest operating
systems. This lab used Windows Server 2008.

7) Trey Research Web Server

This EC2-based machine will host the AD FS web agent and the Trey Research federated web
application. Specifically, this machine will run:

a) Internet Information Services (web server)
b) Microsoft ASP.NET 2.0

¢) Microsoft .NET Framework 2.0

d) AD FS vl claims-aware web agent

e) Sample application
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The ADFS v1 web agent is available in Windows Server 2003 R2, Windows Server 2008 and
Windows Server 2008 R2 (Standard Edition or above). Amazon EC2 currently offers Windows
Server 2003 R2 and Windows Server 2008 (Datacenter Edition) as guest operating systems. This
lab used Windows Server 2008.

CONFIGURATION

MACHINE 1: ADATUM INTERNAL SERVER

EXPORT ADATUM AD FS POLICY FILE

Click Start > Administrative Tools > Active Directory Federation Sersii@éght-click on Federation
ServicelTrust Policyin the left navigation area and select Export Basic Partner Policglick Browse save
the file to the desktop with the name adatumpolicy.xmland click OK Load the file to a web-based
storage solution like http://skydrive.live.com.

MACHINE 6: TREY RESEARCH FEDERATION SERVER

CREATE WINDOWS SERVER INSTANCE IN EC2

In the EC2 Consolelick on Instancesin the left navigation area. Click on the Launch Instancebutton to
launch the Request Instances Wizard. Click on the Community AMIgtab, and in the adjacent text box
type amazon/WindowsServer2008 Find the entry for amazon/WindowsServer2008386-Base
<version#>and click the Selectbutton to its right. On the Instance Detailpage, leave the defaults
selected. On the Advanced Instance Detailsage, accept the default settings. On the Create Key Pair
page, leave the default to use your existing key pairOn the Configure Firewalpage, select Create a
New Security GroupName the new group TreyFederationServey then click on the Selectdropdown
box and Add the following allowed connections:

Application Transport Port Source Network/CIDR
RDP TCP 3389 Lab management external IP/32%
HTTPS TCP 443 All Internet

*This is the external IP address of the machine being used to access the Amazon EC2 images via Remote
Desktop, recorded on Line 1 of the Important Values Worksheet

Click Continue then in the Reviewpage click Launchto start the instance. Click Close Click on Instances
in the left navigation bar to see the status of your instance.
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ASSOCIATE AN ELASTIC IP ADDRESS

In the EC2 ConsoJelick on the Elastic IP$ink in the left navigation area. Click the Allocate New
Addressbutton, then click on the Yes, Allocatéutton. Once allocated, right-click on the address and
select Associate Address Select the TreyFederation Servemstance ID from the dropdown list and click
Associate

Record the Trey Research Federation Server elastic IP address on Line 11 of the Important Values
Worksheet

GET WINDOWS ADMINISTRATOR PASSWORD

In the EC2 Conso)elick on Instancesin the left navigation area. Once the Status shows as “running”

and your Elastic IP address is listed in the Public DNS column, right-click on the TreyFederation Server
instance and select Get Windows Passworn your desktop, openthe ADFDSkey.PEKle with
Notepad and copythe entire contents of the file (including the Begin and End lines, Eg: "-----BEGIN RSA
PRIVATE KEY-----"). In the EC2 Conso)gastethe text into the Retrieve Default Windows Administrator
Passwordwindow. Click inside the text box onceo enable the Decrypt Passworcdutton, then click
Decrypt PasswordCopy the Computer, User and Decrypted Passwadndormation into a text file, and
save to your desktop. Click Closein the Retrieve Passworavindow.

ACCESS INSTANCE USING REMOTE DESKTOP CONNECTION

Click Start > All Programs > Accessories > Communication > Remote Desktop Connéctiloe
Computertext box copy/paste or type the Computer Namefrom your text file (for example, ec2-123-
456-78-910.compute-1.amazonaws.com), then click Connect

In the login dialog box that appears, type Administrator for user name and the Decrypted Password
from your text file into the Password field, taking care to get capitalization correct, and click OK

In the Set Network Locatiorwindow, click on Public Locationthen Close

Optional

Once inside the instance, change the Administrator password by clicking CTRIALFENDand clicking the
Change a passworlihk.

Record the Trey Research Federation Server administrator password on Line 12 of the Important Values
Worksheet

Optional

Turn off the Internet Explorer Enhanced Security Configuration for administrators. In Server Manager
on the Server Summaryage under Security Information click on Configure IE ES@nder
Administrators click the Off radio button and click OK
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INITIAL CONFIGURATION

Click Start >All Programs > Ec2ConfigServigettings On the Generaltab, uncheck the box next to Set
Computer Nameand click OK

In Server Manageron the Server Summaryage under Computer Information click on Change System
Properties On the Computer Nametab, click the Changebutton. In the Computer Namefield type fsl
then click OK Click OKtwice, then click Close then click Restart Now

Using Remote Desktop, log back into the machine with the Administrator account and password from
Line 12 of the Important Values Worksheet

ADJUST CLOCK SETTINGS

Right-click on the Windows Taskbaand select Properties On the Notification Areatab, check the box
to show the Clockand click OK Right-click over the clock in the taskbar and select Adjust Date/Time On
the Date and Timeab, click the Change time zonéutton and adjust to your time zone. Click OKtwice.

INSTALL/CONFIGURE ACTIVE DIRECTORY DOMAIN SERVICES (AD DS)

Although this federation server will not be authenticatirggrs, AD FS vl federation server
computers must be members of a domain. Therefore, this machine will run Active Directory
Domain Services, even though the directory will contain no users, and the domain will have n
other member machines

In Server Managerright-click on Rolesand select Add Rolego start the Add Roles Wizard. On the

Select Server Rolgsge, check the box next to Active Directory Domain Service€lick Nexttwice,

then Install. On the Installation Resultgage, click on the link for the Active Directory Domain Services
Installation Wizard (dcpromo.exe).

On the Choose a Deployment Configuratiqrage, select Create a new domain in a new foresdn the
Name the Forest Root Domaijsage, type treyresearch.net On the Set Forest Functional Levehd Set
Domain Functional Levedages, leave the default setting of Windows 20@. On the Additional Domain
Controller Optionspage, leave DNS Servethecked. On the warning about static IP addresses, click Yes,
the computer will use a dynamically assigned IP addra8sen prompted about not finding an
authoritative DNS zone, click Yesto continue. Complete the wizard, keeping all other default values.
When prompted, restart computer.

Using Remote Desktop, log back into the machine with the TREYRESEARG@&Mministrator account and
the password from Line 12 of the Important Values Worksheet
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ADD DNS FORWARDER FROM TREY RESEARCH DOMAIN DNS TO INTERNET DNS

This is required so that the federation server can resolve the Adatum CRinl@fd8 name.

Click Start > Administrative Tools > DNSick on FS1in the left navigation area, then right-click on
Forwardersin the right-hand pane and select Properties On the Forwarderstab, click Edit. In the Click
here to add an IP address or DNS nafiwd, type the Adatum Web Server elastic IP address from Line
8 of the Important Values Worksheetind hit Enter. Highlight any other forwarders previously listed and
click Downto make your new forwarder is the first one listed. Click OKtwice.

INSTALL/CONFIGURE ACTIVE DIRECTORY CERTIFICATE SERVICES (AD CS)

In Server Managerright-click on Rolesand select Add Rolego start the Add Roles Wizard. On the
Select Sever Rolespage, check the box next to Active Directory Certificate Service®n the Select
Role Servicepage, select Certification Authorityand Certification Authority Web EnrollmentClick the
Add Required Featurelsutton to allow Server Manager to add IIS to the installation process. On the
Specify Setup Typpage select Enterpriseand on the Specify CA Typgage select Root CAOn the
Setup Private Kepage, select Create a new private keynd accept the default cryptography settings.
On the Configure CA Namgage, in the Common Name for this CReld type TreyCertificate Server
Complete the wizard, keeping all other default values. Click Closeto finish the install.

Click Start > Runin the Runbox type mmcand click OKto start the Microsoft Management Console. In
the Filemenu select Add/Remove Snafin. Highlight the Certificatessnap-in and click the Add button;
choose computer accountand local computerin the following pages. Highlight the Certificate
Temphtessnap-in and click Add. Highlight the Certification Authoritysnap-in and click Add; choose
local computerin the following page and click OK Click File > Savgand save the new MMC console
(Console 1) to the machine desktop for future use.

ENABLE DOUBLE ESCAPING FOR CRL WEB SITE IN IS

Click Start > RunIn the Runbox type cmdand click OKto open a command prompt. Change the
directory to c\windows\ system32inetsrv. At the command prompt, type the following and hit Enter:

appcmd set confi WedD&SHi ael/tCer t-Enr ol | 0
section:system.webServer/security/requestFiltering -
allowDoubleEscaping:true

CONFIGURE AD CS CERTIFICATE TEMPLATES

In Console Iclick on Certificate Templatesn the left navigation area. In the center pane, right-click on
the Web Sever certificate template and select Duplicate Template
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In the Duplicate Templatelialog, leave Windows Server 2003 Enterpriss the minimum CA for the
new template and click OK In Properties of New Templatemake the following changes:

1 Onthe Generaltab, in the Template display naméield type Extranet Web Server
9 Onthe Request Handlingab, check the box next to Allow private key to be exported

Click OKto create the new template.

In the center pane, right-click on the Web Serverkertificate template and choose Properties In the
Securitytab, click Add, and in the object names text box type Domain Controllersand click Check
Names Once verified, click OK Back in the Securitytab, highlight the Domain Controllerdist item, then
in the Allow column check the Readand Enroll permissions and click OK Click Start > Administrative
Tools > ServiceRight-click on Active Directory Certificate Servicesid select Restart

In Console lin the left navigation area, right-click on Cerificate Authority\ TreyCertificate
Servelk Certificate Templateand select New > Certificate Template to Issuélighlight Extranet Web
Serverfrom the list and click OK

CREATE SERVER AUTHENTICATION CERTIFICATE

In Console lright-click on Certificates Local Computer)/Personal/Certificatesnd select All Tasks >
Request New Certificaten the Certificate Enroliment Wizard, click Next, then click the blue link under
Web Serverlin Certificate Propertiesmake the following changes:

9 Onthe Subjecttab, in the Subject Namearea click on the Typedropdown list and select
Common nameln the Valuefield type fsltreyresearch.netand click Add.
9 Onthe Generaltab, in the Friendly nametext box type trey fsssland click OK

In the Certificate Enrollnent window, check the box next to Web Servernd then click the Enroll
button, then click Finish In Consolel, check for the new certificate with friendly name “trey fs ssl” in
Certificates (Local Computer)/Personal/Certificates

CREATE AD FS TOKEN SIGNING CERTIFICATE

In Console lright-click on Certificates (Local Computer)/Personal/Certificatesd select All Tasks >
Request New Certificaten the Certificate Enrollment Wizard, click Next, then click the blue link under
Web Serverlin Certificate Progrties, make the following changes:

9 Onthe Subjecttab, in the Subject Namearea click on the Typedropdown list and select
Common nameln the Valuefield type TreyToken Signing Celtand click Add.
1 Onthe Generaltab, in the Friendly nametext box type trey ts1and click OK

In the Certificate Enrollmentwindow, check the box next to Web Servefand then click the Enroll
button, then click Finish In Consolel, check for the new certificate with friendly name “trey ts1” in
Certificates (Loal Computer)/Personal/Certificates
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ADD ADATUM ROOT CA CERTIFICATE

The Trey Research federation server needs the root CA certificate for Adatum in order to pert
tokentsigning certificate CRL verification

Open Internet Explorerand in the address bar type
http://crl.adatum.com/fs1.corp.adatum.com_Adatum%?20Certificate%20Server.drithe File
Download¢ Security Warningbox click Save and save the file to the desktop. Click Close

In Console lright-click on Certificates (Local Computer)/Trusted Root Certification
Authorities/Certificatesand select All Tasks > Imponto launch the Certificate Import Wizard. On the
File to Importpage, click Browseg find the Adatum root CA certificate file on the desktop, and click
Open Click Next> Next > Finish > Qi€ complete the import process.

INSTALL ACTIVE DIRECTORY FEDERATION SERVICES (AD FS)

In Server Managerright-click on Rolesand select Add Rolego start the Add Roles Wizard. On the
Select Server Rolgsage, check the box next to Active DirectoryFederationServicesOn the Select
Role Servicepage, check the box next to Federation ServiceClick the Add Required Rol&ervices
button to allow Server Manager to add IIS features to the installation process, and then click Next. On
the Choose a Server Authentication Certificaiege, highlight the existing certificate issued to
fsltreyresearch.netwith the intended purpose Server Authenticatiorand click Next On the Choose a
Token Signing Certificatgage, highlight the existing certificate issued to TreyToken Signing Certind
click Next Accept all other defaults and click Install.

INITIAL AD FS CONFIGURATION

Click Start > Administrative Tools > Active Directory Federation Servigéht-click on AccountStores
under Federation Service/Trust Policy/My Organizatiand select New > Account Stordn the Add
Account Store Wizard, leave AD DSas the store type and click through to add the local AD domain.

Right-click on My Organization/Organization Claimend select New > Organization claimn the Claim
name fieldtype GoldUsersand click OK

EXPORT TREY RESEARCH AD FS POLICY FILE

Click Start > Administrative Tools > Active Directory Federation Servi@ght-click on Federation
Service/Trust Policyn the left navigation area and select Export Basic Partner Policglick Browse save
the file to the desktop with the name adatumpolicy.xmland click OK Load the file to a web-based
storage solution like http://skydrive.live.com.

Scenario 3: Service Provider Application 46


http://skydrive.live.com/

MACHINE 7: TREY RESEARCH WEB SERVER

CREATE NEW INSTANCE FROM WEBSERVER®I

One could usthe existing Adatum Web Serverhost the Trey Research federated application.
However, since each application requires SSL server authentication certificates with different
suffixes (adatum.com, treyresearch.net) and EC2 does not offer multiple IP addresses per sin
machine instance, using the same server would recgiher:

9 using a multidomain certificatgwhich AD CS does not issuw)
9 using a port other than 443 for SSkronunication with one of the applicatiofahich can
cause trouble when clients are limited to 443 only for HTTPS)

Thereforethis lab uses dedicated web servers for each organization and poexéiissively.

In the EC2 Conso)elick on the AMIslink in the left navigation area. Right-click on the webserve2 AMI
shown and select Launch Instanceéo start the Request Instances Wizard. On the Instance Detailgage,
leave the defaults selected. On the Advanced Ingance Detailspage, accept the default settings. On the
Create Key Paisage, leave the default to use your existing key pairOn the Configure Firewalpage,
select Create a New Security GrouName the new group Trey Web Servetthen click on the Select
dropdown box and Add the following allowed connections:

Application Transport Port Source Network/CIDR
RDP TCP 3389 Lab management external IP/32!
HTTPS TCP 443 All Internet

This is the external IP address of the machine being used to access the Amazon EC2 images via Remote
Desktop, recorded on Line 1 of the Important Values Worksheet

Click Continue then in the Reviewpage click Launchto start the instance. Click Close Click on Instances
in the left navigation bar to see the status of your instance.

ASSOCIATE AN ELASTIC IP ADDRESS

In the EC2 Conso)elick on the Elastic IP$ink in the left navigation area. Click the Allocate New
Addressbutton, then click on the Yes, Allocatéutton. Once allocated, right-click on the address and
select Associate Address Select the Trey Web Serveinstance ID from the dropdown list and click
Associate

Record the Trey Research Web Server elastic IP address on Line 13 of the Important Values Worksheet
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ACCESS INSTANCE USING REMOTE DESKTOP CONNECTION

Click Start > All Programs > Accessories > Communication > Remote Desktop Connéctlan
Computertext box type the Public DNS name for the machine shown in the EC2 Console (for example,
ec2-123-456-78-910.compute-1.amazonaws.com), then click Connect In the login dialog box that
appears, type Administrator for user name and the password you set for the Adatum Web Server
(recorded on Line 9 of the Important Values Workshegtand click OK

ADD RECORD FOR TREY FEDERATION SERVER TO HOSTS FILE

Doubleclickthe shortcut on the desktop for the hostsfile; select Notepadas the program and click OK
Add the name and external IP address of the Trey Federation Server from Line 11 of the Important
Values Worksheetas shown in the following example:

123.456.78.910 fsltreyresearch.net

Saveand closethe file.

INSTALL TREY RESEARCH ROOT CA CERTIFICATE

Open Internet Explorerand go to https:// fsl.treyresearch.net/certsrv /in the Certificate Erroipage,
click the link to Continue to this websiteAt the login prompt, log in as administrator with the password
from Line 12 of the Important Values Worksheeto reach the Active Directory Certificate Services home
page. At the bottom of the page, click the link to Download a CA certificate, certificate chain, or CRL
On the next page, click the link to Download CA certificateSavethe resulting certnew.cerfile to the
desktop; click Yesto overwrite the previous one there.

Leave the AD CS web application open for use in upcoming steps.

In Console lright-click on Certificates (Local Computer)/Trusted Root Certification
Authorities/Certificatesand select All Tasks > Importo launch the Certificate Import Wizard. On the
File to Importpage, click Browseg find the certnew.cerfile on the desktop, and click Open Click Next
twice, then Finish then OKto complete the import process.

CREATE SERVER AUTHENTICATION CERTIFICATE

Back in Internet Explorey click on Homein the upper right corner of the Certificate Services web
application. Click the link to Request a certificatethen the link for advanced certificate requesind
finally the link to Create and submit a request to thiCAIf prompted about the page requiring HTTPS
click OK If prompted to run the Certificate Enroliment Contraddd-on click Run

On the Advanced Certificate Requesgtge, in the Certificate Templatedropdown select Extranet Web
Server In the Identifying Informationsection, in the Namefield type adfsvlapptreyresearch.nefand
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leave the other fields blank. In the Additional Qptions section, in the Friendly Namefield type trey web
ssland click Submit Click Yesto complete the request process; the certificate will be issued
automatically.

Click the link to Install this certificateand click Yeson the warning dialog. In Console 1click on
Certificates (Current User)/Personal/Certificates the right-hand pane should be the certificate for
adfsvlapp.treyresearch.net.

MOVE SERVER AUTHENTICATION CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Console lright-click on the adfsvlapp.adatum.contertificate and choose All Tasks > Expotb
launch the Certificate Export Wizard. On the Export Private Kepage, select Yes, export the private key
On the Export File Formapage, leave the default setting. After providing a password, On the File to
Exportpage click Browseg click on Desktopand in the File namefield type trey web ssl Click Save>

Next > Finish > Ot complete the export process.

In Console lright-click on Certificates (Local Computer)/Personaitd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Importpage, click Browseand find trey web ssl.pfx
on the desktop. Click Open then click Next After typing the password, click Next > Next > Finish > QK
complete the import process.

EDIT SAMPLE APPLICATION

The sample application (which is already on this macfiiom the originaimachine image)
needs to be changed from belonging to Adatum to Trey Research

Click Start > Administrative Tools > Internet Information Services (IIS) Manaigethe Sitesfolder,
right-click on ADFSv1 appnd choose Edit BindingsHighlight the HTTP&ntry and then click the Edit
button. In the SSL Certificatdropdown box, select trey web ssland click OK then click Close In the
application properties window, make the following changes:

Right-click on the ADFSV1 [gp web site and select Explore Right-click on default.aspx(not
default.aspx.cs) and select Edit On the Editmenu, select ReplaceType Adatumin the Find whatfield,
Trey Researcin the Replace withfield, and click Replace AllClose the Replace tool. Save and close
default.aspx.

Right-click on web.configand select Edit In the <websso>section, replace the current <returnurl>entry
with <returnurl>https://adfsvlapp.treyresearch.net/</returnurl>. Replace the current <fs>entry with
<fs>https://fsl.treyresearch.net/adfs/fs/federationserverservice.asmx</fs>ave and close
web.config.
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MACHINE 3: ADATUM WEB SERVER

ADD TREYRESEARCH.REVE AND RECORDS TO INTERNET DNS

Click Start > Administrative Tools > DNIS the left navigation area, right-click on the Forward Lookup
Zonesfolder and select New Zoneto start the New Zone Wizard. On the Zone Typeage, leave the
default setting of Primary zoneOn the Zone Namepage, type treyresearch.netin the text box and click
Next Accept the defaults on the Zone Fileand Dynamic Updategages. Click Finish

Under Forward Lookup Zonesight-click on treyresearch.netand select New Host (A or AAAA)n the
New Host Namdield type fsland in the IP addresdield type the elastic IP address for the Trey
Research Federation Servérom Line 11 of the Important Values WorksheetClick Add Host > OKin
the New Host Namedield type adfsviappand in the IP addresdield type the elastic IP address for the
Trey Research Web Server from Line 13 of the Important Values WorksheetClick Add Host > OK >
Done.

MACHINE 1: ADATUM INTERNAL SERVER

ADD TREY RESEARCH AS A RESOURCE PARTNER

Download the treypolicy.xmlfile you created on the Trey Research Federation Server earlier from your
preferred Internet-based storage solution. Save to your desktop.

Click Start > Administrative Tools > Active Directory Federation Servigaht-click on Federation
Service/Trust PolicyPartner Orgarzations/Resource Partnersnd select New > Resource Partneo
start the Add Resource Partner Wizard. On the Import Policy Filepage, click Yesthen Browseto
treypolicy.xmland click Open then click Next. On the Resource Partner Detailsage, change the
Display name to Trey Researchnd click Next In the Federation Scenaripage, leave Federated Web
SSQGelected. In the Account Partner Identity Claimgage, leave the UPNand Email claims selected. In
the Select UPN Suffigage, leave the default pass through all UPN suffixes unchangedected. In the
SelectEmail Suffixpage, leave the default pass through alE-mail suffixes unchangedelected. Click
Next > Finistto complete the wizard.

Right-click on Partner Organizations/Resource Partr#Trey Researchnd select New > Outgoing
Group Claim MappingLeave PriorityUsersas the Organization Group Clainn the Outgoinggroup
claim namefield type CliamInTransitind click OK
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ADD TREY RESEARCH ROOT CA CERTIFICATE TO END USER DESKTOPS WITH GROUP POLICY

To avoidSSicertificate warnings, client desktops needttast the SSL certificates used by Trey

Research at the aflipation and federation server.

Open Internet Explorerand in the address bar type
https://fsl.treyresearch.net/certenroll/fsl.treyresearch.net_Trey%?20Certificate%20Server. tntth
Certificate Errormage, click the link to Continue to this websiteln the File Download; Security
Warningbox click Save and save the file to the desktop. Click Close

Click Start > Admirstrative Tools > Group Policy ManagemeRtght-click on
Forest:corp.adatum.com/Domains/corp.adatum.com/Default Domain Poliyd select Edit Under
Computer Configuration/Policies/Windows Settings/Security Settings/Public Key Polieigist-click

e

on Trusted Root Certification Authoritiesnd choose Import to start the Certificate Import Wizard. On

the File to Importpage, click Browseand select the Trey root CA certificate you just downloaded from
the desktop and click Open Click Next > Next > Finis> OKto complete the import process.

In this lab, domaitwide Group Policy updating results in the Adatum Interna
Server also getting the Trey root| CA
- only clients require the Trey root CA to avoid ceatifiavarnings.

MACHINE 6: TREY RESEARCH FEDERATION SERVER

ADD SAMPLE APPLICATION TO AD FS

Click Start > Administrative Tools > Active Directory Federation Servigéht-click on Applications
under Federation Service/Trust Polidyly Organizationand select New > ApplicationEnter the
following in the Add Application Wizard:

9 Onthe Application Typepage, leave Claimsaware applicationas the application type.

9 Onthe Application Detailspage, in the Application display nameield type ADFSv1 appnd in

the Application URIfield type https://adfsvlapp.treyresearch.net

9 Onthe Accepted Identity Claimpage, check the box next to User principal name (UPN)nd E

mail
9 Click Nexttwice and then Finish

Click on ADFSv1 jgp under Applications In the right-hand window, right-click on the GoldUsersgroup
claim and select Enable
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ADD ADATUM AS AN ACCOUNT PARTNER

Download the adatumpolicy.xmlfile you created on the Adatum Internal Server earlier from your
preferred Internet-based storage solution. Save to your desktop.

Right-click on Federation Service/Trust PoliciPartner Organizations/Account Partneesd select New
> Account Partneto start the Add Account Partner Wizard. On the Import Policy Filepage, click Yes
then Browseto adatumpolicy.xml and click Open then click Next On the Resource Partner Details
page, leave the default settings. On the Account Partner Verification Certificatpage, leave Use the
verification certificate in the import policy fileselected. On the Federation Sceario page, leave
Federated Web SS&lected. In the Account Partner Identity Claims page, leave UPNand Email claims
selected. In the Accepted UPN Suffixgsage, in the Add a new suffiXield type corp.adatum.comand
click Add, then Next. In the AcceptedE-mail Suffixespage, in the Add a new suffiXield type
adatum.comand click Add, then Next> Next > Finistio complete the wizard.

Under Partner Organizations/Account Partnereight-click on Adatumand choose New > Incoming
Group Claim Mappingn the Incoming group claim naméeld type ClaimInTransitLeave GoldUsersas
the Organization Group Clairand click OK

MODIFY FIREWALL SETTINGS

The TreyResearchveb server needs to read CRL information from the ResgarclCA, which is
running on this machine. Since €R&nnot be accessed via HTTPS, Port 80 must be opened (b
can be scoped to only this web server).

In the Amazon EC2 Consagjelick on Security Groupsn the left navigation bar. Click on the Trey
Feckration Serverrow to display its current settings. In the lower pane, add the following firewall
permission and click Save:

Connection Method | Protocol | From Port | To Port Source (IP or Group)

HTTP TCP 80 80 Trey web server external Ip/32*

! This is the elastic IP address for the Trey Research Web Servieom Line 13 of the Important Values
Worksheet

MACHINE 2: DOMAIN-JOINED CLIENT

UPDATE GROUP POLICY SETTINGS

Click Start. In the searchfield type cmdand hit Enterto open a command prompt. At the prompt type
gpupdate /forceto ensure the Trey Research root CA certificate is installed on the client machine.
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TEST

Before testing on either the domain-joined or external client, you should clear browser cookies, to
reinitiate the complete federation process. In Internet Explorerclick Tools > Internet OptionsOn the
Generaltab under Browsing history click the Delete button. Make sure the box next to Cookiesis
checked and click Delete

To test the scenario, open Internet Explorerin the domain-joined client, type

https:// adfsvlapptreyresearch.net in the address bar and hit Enter. Note that the Trey Research
federation server provides a home realm discovery service to redirect users without security tokens to
the proper identity provider. In the dropdown, choose Adatum, since Alan Shen in an Adatum user.

Silent Integrated Windows Authentication ensures that the user is not asked for credentials when
domain joined. When the application is shown, scroll to the bottom of the page. Note that the group
claim “PriorityUsers” was transformed to “GoldUsers” by the federation servers. Claim transformation
allows for increased flexibility when sending claims to partner organizations.

To further test the scenario, open Internet Exploreron the External Client computer and type
https://adfsvlapptreyresearch.net into the Address Bar and hit Enter. Note that instead of silent
authentication, we are presented with forms-based authentication asking for our domain credentials.
Login as alansh using the password from Line 4 of the Important Values Worksheet

If you are running into errors, it’s possible that you are having certificate verification issues. Please see
Appendix B for more information.
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SCENARIO: £ERVICE PROVIDER ARRATIONWITHADDED SECURITY

This scenario is essentially the same as Scenario 3, with the difference being the addition of an AD FS
proxy to the Trey Research AD FS deployment in Amazon EC2. By using the AD FS proxy, Trey Research
can limit direct access to its federation server to only its web servers and the proxy server, instead of
allowing all inbound clients to access the federation server. Since the federation server issues security
tokens used by the web servers, it is a high-value resource that should be protected.

This scenario does not require any additional machines. While earlier we used a separate machine for
the Adatum FS proxy, the proxy can be installed on the same machine as our Trey Research Web Server,
as long as the Default Web Site in IS is available (which it is). However, to enable hosting of multiple SSL
web sites on the same web server, we will use a wildcard certificate and custom IIS configuration; this is
discussed in detail below.

CONFIGURATION

MACHINE 6: TREY RESEARCH FEDERATION SERVER

CREATE FS PROXY CLIENT AUTH CERTIFICATE TEMPLATE

In Console Jclick on Certificate Templatesin the center pane, right-click on the Computercertificate
template and choose Duplicate Templateln the Duplicate Templatedialog, leave Windows Server
2003 Enterprisas the minimum CA for the new template and click OK In Properties of New Template
make the following changes:

9 Onthe Generaltab, in the Template display haméield type Trey Proxy Client Auth

1 Onthe Request Handlingab, check the box next to Allow private key to be exported

1 Onthe Subject Nametab, click the radio button next to Supply in the requestClick OKin the
warning about allowing user-defined subject names with automatic issuance.

Click OKto create the new template.

In Console lright-click on the Certificate Authority TreyCertificate ServerCertificate Templates
folder, and select New > Certificate Template to Issuelighlight TreyProxy Client Autlfrom the list
and click OK
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MACHINE 7: TREY RESEARCH WEB SERVER

CREATE WILDCARD SERVER AUTHENTICATION CERTIFICATE

Both the Trey Research FS proxy and the Trey Research sample application require SSL ser
authentication certificates. It is generally not possible to support multiple SSL applications on
same web server, unless the applications use different pahielihas itsissues) or different IP
addressesw h i ¢ hpossilsleniri BC2).

To overcome this limitation, it is possible to use a single SSL certificate for multiple applicatiol
simultaneously-if that certificate supports multiple domains, or if the certificate is a wildcard
SSL certificate. A wildcard SSL certificate woulssbed, for example, totreyresearch.net and
thus be appropriate for any applications using that DNS suffix.

In this lab, we will use wildcard certificates in conjunction with host headers to run the FS pro;
(fsl.treyresearch.net) and sample applicati@ufsvlapp.treyresearch.net) on the same web
server. The special configuration steps are not supported in the 1IS Manager interface; insteau
will use commandine scripts, as described by Microsufte

Open Internet Explorerand go to https:// fsl.treyresearch.net/certsrv /. At the login prompt, log in as
administrator with the password from Line 12 of the Important Values Worksheeto reach the Active
Directory Certificate Services home page. Click the link to Request a certificatgthen the link for
advanced certificate requesind finally the link to Create and submit a request to this CA

On the Advanced Certificate Requesgtge, in the Certificate Templatedropdown select Extranet Web
Server In the Identifying Informationsection, in the Namefield type *.treyresearch.nefand leave the
other fields blank. In the Additional Qptions section, in the Friendly Namefield type trey wild ssland
click Submit Click Yesto complete the request process; the certificate will be issued automatically.

Click the link to Install this cetificate and click Yeson the warning dialog. In Console 1click on
Certificates (Current User)/Personal/Certificates the right-hand pane should be the certificate for
* treyresearch.net.

Leave the AD CS web application open for use in upcoming steps

MOVE WILDCARD CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Console lright-click on the *.treyresearch.nefcertificate and choose All Tasks > Expotb launch the
Certificate Export Wizard. On the Export Private Keyage, select Yes, export the grate key. On the
Export File Formapage, leave the default setting. After providing a password, On the File to Export
page click Browse click on Desktopand in the File namefield type trey wild ssl Click Save> Next >
Finish > OKo complete the export process.
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In Console lright-click on Certificates (Local Computer)/Personatd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Importpage, click Browseand find trey wild ssl.pfx
on the desktop. Click Open then click Next After typing the password, click Next > Next > Finish > QK
complete the import process.

CREATE CLIENT AUTHENTICATION CERTIFICATE

Back in Internet Explorey click on Homein the upper right corner of the Certificate Services web
application. Click the link to Request a certificatethen the link for advanced certificate requesind
finally the link to Create and submit a request to this C@n the Advanced Certificate Requegbge, in
the Certificate Templatedropdown select TreyProxy Client Auth

I f the template isn’t yet showing|in t
process by restarting the Active Directory Certificate Services service on th
Trey Research Federation Server

[1%)

In the Identifying Informationsection, in the Namefield type TreyProxy Client Authand leave the
other fields blank. In the Additional Qptions section, in the Friendly Namefield type proxy client auth
and click Submit Click Yesto complete the request process; the certificate will be issued automatically.

Click the link to Install this certificateand click Yeson the warning dialog. In Console 1click on
Certificates (Current User)/Personal/Certificatds the right-hand pane should be the certificate for
Trey Proxy Client Auth.

MOVE CLIENT AUTHENTICATION CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Console lright-click on the TreyProxy Client Autltertificate and choose All Tasks > Expotb

launch the Certificate Export Wizard. On the Export Private Kepage, select Yes, export the private key
On the Export File Formapage, leave the default setting. After providing a password, On the File to
Exportpage click Browse click on Desktopand in the File namefield type trey proxy client auth Click
Save> Next > Finish > Ot complete the export process.

In Console lright-click on Certificates (Local Computer)/Personatd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Importpage, click Browseand find trey proxy client
auth.pfx on the desktop. Click Open then click Next. After typing the password, click Next > Next >
Finish > OKo complete the import process.

INSTALL AD FS FEDERATION SERVER PROXY

In Server Managerclick on Rolesin the left navigation area. In the right-hand pane under Active
Directory Federation Serviceslick the link to Add Role Service®n the Select Role Servicemge,
check the box next to Federation Servic®roxy. On the Choose a Server Authenticam Certificate
page, highlight the existing certificate issued to *.treyresearch.netand click Next. On the Specify
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Federation Servepage, type fslireyresearch.netand click Validateto check accessibility, then click
Next. On the Choose &lientAuthentication Certificatepage, highlight the existing certificate issued to
Trey Proxy Client Authnd click Next Click Install. Click Closeto complete the install.

APPLY WILDCARD CERTIFICATE TO SAMPLE APPLICATION

Click Start > Administrative Tools > Internébformation Services (1IS) Managen the Sitesfolder,
right-click on ADFSv1 appnd choose Edit BindingsHighlight the HTTP&ntry and then click the Edit
button. In the SSL Certificatdropdown box, select trey wild ssland click OK then click Close

CONFIGURE SERVER BINDINGS FOR SSL HOST HEADERS

These are the steyio set up multiple applications to use the wilddaertificate with host

headers, which isn’t possible through the
binding with a host header to each web site, and then delet@tbeious HTTPS binding that
doesn’t include a host header.

Click Start > RunIn the Runbox type cmdand click OKto open a command prompt. Change the
directory to c\windows\ system32inetsrv. At the command prompt, type the following and hit Enter:

appcmd set  site /site.name: ADefault Web Site
/ +bindings.[protocol =6httpsod, bi ndfshtgyrenf or mati o
search. net 0]

You should see the following response:
SITE object ADefault Web Sited changed
Type the following and hit Enter.

appcmdset site /site.name: iDefa@adllt Web Site
bindings.[protocol =6httpsd,bindinglnformations=

Type the following and hit Enter:

appcmdset site /site.name: MADFSv1l app
/ +bindings.[protocol =6htt pdab,nbiérnirdidd@l: mfdd rsmalta p [

A

treyresearch. net 0]

Type the following and hit Enter.

appcmdset site /site.name: MADFSv1 app
bindings.[protocol =6httpsd, bindinglnformations=

In Internet Explorey in the Sitesfolder, right-click on Default Web Siteand select ManageWeb Site >
Start
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MACHINE 6: TREY RESEARCH FEDERATION SERVER

ADD FS PROXY CLIENT AUTHENTICATION CERTIFICATE TO FEDERATION SERVER POLICY

Open Console Jon the desktop. Click on Certification Authority/TreyCertificate Server/Issued
Certificates. In the center pane, double-click on the issued certificate that used the TreyProxy Client
Auth certificate template to open it. On the Detailstab, click on the Copy to filebutton to start the
Certificate Export Wizard. On the Export File Formapage, leave the default setting. On the File to
Exportpage, click Browse click Desktopand in the File namefield type trey proxy client auth public
Click Save > Next > Finish > OK >tOKave trey proxy client auth public.ceto the desktop

Click Start >Administrative Tools > Active Directory Federation Servidgight-click on Trust Policy
under Federation Servicand select Properties On the FSP Certificatesab, click Add and select the
trey proxy client auth public.cefile from the desktop. Click Openand OK

MODIFY FIREWALL SETTINGS

We can now reduce the scope of allowed inbound connections to the federation server to just
web server and FS proxyvhich in this case happen to be the same machine. Other client
requests will be handled by the proxy

In the Amazon EC2 Consojelick on Security Groupsn the left navigation bar. Click on the Trey
FederationServerrow to display its current settings. In the lower pane, click the Removebutton next to
the current HTTPSetting. Add the following setting and click Save

Connection Method | Protocol | From Port | To Port Source (IP or Group)

HTTPS TCP 443 443 Trey web server external Ip/32!

'This is the elastic IP address for the Trey Research Web Server from Line 13 of the Important Values
Worksheet

MACHINE 3: ADATUM WEB SERVER

EDIT DNS ADDRESS FOR TREY RESEARCH FEDERATION SERVER IN INTERNET DNS

Click Start > Administrative Tools > DNSnder Forward Lookup Zoneslick on treyresearch.net In the
right-hand pane, right-click on the record for fs1and select Properties In the IP addresgield type the
elastic IP address for the Trey Research Web Servigom Line 13 of the Important Values Worksheet
Click OK.This redirects all client inbound traffic to the proxy instead of the federation server
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MACHINE 1: ADATUM INTERNAL SERVER

CLEAR DNS CACHE

Click Start > Administrative Tools > DNSick on FS1lin the left navigation area. In the Action menu,
select Clear Cdge to ensure that the new DNS record for fs1.treyresearch.ndpointing to the FS proxy)
is used instead of the previous entry.

MACHINE 2: DOMAIN-JOINED CLIENT

CLEAR INTERNET EXPLORER DNS CACHE

Click Start. In the searchfield type cmdand hit Enterto open a command prompt. At the prompt type
type ipconfig /flushdnsto make sure Internet Explorer uses the new DNS listing for fs1.treyresearch.net

TEST

Before testing on either the domain-joined or external client, you should clear browser cookies, to
reinitiate the complete federation process. In Internet Explorerclick Tools > Internet OptionsOn the
Generaltab under Browsing history click the Delete button. Make sure the box next to Cookiesis
checked and click Delete

To test, open Internet Exploreron the domain-joined client, type https:// adfsvlapptreyresearch.netin
the address bar and hit Enter. The home realm discovery page and all security token requests and
responses will be handled in this scenario by the Trey Research FS proxy, which allows the federation
server to scope down its inbound access to just communication from the proxy and web servers. You
can also test with the External Client; run ipconfig /flushdnsto make sure IE uses DNS properly.
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SCENARIO:CORPORATE AREGATION, ACCESSEDERNALLY (AD BD)

This scenario is the same as Scenario 1, but using different software. We will install the beta release of
AD FS 2.0 (formerly known as “Geneva” Server) and use it as our security token issuer. On the
application side, we will use the recently-released Windows ldentity Foundation (formerly known as
“Geneva” Framework) on the web server, and use it to support our claims-aware application.

These updated components of Microsoft’s claims-based application access model represent a
substantial upgrade in capability and flexibility over AD FS v1. To learn more about these improvements,
visit the “Geneva” site on Microsoft Connect.

The scenario adds one additional computer to the lab.
8) Adatum Federation Server (AD FS 2.0)

This local machine will create security tokens for users to give the federation application. Since
Adatum already has a domain controller, we will leverage that existing deployment. In total, this
machine will run:

a) Internet Information Services 7 (web server)
b) Microsoft .NET Framework 3.5
c) Active Directory Federation Services 2.0 (Adatum identity provider)

The AD FS 2.0 federation server (currently in beta) is available as a download from Microsoft
here. Supported operating systems are Windows Server 2008 Service Pack 2 and Windows
Server 2008 R2. This lab used the trial Windows Server 2008 R2 Enterprise Edition Hyper-V
image which is available for download here.

In addition, this scenario installs the Windows Identity Foundation (WIF) onto the Adatum Web Server,
or Machine 3. The following components are added:

a) Windows ldentity Foundation (.NET libraries for claims-aware applications)
b) WIF SDK with sample applications

The .NET Framework 3.5, a required component, is already installed on the EC2 base Windows
machine images.

Windows Identity Foundation (released November 2009) is available as a download from Microsoft.
Supported operating systems are Windows Server 2003 Service Pack 2, Windows Server 2008 Service
Pack 2, Windows Server 2008 R2, Windows Vista and Windows 7. Amazon EC2 currently offers Windows
Server 2003 R2 Service Pack 2 and Windows Server 2008 Service Pack 2 as guest operating systems. This
lab uses our existing Adatum Web Server, which is running Windows Server 2008 Service Pack 2.
Therefore, our download locations are here for the runtime and here for the SDK.
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CONFIGURATION

MACHINE 1: ADATUM INTERNAL SERVER

MODIFY AD CS CERTIFICATE TEMPLATE PERMISSIONS

Open Console ¥rom the desktop. Click on Certificate Templatesn the left navigation area. In the
center pane, right-click on the Web Servekertificate template and choose Properties On the Security
tab, click Add, and in the object names text box type Domain Computerand click Check Name®nce
verified, click OK Back in the Securitytab, highlight the Domain Computergist item, then in the Allow
column check the Readand Enrollpermissions and click OK

MACHINE 8: ADATUM FEDERATION SERVER (AD FS 2.0)

The configuration steps listed below are targeted to Windows Server 2008 R2.
If using a different version of Winds Server, use these stegssa guideline
only.

INITIAL INSTALL

Install Windows Server 2008 R2 on your server computer or virtual machine.

If you use the Windows Server 2008 R2 trial VHD for both the domain
controller and a member server on the same network, those machines will
have the same security identifier (SID), potentially causing derakited
issues later. To defend against this, run Sysprep on the second VHD instarjce as
follows:

Navigate to thec\ Windows System32sysprepfolder and doublelick on
sysprep.exdo open the System Preparation Tool. In 8ystem Cleanup
Actiondropdownbox, leaveEnter System Oubdf-Box Experienceelected. In
the Shutdown Optiongiropdown box, seled®ebootand clickOK Accept the
defaults through the rest of the process

Scenario 5: Corporate Application, Access Internally (AD FS 2.0) 61




CONFIGURE NETWORKING

Thiscomputerrequires mbound Internet connectivithrough a static, external IP address
through port443, to allow the ECBased web server to communicate with the AD FS federation
server Contact your network administrator to request a statiatilress, and to open port 443

on the external IP address.

In the Initial Configuration Tasksindow, click on Configure networkingthen right-click on the Local
Area Connectiorand select Properties Double-click on the Internet Protocol Version 4ist item to open
TCP/IPv4 Properties. On the Generaltab, click the radio button to Use the following DNS server
address In the Preferred DNS serveield, type the static domain IP address of the Adatum Internal
Server from Line 3 of the Important Values Worksheeand click OKtwice.

In Initial Configuration Taskslick on Provide computer name and domajhen click Changeand type
fs2in the computer name field. In the Member of area, click the radio button for Member of Domain
and in the Domaintext box type CORRnd click OK Type the Adatum domain administrator username
and password from Line 2 of the Important Values Workshee#nd click OK Follow prompts to restart
computer.

Log back into the machine with the CORPadministrator account using the password from Line 2 of the
Important Values Worksheet

Optional

Turn off the Internet Explorer Enhanced Security Configuration for administrators. In Server Manager
on the Server Summaryage under Security Information click on Configure IE ES@nder
Administrators, click the Off radio button and click OK

IDENTIFY EXTERNAL IP ADDRESS

Identify your external IP address. You can ask your network administrator, or an alternative is to visit
http://www.whatismyip.com.

Record your Adatum Federation Server (AD FS 2.0) external IP address on Line 14 of the Important
Values Worksheet

CREATE SERVER AUTHENTICATION CERTIFICATE

Click Start > Runin the Runbox type mmcand click OKto start the Microsoft Management Console. In
the Filemenu select Add/Remove Snafin. Highlight the Certificatessnap-in and click the Add button;
choose computer accountand local computerin the following pages and click OK Click File > Saveand
save the new MMC console (Console 1) to the machine desktop for future use.
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In Console lright-click on Certificates (Local Computer)/Personatd select All Tasks > Request New
Certificate In the Certificate Enrollment Wizard, click Nexttwice, then click the blue link under Web
Server

I f the Web Server template isn’t yet showing
restarting the Active Directory Certificate Services service on the Adatum
Internal Server

In Certificate Propertiesmake the following changes:

9 Onthe Subjecttab, in the Subject Namearea click on the Typedropdown list and select
Common nameln the Valuefield type fs2.corp.adatum.comand click Add.
9 Onthe Generaltab, in the Friendly nametext box type adatum fs2ssland click OK

In the Certificate Enrollmentwindow, check the box next to Web Servernd then click the Enroll
button, then click Finish In Consolel, check for the new certificate with friendly name “adatum fs2 ssl”
in Certificates (Local Computer)/Personal/Certificates

CREATE AD FS TOKEN SIGNING CERTIFICATE

In Console lright-click on Certificates (Local Computer)/Personatd select All Tasks > Request New
Certificate.In the Certificate Enrollment Wizard, click Next twice, then click the blue link under Web
Server In Certificate Propertiesmake the following changes:

9 Onthe Subjecttab, in the Subject Namearea click on the Typedropdown list and select
Common nameln the Valuefield type Adatum Token Signing Certid click Add.
9 Onthe Generaltab, in the Friendly nametext box type adatum ts3and click OK

In the Certificate Enrollmentwindow, check the box next to Web Servelnd then click the Enroll
button, then click Finish In Consolel, check for the new certificate with friendly name “adatum ts3” in
Certificates (Local Computer)/Personal/Certificates
MODIFY READ PERMISSION TO TOKEN SIGNING PRIVATE KEY

AD FS 2.0 runs using the Network Service account, which needs access to the token signing

certificate private key in order to usdatr signing security tokens and federation metadata

Computer)/Personal/Certificateand select All Tasks > Manage Private Kegtick Add, and in the
object text box type Network Serviceaand click CheckiNames Once verified, click OKtwice.

Scenario 5: Corporate Application, Access Internally (AD FS 2.0) 63



INSTALL AD FS 2.0

Download the AD FS 2.0 installation media from here and save to your machine. Run the saved file to
start the AD FS 2.0 Installation Wizard. The AD FS 2.0 installer automatically installs .NET Framework 3.5
and 11S 7.5 in Windows Server 2008 R2.When the wizard completes, click Finishto automatically start
the AD FS 2.0 Management console.

In the AD FS 2.0 Managemenbnsole, click the link in the center pane to launch the AD FS 2.0
Federation Server Configuration Wizardn the Welcomepage, leave the default to Create a new
Federation ServiceOn the Select StandAlone orFarm Deploymenpage, select Standalone
federation server In the Specify the Federation Service Narpege, in the SSL certificatélropdown
box select adatum fs2 sslClick Nexttwice to begin the configuration process, then Close

ADD TOKEN SIGNING CERTIFICATE IN AD FS

Click Start > Administrative Tools > Windows PowerShell Modulesthe PowerShell command
prompt, type the following and hit Enter:

Set - ADFSProperties - AutoCertificateRollover $false

This will disable the automatic certificate rollover feature in AD FS, a prerequisite to adding a token
signing certificate. Leave PowerShell open for later use.

In the AD FS 2.0 Managemenbnsole, click on AD FS 2.0/Service/Certificates the left navigation

area. In the right-hand pane under Actionsclick the link to Add TokenrSigning Certificateln the new

window, select the adatum ts3certificate and click OK Back in the center pane of AD FS 2.0

Management in the Tokensigningsection, right-click on Adatum Token Signing Certi3d select Set as

Primary, then click Yes Right-click on the other listed token-signing certificate (/ b 'l 5 C{ NXadd3dy A y 3 X
select Delete

In the PowerShell command window, at the command prompt type the following and hit Enter:

Set - ADFSProperties - AutoCertifi cateRollover $true

MACHINE 3: ADATUM WEB SERVER

ADD RECORD FOR ADATUM FEDERATION SERVER (AD FS 2.0) TO HOSTS FILE

This web servewill access the Adatum Feihtion Server (AD FS 2.0)daatomaticallyget

federation trust policy datarhis data could be manually exchanged, thus eliminating the need
for the web server and federation server to communicate directly, and eliminating the need fo
inbound HTTPS connectivity to the federation server. However, the approach used here allow
automated, periodic updating of trust policy information.
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Doubleclickthe shortcut on the desktop for the hostsfile; select Notepadas the program and click OK
Add the name and external IP address of the Adatum Federation Server (AD FS 2.0) from Line 14of the
Important Values Worksheetas shown in the following example:

123.456.78.910 fs2.corp.adatum.com

Saveand closethe file.

CREATE WILDCARD SERVER AUTHENTICATION CERTIFICATE

As inScenario 4this web server will now use a wildcard SSL server authentication certificate a
host headers, to allow secure access to the Adatum AD FS v1 and AD FS 2.0 apps simultane

Open Internet Explorerand go to https://fsl.corp.adatum.com/certsrv/. At the login prompt, log in as
administrator with the password from on Line 2 of the Important Values Worksheeto reach the Active
Directory Certificate Services home page. Click the link to Request a certificatgthen the link for
advanced certificate requesind finally the link to Create and submit a request to this CA

On the Advanced Certificate Requesgtge, in the Certificate Templatedropdown select Extranet Web
Server In the Idertifying Information section, in the Namefield type *.adatum.com and leave the
other fields blank. In the Additional Qptions section, in the Friendly Namefield type adatumwild ssl
and click Submit Click Yesto complete the request process; the certificate will be issued automatically.

Click the link to Install this certificateand click Yeson the warning dialog. In Console 1click on
Certificates (Current User)/Personal/Certificates the right-hand pane should be the certificate for
* adatum.com.

Leave the AD CS web application open for use in upcoming steps.

MOVE WILDCARD CERTIFICATE TO LOCAL COMPUTER CERTIFICATE STORE

In Console lright-click on the *.adatum.comcertificate and choose All Tasks > Expotb launch the
Certificate Export Wizard. On the Export Private Keyage, select Yes, export the private keyon the
Export File Formapage, leave the default setting. After providing a password, On the File to Export
page click Browse click on Desktopand in the File namefield type adatumwild ssl Click Save> Next >
Finish > OKo complete the export process.

In Console lright-click on Certificates (Local Computer)/Personaitd choose All Tasks > Importo
launch the Certificate Import Wizard. On the File to Importpage, click Browseand find adatumwild
ssl.pfxon the desktop. Click Oper) then click Next After typing the password, click Next > Next > Finish
> OKto complete the import process.
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INSTALL WINDOWS IDENTITY FOUNDATION RUNTIME AND SDK

Download the Windows Identity Foundatiorruntime here. Make sure to pick the media with the words
Windows6.0in the title. In the Download Completevindow click Opento start the installation. When
the wizard completes, click Close

Download the Windows Identity Foundation SDHKere. In the Download Conplete window click Run
twice to start the Setup Wizard. Accept all of the defaults in the wizard. Click Finish
ADD AD FS 2.0 SAMPLE APPLICATION TO 1IS

Wewill use a samplapplicationinstalled on the machine with the WIF SDK

Click Start > Administative Tools > Internet Information Services (II1S) Manadgéght-click on the Sites
folder in the left navigation area and select Add Web Siteln the Site namefield type ADFSvapp. In
the Content Directorysection, click on the button to the right of the Physical patlfield, browse to
c\Program FilesWindows Identity Foundation SDK3.5 Sample$sQuick StartUsing Managed
STSClaimsAwareWebAppWithManagedSa&d click OK In the Bindingsection, in the Typedropdown
box select https. In the SSL certificatéiropdown box, select adatumwild ssland click OK then Yes This
will automatically assign adatum wild sslkto both the ADVSv1 and ADFSv2 applications.

CONFIGURE SERVER BINDINGS FOR SSL HOST HEADERS

Click Start > Runn the Runbox type cmdand click OKto open a command prompt. Change the
directory to c\windows\ system32inetsrv. At the command prompt, type the following and hit Enter:

appcmdset site /site.name: MADFSv1l app
/ +bindings.[protocol =6httpsdé, bindinglnformatio
adatum. comod]

You should see the following response:
SITE object ADefault Web Sited changed
Type the following and hit Enter.

appcmdset site /site.name: MADFSv1 app
bindings. [protpsd,| Fibmditng!l nf or mati on=06*:443: 06]

Type the following and hit Enter:

appcmdset site /site.name: MADFSv2 app
/ +bindings.[protocol =6httpsdé, bindinglnformatio
adatum. comod]
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Type the following and hit Enter.

appcmdset site /site.nameapp@ADFSv 2
bindings.[protocol =6httpsd, bindinglnformations=

In Internet Explorer in the Sitesfolder, right-click on ADFSv2 appnd select ManageWeb Site > Start

ADD RECORD FOR AD FS 2.0 SAMPLE APPLICATION IN INTERNET DNS

Click Start > AdministrativeTools > DNSRight-click on <Machine name>/Forward Lookup
Zones/adatum.comand select New Host (Aor AAAA. In the New Host Namdield type adfsv2appand
in the IP addressield type the elastic IP address for the Adatum Web Server from Line 8 of the
Important Values WorksheetClick Add Host > OK > Done.

RUN WINDOWS IDENTITY FOUNDATION FEDERATION UTILITY

This tool automatically modifiesn  a p p | web.aortfig fileto Support claimslt can be run
standal one (as we're doingSthdor e) or | aunc

Click Start > Administrative Tools > Windows Identity Foundation Federation Utitityaunch the
Federation Utility Wizard. On the Welcomepage, in the Application configuration locatiorsection click
Browse and navigate to ¢\ Program FilesWindows Identity Foundation SDK3.5 Sample$Quick
Start\ Using Managed STSlaimsAwareWebAppWithManagedSTS/web.condigd click Open In the
Application URField type https://adfsv2app.adatum.com/and click Next On the Security Token
Servicepage, select Use an existing STk the STS W¥ederation metadata document locatiofield,
type https://fs2.corp.adatum.com/FederationMetadata/200706/FederationMetadata.xmland click
Test LocationOnce you see the xml file, click Next On the Security Token Encryptiopage, leave the
default No encryptionsetting. Click Next > Next > Finish > OK

MACHINE 8: ADATUM FEDERATION SERVER (AD FS 2.0)

ADD SAMPLE APPLICATION AS A RELYING PARTY TRUST

Click Start > Administratie Tools > AD FS 2.0 Managementthe center pane, click on the link to Add
a trusted relying partyto start the Add Relying Party Trust Wizard. On the Select Data Sourcgage, in
the federation metadata address$ield type
https://adfsv2app.adatum.com/FederationMetadata/200706/FederationMetadata.xmland click
Next. Click Next > Next > Next > Close complete the wizard and automatically open the Edit Claim
Ruleswindow.

On the Issuance Transform Rulesb, click Add Ruleto start the Add Transform Claim Rule Wizard. On
the Choose Rule Typeage, leave the default Send LDAP Attributes as Claigeected and click Next
On the Configure Claim Rulpage, in the Claim rule namefield type Rulel In the Attribute store
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dropdown box select Active Directory In the LDAP Attributedropdown box, select DisplayName and
in the adjoining Outgoing Claim Typédropdown box select Name Click Finish

On the Issuance Transform Rulesb, click Add Ruleagain. On the Choose Rule Typgage, select Send
Group Membership as a Claiamd click Next. On the Configure Claim Rulpage, in the Claim rule
namefield type Rule2 Click the Browsebutton, and in the object name text box type Managersand
click Check Name%nce verified, click OK In the Outgoing Claim Typédropdown box select Role In the
Outgoing claim valuéield type PriorityUsers Click Finishand OK

CONFIGURE FIREWALL SETTINGS

Click Start > Administrative Tools > Windows Firewall with Advanced Secugiigk on Inbound Rules
in the left navigation area. In the right-hand pan under Actions click on Filter by Groupand select Filter
by Secure World Wide Web Services (HTTRShe center pane, right-click on the World Wide Web
Services (HTTPS Traffig) rule and select Properties In the Propertiesdialog box, click on the Scope
tab. In the Remote IP addressection, click the radio button next to These IP addresseshen click Add.
In the IP Addressvindow, in the This IP address or subnétld, type the elastic IP address of the
Adatum Web Server from Line 8 of the Important Values Worksheeand click OK

Click Add again, and in the same field type the internal IP address of the domain-joined client from Line
6 of the Important Values WorksheetClick OKtwice.

In AD FS 2.0, the FS proxy server (which is not being used here) handles more
functionality than in AD FS v1. In addition to the prior capability of handling
external client token requests, the server camw also be a proxy for web

servers requesting trust policy information. This allows administrators to scope
down internet traffic inbound to the federation ser to only the FS proxy, and
not include individual web servers (as we have done above).

MACHINE 1: ADATUM INTERNAL SERVER

ADD ADATUM FEDERATION SERVER (AD FS 2.0) URL TO INTRANET ZONE IN GROUP POLICY

Click Start > Administrative Tools > Group Policy ManagemeRight-click on
Forest.corp.adatum.com/Domains/corp.adatum.com/Default Domain Poliyd select Edit Click on
User Configuration/Policies/Windows Settings/Internet Explorer Maintenance/Securitythe left-
hand pane, right-click on Security Zones and Content Ratingsd select Properties In the Security
Zones and Privacsection, click the radio button next to Import the current security zones and privacy
settings then click Continug and then click Modify Settings In the Internet Propertieswindow, on the
Securitytab, highlight the Local Intranetzone and click the Sitesbutton. Click Advanced then in the

Add this website to the zoneext box type https://fs2 .corp.adatum.comand click Add. Click Close

then OKtwice.
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MACHINE 2: DOMAIN-JOINED CLIENT

UPDATE GROUP POLICY SETTINGS

Click Start. In the searchfield type cmdand hit Enterto open a command prompt. At the prompt type
gpupdate /forceto ensure the IE Intranet Zone is updated on the client machine.

TEST

To test the scenario, open Internet Explorerin the domain-joined client, type
https://adfsv2app.adatum.comin the Address Bar and hit Enter. You should be presented with access
to the WIF sample claims-aware application hosted on EC2, without being asked for a password. Note
the claims that were passed to the application, including the PriorityUsers claim that was based on
Active Directory group membership.

If you are running into errors, it’s possible that you are having certificate verification issues. Please see
Appendix B for more information.
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APPENDIX A: SAMPLEOERATED APPLICATIRNES

Start Notepad.

Copy/pastethis entire Appendix into a new text file. Then download the text file to the desktop of your
EC2-based Adatum Web Server. A web-based storage service such as http://skydrive.live.com can be

useful here.

On the Adatum Web Server, openthe text file in Notepad.

**DEFAULT.ASPX**
Copythe following section to the clipboard:

<%@ Page Language="C#" AutoEventWireup="true" CodeFile="Default.aspx.cs" Inherits="_Default"

%>
<%@ OutputCache Location="None" %>

<IDOCTYPE htm| PUBLIC" - //W3C//DTD XHTML 1.1/EN"
"http://iwww.w3.0rg/TR/xhtmI11/DTD/xhtmlI11.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" >

<head>

<meta http - equiv="Content - Language" content="en - us">

<meta http - equiv="Content - Type" content="text/html; charset=windows -1252">
<title> Claims - aware Sample Application</title>

<style>

<l -

.pagetitle { font - family: Verdana; font - size: 18pt; font - weight: bold;}

.propertyTable td { border: 1px solid; padding: Opx 4px Opx 4px}
.propertyTable th { border: 1px solid; padding: Opx 4px Opx 4px; font - weight: bold;

background - color: #cccccc ; text - align: left }
. propertyTable { border - collapse: collapse;}

td.K{ width: 200px }

tr.s{ background - color: #eeeeee }
.banner  { margin - bottom: 18px }
.propertyHead { margin - top: 18px; font - size: 12pt; font - family: Arial; font - weight: bold;

margin - top: 18}
.abbrev { colo r: #0066FF; font - style: italic }

- >
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http://skydrive.live.com/

<[style>

</head>

<body>

<form ID="Form1" runat=server>

<div class=banner>
<div class=pagetitle> Adatum SSO Sample (ADFSvl) </div>

[ <asp:HyperLink ID=SignOutUrl runat=server>Sign Out</asp:HyperLink> | <a
href="<%=Contex t.Request.Url.GetLeftPart(UriPartial.Path)%>">Refresh without viewstate

data</a>]

</div>

<div class=propertyHead>Page Information</div>

<div style="padding - left: 10px; padding - top: 10px">
<asp:Table runat=server ID=PageTable CssClass=propertyTable>
<asp:TableHeaderRow>
<asp:TableHeaderCell>Name</asp:TableHeaderCell>
<asp:TableHeaderCell>Value</asp:TableHeaderCell>
<asp:TableHeaderCell>Type</asp:TableHeaderCell>
</asp:TableHeaderRow>

</asp:Table>

</div>

<div class=propertyHead>User.ldentity</div>

<div style="padding - left: 10px; padding - top: 10px">
<asp:Table CssClass="propertyTable" ID=IdentityTable runat=server>
<asp:TableHeaderRow>
<asp:TableHeaderCell>Name</asp:TableHeaderCell>
<asp:TableHeaderCell>Value</asp:TableHeaderCell>
<asp:TableHeaderCell>Ty pe</asp:TableHeaderCell>
</asp:TableHeaderRow>

</asp:Table>

</div>
<div class=propertyHead>(lldentity)User.ldentity</div>

<div style="padding - left: 10px; padding - top: 10px">

<asp:Table CssClass="propertyTable" ID=BaseldentityTable runat=server>
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<asp:TableHeaderRow>
<asp:TableHeaderCell>Name</asp:TableHeaderCell>
<asp:TableHeaderCell>Value</asp:TableHeaderCell>
<asp:TableHeaderCell>Type</asp:TableHeaderCell>
</asp:TableHeaderRow>

</asp:Table>

</div>
<div class=propertyHead> (SingleSignOnldentity)User.ldentity</div>
<div style="padding - left: 10px; padding - top: 10px">

<asp:Table CssClass="propertyTable" ID=SSOldentityTable runat=server>
<asp:TableHeaderRow>
<asp:TableHeaderCell>Name</asp:TableHeaderCell>
<asp:TableHeaderCell>Va lue</asp:TableHeaderCell>
<asp:TableHeaderCell>Type</asp:TableHeaderCell>
</asp:TableHeaderRow>

</asp:Table>

</div>

<div class=propertyHead>SingleSignOnldentity.SecurityPropertyCollection</div>
<div style="padding - left: 10px; padding - top: 10px">

<asp:Tabl e CssClass="propertyTable" ID=SecurityPropertyTable runat=server>
<asp:TableHeaderRow>

<asp:TableHeaderCell>Uri</asp:TableHeaderCell>

<asp:TableHeaderCell>Claim Type</asp:TableHeaderCell>
<asp:TableHeaderCell>Claim Value</asp:TableHeaderCell>

</asp:TableHe aderRow>

</asp:Table>

</div>

<div class=propertyHead>(IPrincipal)User.IsInRole(...)</div>
<div style="padding - left: 10px; padding - top: 10px">
<asp:Table CssClass="propertyTable" ID=RolesTable runat=server>

</asp:Table>
<div style="padding - top: 10px">

<table>

<tr><td>Roles to check (semicolon separated):</td></tr>
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<tr><td><asp:TextBox ID=Roles Columns=55 runat=server/></td><td align=right><asp:Button
UseSubmitBehavior=true ID=GetRoles runat=server Text="Check Roles"
OnClick="GoGetRoles"/></td></tr>

</tab le>

</div>
</div>
</form>

</body>

</html>

On the desktop, right-click and select New > Text DocumenDoubleclickon the file to open it, then

pastethe clipboard contents into the file. Click File > Save A the Save as Typédropdown box, select

All Filesand save the file as default.aspxin the c\inetpub\adfsvlappdirectory.

Saving directly into this folder (as opposed to daag-drop from the desktop,
for example) will ensure that wefendly ACLs are set on the files.

**WEB.CONFIG**
Copythe following section to the clipboard:

<?xml version="1.0" encoding="utf -8" 7>
<configuration>
<configSections>
<sectionGroup name="system.web">
<section name="websso"

type="System.Web.Security.SingleSignOn.WebSsoConfigurationHandler,
System.Web.Security.SingleSignOn, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35, Custom=null" />

</sectionGroup>
</configSections>

<system.web>

<sessionState mode="0Off" />
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<compilation defaultLanguage="c#" debug="true">
<assemblies>

<add assembly="System.Web.Security.SingleSignOn, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35, Custom=null"/ >

<add assembly="System.Web.Security.SingleSignOn.ClaimTransforms, Version=1.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35, Custom=null"/>

</assemblies>

</compilation>

<customErrors mode="0Off"/>

<authentication mode="None" />

<httpModules>
<add
name="Identity Federation Services Application Authentication Module"

type="System.Web.Security.SingleSignOn.WebSsoAuthenticationModule,
System.Web.Security.SingleSignOn , Version=1.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35, Custom=null" />

</httpModules>

<websso>
<authenticationrequired />
<eventloglevel>55</eventloglevel>
<auditsuccess>2</auditsuccess>
<urls>
<ret urnurl>https:/ adfsvlapp .adatum.com/</returnurl>
<lurls>
<cookies writecookies="true">
<path>/</path>
<lifetime>240</lifetime>
</cookies>
<fs>https://fsl. corp. adatum.com/adfs/fs/federationserver service.asmx</fs>

</websso>

</system.web>
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<system.diagnostics>

<switches>
<add name="WebSsoDebugLevel" value="255" /> <! --  Change to 255 to enable full debug logging
- >
</switches>

<trace autoflush="true" indentsize="3">
<listeners>

<add name="LSLogListener"
type="System.Web.Security.SingleSignOn.BoundedSizeLogFileTraceListener,
System.Web.Security.SingleSignOn, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35, Custom=null"

initializeDa ta="c: \ ADFS_app_logs \ adfsvliapp .log"/>
</listeners>
</trace>

</system.diagnostics>

</configuration>

On the desktop, double-click on the New Text Documentthen paste the clipboard contents into the
file. Click File > Save A#n the Save as Typéropdown box, select All Filesand save the file as
web.configin the c\inetpub\ adfsvlappdirectory.

**DEFAULT.ASPX.CS**
Copythe following section to the clipboard:

using System;

using System.Data;

using System.Collections.Generic;
using Sy stem.Configuration;
using System.Reflection;

using System.Web;

using System.Web.Security;

using System.Web.Ul;

using System.Web.Ul.WebControls;
using System.Web.Ul.WebControls.WebParts;
using System.Web.UI.HtmIControls;

using System.Security;
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using System.  Security.Principal;

using System.Web.Security.SingleSignOn;

using System.Web.Security.SingleSignOn.Authorization;

public partial class _Default : System.Web.Ul.Page
{

const string NullValue = "<span class= \ "abbrev \ " title= \ "Null Reference, or not

applicable \ "><b>null</b></span>";

static Dictionary<string, string> s_abbreviationMap;

static _Default()
{
s_abbreviationMap = new Dictionary<string, string>();
)
/I Add any abbreviations here. Make sure that prefixes of
/I replacements occur *after* the longer replacement key.
I
s_abbreviationMap.Add("System.Web.Security.SingleSignOn.Authorization", "SSO.Auth");
s_ab breviationMap.Add("System.Web.Security.SingleSignOn", "SSO");

s_abbreviationMap.Add("System", "S");

protected void Page_Load(object sender, EventArgs €)

{
SingleSignOnldentity ssold = User.ldentity as SingleSignOnldentity;

)

/I Get some property tables initialized.
I

PagePropertyLoad();

IdentityLoad();

BaseldentityLoad();
SSOldentityLoad(ssold);

SecurityPropertyTableLoad(ssold);

I
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/I Filling i n the roles table

/I requires a peek at the viewstate

/I since we have a text box driving this.
I

if (llsPostBack)

{
UpdateRolesTable(new string[] { });

else

GoGetRoles(null, null);

I

/I Get the right links for SSO

I

if (ssold == null)

{
SignOutUrl.Text = "Single Sign On isn't installed...";
SignOutUrl.Enabled = false;
}
else
{
if (ssold.IsAuthenticated == false)
{
SignOutUrl.Text = "Sign In (you aren't authenticated)";
SignOutUrl.NavigateUrl = ssold.SignInUrl;
}
else
SignOutUrl.NavigateUrl = ssold.SignOutUrl;
}

void SecurityPropertyTableLoad(SingleSignOnldentity ssold)
{

Table t = SecurityPropertyTable;

if (ssold == null)

Appendix A: Sample Federated Application Files



AddNullValueRow(t);

return;

)

/I Go through each of the security properties provided.

)

bool alternating = false;

foreach (SecurityProperty securityProperty in ssold.SecurityPropertyCollection)

{

t.Rows.Add(CreateRow(securityProperty.Uri, securityProperty.Name,
securityProperty.Value, alternating));

alternating = 'alternating;

void UpdateRolesTable(string[] roles)

{
Table t = RolesTable;

t. Rows.Clear();
bool alternating = false;

foreach (string s in roles)

{
string role = s.Trim();

t.Rows.Add(CreatePropertyRow(role, User.IsInRole(role), alternating));

alternating = 'alternating;

void IdentityLoad()
{

Table propertyTable = IdentityTable;

if (User.ldentity == null)
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AddNullValueRow(propertyTable);

else

propertyTable.Rows.Add(Create PropertyRow("Type name",
User.ldentity.GetType().FullName));

}

void SSOldentityLoad(SingleSignOnldentity ssold)

{
Table propertyTable = SSOldentityTable;

if (ssold != null)

{

PropertyInfo[] props = ssold.GetType().GetProperties(BindingFlags.Instance |
BindingFlags.Public | BindingFlags.DeclaredOnly);

AddPropertyRows(propertyTable, ssold, props);

else

AddNullValueRow(propertyTable);

void PagePropertyLoad()

{
Table propertyTable = PageTable;
string leftSidePath = Request.Url.GetLeftPart(UriPartial.Path);
propertyTable.Rows.Add(CreatePropertyR ow("Simplified Path", leftSidePath));
}

void BaseldentityLoad()

{
Table propertyTable = BaseldentityTable;
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Ildentity identity = User.ldentity;

if (identity != null)

{

PropertyInfo[] props = typeof(l Identity).GetProperties(BindingFlags.Instance |
BindingFlags.Public | BindingFlags.DeclaredOnly);

AddPropertyRows(propertyTable, identity, props);

else

AddNullValueRow(propertyTable);

void AddNullValueRow(Table table)

{
TableCell cell = new TableCell();

cell. Text = NullValue;

TableRow row = new TableRow();
row.CssClass = "s";

row.Cells.Add(cell);

table.Rows.Clear( );

table.Rows.Add(row);

void AddPropertyRows(Table propertyTable, object obj, PropertyInfo[] props)
{

bool alternating = false;

foreach (PropertyInfo p in props)

{
string name = p.Name;

object val = p.GetValue(obj, null);

propertyTable.Rows.Add(CreatePropertyRow(name, val, alternating));

alternating = !alternating;
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TableRow CreatePropertyRow(string propertyName, object propertyValue)
{

return CreatePropertyRow(propertyName, propertyValue, false);

TableRow CreatePropertyRow(string propertyName, object value, bool alternating)
{
i f (value == null)
return CreateRow(propertyName, null, null, alternating);
else

return CreateRow(propertyName, value.ToString(), value.GetType().FullName ,

alternating);

}

TableRow CreateRow(string s1, string s2, st ring s3, bool alternating)
{

TableCell first = new TableCell();

first.CssClass = "I";

first. Text = Abbreviate(s1);

TableCell second = new TableCell();

second.Text = Abbreviate(s2);

TableCell third = new TableCell();

third. Text = Abbreviate(s3);

TableRow row = new TableRow();
if (alternating)

row.CssClass = "s";
row.Cells.Add(first);
row.Cells.Add(second);

row.Cells.Add(third);

return row;
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private string Abbreviate(string s)
{
if (s == null)

return NullValue;

string retVal = s;
foreach (KeyValuePair<string, string> pair in s_abbreviationMap)
{

I

/I We only get one replacement per abbreviation call.

/I First one wins.

)

if (retVal.IndexOf(pair.Key) != -1)

{

string replacedValue = string.Format('< span class= \ "abbrev \"
title=  \"{0} \">{1}</span>", pair.Key, pair.Value);

retVal = retVal.Replace(pair.Key, replacedValue);

break;

}

return retVval;

I
/I ASP.NET server side callback
)
protected void GoGetRoles(object sender, EventArgs ea)
{
string[] roles = Roles.Text.Split(";");

UpdateRolesTable(roles);

On the desktop, double-click on the New Text Documentthen paste the clipboard contents into the
file. Click File > Save A#n the Save as Typéropdown box, select All Filesand save the file as
default.aspx.cdn the c\inetpub\ adfsvlappdirectory.
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APPENDIX B: CERTIAKTE VERIFICATION TRBRESHOOTING

In this lab, the most common reasons for errors have to do with checking the certification revocation list
(CRL) for the Adatum certificate authority (CA), to verify that the AD FS token-singing certificate has not
been revoked. There are a number of ways that CRL checking can break, leading to testing errors:

9 If the Adatum Internal Server (which hosts our Adatum CA) is a Hyper-V image, and in a Saved
state at the time it is supposed to issue a CRL or delta CRL, it will not automatically issue the
skipped CRL file upon being restored to a Running state. The old, expired CRL file will not be
replaced, and CRL checking will fail. This can be fixed by going to Start > Administative Tools >
Servicesand restarting the Active Directory Certificate Servicasrvice.

9 If the Adatum FS Proxy (which hosts our Adatum CRL files, starting in Scenarios 2) is in a Stopped
(Amazon EC2) or Saved (Hyper-V) state when a new CRL file is issued by the Adatum CA, it will
not receive the new CRL file. If a web server accesses the CRL web site before it’s been updated
with the fresh CRL files, it will retrieve old CRL files that will break the test. However, the
robocopy command used to copy the files reruns continuously every 30 seconds until it
succeeds in transferring the files, meaning the fresh CRL files should be in place approximately
two minutes after the Adatum FS Proxy is restored to a Running state.

9 CRL files are cached on the web server(s) until they expire. If you cannot get the web server to
properly perform the CRL check and the solutions above have not solved the problem, then a
way to “start over” is to delete the CRL cache on the web server. Do the following:

0 Loginto the Adatum Web Server or the Trey Research Web Server — whichever is the
destination of your testing.

0 Click Start > Computeand click through to ¢\ Windows\ ServiceProfilesNetworkService

0 Click on the Organizedropdown list and select Folder and Search Options

0 Onthe View tab, click to fill the radio button next to Show Hidden Files and Foldessd
click OK

0 Continue clicking through to
c\Windows\ ServiceProfileeNetworkServick AppData LocalLowMicrosoft\
CryptUriCache

0 Delete all the content of both the Contentand Metadata subfolders in the CryprUriCache
folder.

0 Empty the Recycle Bin on the desktop.

0 InlIS Managerin the left pane click on the connection to the local web server (IP-a b c d ....
In the right-hand pane under Actionsclick Restart

The easiest way to avoid these issues is to not put any of the machines in this lab into a Saved or
Stopped state during your testing.
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