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WG formation in SC27

WGI:ISO/IEC 27000 ISMS family of standards

WG2: Security technology, mechanism
WG3: Security evaluation criteria
WG4

- Network security

- Application security

- BCP services, others
WGS:

* Privacy

- |dentity management

- Biometrics
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CEBARE - 24

Part 1. ISMSZ3RZEIE : ISO/IEC27001MD A (FHLY)
(Slide 5 ~ Slide 19)

Part 2. 259KISMS#R#E:ISO/IEC27017MDZ A (FHLY)
(Slide 20 ~ Slide 40 )
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ZERBAARRE — Partl (ISO/IEC270010 = = )

I=|1. Bt xa) T4 aHETHEN
1) FHREX1UTsBEHOEA
(2) YR PERAVRE) R %G D EHE
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(4) BE4R - BITE - 7347 - 54 D E e
G) BHRExX)TAH/NFUR
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ZERBAARRE — Partl (ISO/IEC270010 = = )
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6) Bkt xXUT4HN\FUX
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(2) YADPEAAY bEYADF S DTt
- 5% FY—E ARG (R E D) OHEHI-
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(4) BEfR - AIE - 73#7 - FEMDER
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BE4R - RIE - A HTICKYEE T SIEH
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- APMDOER. ISMSICH T D EHED T -

ISO/IEC27000:2014

BEUEOER
ETELIERNZERITL, SELLEREERL-FEE

ARA  EmitomE = HELER (B OERE

YATLAI ® Planned results are achieved
@ (Objectives)
Xt E &
YDA
*t his SR DR e
OFEZEDRIE =5E U
EENDEEE
® Planned activities
are realized
Before After
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ZERBARNZ — Part2 (ISO/IEC27017M = = 3)

IS

. OS5 YHY RY—ERIECSCECSPORITX G L TR

(1) BEIr-DEMRIEELDIRE

(2) 959 KFH—E RSB RIISMSEREE
(3) 59K —ERD7—XTOFv
(4) ISO/IEC 27017 D#ERK

. OSOFY—EXEEIZEEDF5IZICEED

(1) 25F—EXEFEIE
(2) 759F—EXRBEHDRIKEIZEITHIVRIIR
(3) ISO/IEC 27017 (5 FAEHI
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- BECEDGLEDERZR/ILMADIRE -
L D30 FRIRBEDREERERT HHICIE, B (Criteria) (:E}

| (1) BRI DEFRREILDIRE

DWVC, U5V FOFRELRHAEOR T, (ERRRIRECHLVT)
HEOERERRTILHDEMEHDFHEILNBETHD
95 FiREEE

970FRHBE ® FIFEEANALED
KO ENER
SNTLVAH?

95 RME

® V)SUMMEHEDEF
JTaxtKIE AT, E REEDOEXY
DIEEDLDH? TARRITEDEE

< > EDHLDM?
U ToxEIZE E# (criteria) IZ
FHHEBOEMFEE » ;o“<l1ﬂr:ﬂa+ »
21

® FIFALTL\5thad

RIS
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(2)9770 FY—EAS B Al ISMSEREE

I3IRRIAE A o wADISMSBEET

%. 959K —EX
BEEDtEXa)T4
&L, h/i—&h

poorRfEs Y
® VS )FRFIREICHL

950FFRE

® VSONEHEFDEFaY

T ENL, AT, FDOFEE = i S —
DEDB. I-ETT, B TR
BDEREFEFICEHSLI-D XEE, FOBEIR
SORY—EXIZF@HFTEFS B hIEELD. (=
< > EINVT.H—ERX
IR TES

DR FIABEITOVFREEORD
ASa=4—2avDFEE=
959 FY—E RS EDISMSEREE
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(2)D357 FO—E AR5 E Rl ISMSEREE
-ISMSERFEIHEI TV FH—EXTFHFOEEE -
ISMSEKREIH

ISO/IEC 27001

® |SMSZEKEIE (AX)
® Annex A ( based on 27002)

ﬁw controls)

2701795 FY—ER S H > H9S5YRHY—EX
BEBERLUEBOEE| 7
( S (CSC+OSP) k=¥ Sk

zD TR A S H&

UEEDF5IE (27011

F)

® 27017 Cloud Security Control set/&, 1F#FtF1 )71 )X OF XX
‘//~. B+ )T X4 DFFE, 27001 Annex AEELIZ, BE

EBEZRTETE/-HDICERINS

O 27017 I, [FFFIZHED 7 EFFEEER (BIZIL, 27011) EEEIC, RAAE P

vTC, EHFITECENTES

Copyright SC27/WG1 Japan, 2015 23




(2)9770 FY—EAS B Al ISMSEREE

® _OFHITOTIMZLY Sector specific control set

standard ZFHAUL\=ISMSEREDHIEMNElFEINDE, K

D LGN T A IS DISMSERAEMNILT S &I 5,

— ISMSEREE(General) : ISO/IEC 27001
— ISMSZ#Efor CSC) : ISO/IEC 27001 + 27017 (CSC)

— ISMSZZgFfor CSP) : ISO/IEC 27001 + 27017 (CSP)

— ISMSEEEE (for Telecom): ISO/IEC 27001 + 27011

— ISMSEEEL(for Telecom+CSP): ISO/IEC 27001 + 27011 +
27017(CSP)
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| (3) 95 FH—

- ISO/IEC17789:Reference architecture -

a

135 (CSC)

Cloud
Service
User

............................ ‘Supportoforauxiliaryto’

EXD7—FTIF~v

a

.

93@%—5? PR pSmky—E R

RHE(CSP)

N

4

Cloud
Service
Developer

( HSYRHY—ER/S—FF(CSN)

A

Cloud
Auditor

Broker
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(4) ISO/IEC 27017 DERK

- ISO/IEC27017 & I1SO/IEC27002D B -

(1) 214U

ISO/IEC 27002

Code of practice for information security controls

ISO/IEC 27017

Code of practice for information security controls
based on ISO/IEC 27002 for cloud services
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| & & (Clauses)DBE{&
27002RU27017 DK (Clauses)& AL

5 Information security polices

6 Organization of information security

7 Human resource security

8 Asset management

9 Access control

10 Cryptography

11 Physical and environmental security

12 Operations security (Fl2. 12.3.1)

13 Communications security

14 System acquisition, development and maintenance
15 Supplier relationships

16 Information security incident management

17 Information security aspects of business continuity management
18 Compliance (Z&4I3. 18.1.1)

Annex A (27017) Cloud Service Extended Control Set(Z4l1 CLD9.5.1)
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(4) ISO/IEC 27017 D& RX,

- ISO/IEC2701 7D ¥EE -

ISO/IEC 27017DFEi&E(X. Control (BEK) #IC. Implementation
guidance (EEDF3IIE) 2. T—INLHBKXTRIRT 5,

a. &Control (BEHE) OKER

« Each subclause

Control X.X.X and the associated implementation guidance and other information specified
in ISO/IEC 27002 apply. The following sector-specific implementation guidance also
applies.

e Subclause header

Implementation guidance for cloud services
Other information for cloud services.

b. Implementation guidance (D FF|E) FT—TILERK

. Typel Cloud service customer | Cloud service provider | = CSC&CSPIZ
Implementation guidance | Implementation guidance j‘{l-r,t'; L"C‘%Bﬁ

° Typez Cloud service customer Cloud service provider 9 CSC&CSP@%

Implementation guidance BEW ?&bﬁ‘lﬁj —_—
c. Annex A (Cloud Service Extended Control Set)

e 27017 uses ‘CLD. X.X.X
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[=°|2. V59FY—ERERIIEEDOF5IZIZEd

ZERBARNZ — Part2 (ISO/IEC27017M = = 3)

1. 5% FY—EXR[ECSCECSPORITXIG L TERE
(1) BRMDEFIFEILDIRE
(2) 959 R —E RSB RIISMSEREE
B) V7R Y—ERDT7—XTIF %
(4) ISO/IEC 27017 DHERK

(1) 25F—EXEFEIE
(2) 759F—EXRBEHDRIKEIZEITHIVRIIR
(3) ISO/IEC 27017 (5 FAEHI
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(1) ¥ 59 KH—EXEHE (specific) &lE

ISO/IEC 27017 EBHBE T, BEHRPLIUEBRDFS NI S5 FH—EXEE
(Specific) LHIBITESRKEL T, UTORIFEEZEET S L& LIz, Rtk
DRBEH. fHONBHAI S BLEESINT=,

1.3/51—71/ﬁﬁﬁw Wf#ﬁb %@i/@ﬂ@ﬂﬂ###ET5/XTA
HTHD, (FHI2)

z.avvrzztl—vkza&—exu ZDEEOHAAOEMERRAENMS C
LA CHEBICRATE BEE. AREICTS v IRy R EL>TNG,

3. FILEREISORIEA—T 4 20 H—EX, HE3LVEI25HFa > Ea1—
Fg o OY—EXEMDI SO RIS Ea—TF 1 20— EIDGEELE, BHLH
BB Y, EhoDEDESHITRY/IZS L), (FH)

4. BREGRBAENR—DOEREHBELTULS,

5. (RABEEMZELECMYANTEY, ZOHRELT, —BICLTERENEDS (&
FEDY—I\N—BRIZEADEE) .

6. IREBERELMBRENZRKICAVHALER TEXGZIVEL—42VXATLTH S,

7. EEATO—NILIZHBEESA TS,

8. V59 RaAVEaA—FT A4 VIY—ERLICHMDYSH RaAYEa—F4 VY —ER
BEEHIBEE, V59 FEHAEHELY—ERDREFEET S,

Copyright SC27/WG1 Japan, 2015 30



(2) 2 5 FYH—EXBEHE (specific) D
BITHVRYR (FEH :

Annex B&HR)

i fu

J7YRFIHE 77‘71\ RftE
YRR ® Loss of governance Responsibility ambiguity
® Responsibility ambiguity ® Inconsistency and conflict of
® |Isolation failure protection mechanisms
® \endor lock-in _(Z#i) ® Isolation failure (Z4iR)
® Compliance and legal risks ® Unauthorized access to the
® Handling of security incidents provider's systems.
® Management interface ® Jurisdictional conflict
vulnerability ® Insider Threats
® Data protection ® Supply Chain vulnerability
® Malicious behaviour of
insiders
® Business failure of the
provider
® Service unavailability
® Migration and integration
failures
® Evolutionary risks
® Cross-border issues
® Insecure or incomplete data

deletion
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(3) T|HIL: URY DRFEDFIE

o Efll (BREUZDRE : CSCT—AWIRICKD VAT LEIL 1)
ZYE - BEHREEOYH ALY (lock-n) . 8 : SRFLEIEE.

BREATZEEZLY)
225 URSTFHR| | BREU o
(EH)| A R ZOER Jaser =R
® $1§ﬂ - B 5Y e EHf 7_'\\—/555& ® =4 : BAF ® HiF L'CL})T:/\
—EXHEDEE ECSCORUIVXR ZH D lock- T THhE
Gx) I T LfZIE (CSC in HTE9. A&
) o TR TR, B
%Xﬁd)ﬁi(& fbijé;\c-rld%ﬂ: IR TELY
HBOEHRtE ZIERR
Fal)T14HRD /? CSP
TTEEINhD CSC \\\j;\¥ 5
957D ERE

T—AWIBELNFRE
WEH S5 FOEREE
FRHSH R, XEE

TW=nNy o7y TTF

5 ERORFEATE 4L

th
#t

- 7 _
. lock-inD1=6h. FHT

L (1 %

FA%E
xE

Bl R T L
) 123317, B>
LEDELEAR
DRATLELIZK

BEEISVRIZESGELNWYD
MERFEFEE DNlock-inDiGE
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EH2: YR DHFEDFIE
B BHIL (U959 FIAVEL—F 1Y)

o =fI2 (BRRUENDREA: Lﬁin"&iﬁi@L,'CCSPf\G)E_ZKs X9 R:
CSPMOmulti-tenant® R BED LG5, 8 : CSC1DT—2#MK)

EZHB I VRIT7ER ERZ RU | ’
(BH)| *A2 bR ZTDRE )RR fE R

® =l O Ea eHHl CsCahbCSP @ Hff| : CSP @ Efjl : CSCLDT

—F 4 UFER YPEA RUCSC2  qyltitenant®y —ARIZTFIERE
D—HiE POEET IS mOELEHE ( hT— AR,
TOER -k AEES) Eg}eﬁ.t% ExEE
CSC
~ 1 CSP
'(J;i)bd)##ili -T-EES%?}G?;&?E-Z CSP@®multi-tenant
. ( D5 BEDEL
SEmotEs  SEOEESL) RO T8
*aUF4BH CSC \
DT TCEEIN 2 CSPADEBA (Direct Threat :

CSC2h 5 CSPAEA ml%l-“a)tgggtcaig;’zg E?é

X - HIfR)
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e (1)

ISO/IEC27017DERBEDF 5| E—EF

) 1 1

6 2 2

7 1 1

8 2 2 10

9 ) 6 14

10 2 1 2

11 1 1 15

12 7 6 14

13 1 1 7

14 2 2 13

15 2 2

16 2 2 7

17

18 5 5 8
Total 33 32 114




R (2) ISO/NEC27017MEMEBRE —ER

Compliance and legal risks

CLD.6.3.1 Shared responsibility | Malicious behavior of
insiders
CLD.8.1.5 Removal of assets Respon3|b|I|Fy Ol BT AUy
Data protection
Segregation in virtual
CLD.9.5.1 computing |solation failure
environments
: : Inconsistency and conflict of
Virtual machine : .
CLD.9.5.2 ) protection mechanism
hardening : :
|solation failure
Evolutionary risks
CLD.12.1.5 Critical operations Insecure or incomplete data
deletion
CLD.12.45 Hialioliing ellove Data protection
services
CLD.13.1.4 Consistent virtual and | Inconsistency and conflict of

physical networks

protection mechanism




SEDORETICRIF-TOEX
ITU-T X.1631 | ISO/IEC 27017

® 05/12/2015 Approved going to FDIS (SC27)

® 06/16-07/13/2015 Approved (ITU-T)

® 07/31-10/01/2015 FDIS balloting (JTC1)

® 10 or 11/2015 ISO/IEC 27017 to be Published
® 04/2015- Working for JISQ27017
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