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1. Choose AMI

Step 1: Choose an Amazon Machine Image (AMI)

2. Choose Instance Type

3. Configure Instance

FH

4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Cancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can sel
an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start

My AMIs

’ AWS Marketplace

Community AMIs

¥ Categories

All Categories

Software Infrastructure
(294)

Developer Toals (22)
Business Software (61)

¥ Operating System

Clear Filter

¥ All Windows

~IWindows 2008 R2 (7)
~IWindows 2012 (1)
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1to 25 of 321 Products  » »|

| 4 network X
Sophos UTM 9
SOPHOS 5P
# ()| 9.310 Previous versions | Sold by Sophos

Starting from $0.00/hr or from $789/yr (up to 18% savings) for software + AWS usage fees

Free Trial Linux/Unix, Other 9.3 | 84-bit Amazon Machine Image (AMI) | Updated: 4/20/15
A complete security platform for Amazon Web Services {AWS) Secure your AWS EC2
instances and VPCs with Sophos Unified Threat Management (UTM) for AWS. Its your
complete ...
More info
OpenVPN Access Server (HVM)

MPENVPN" # (22)] 2.0.17 Previous versions | Sold by OpenVPN Technologies, Inc.

Frea tier aligible

Bring Your Own License + AWS usage fees
Linux/Unix, Ubuntu 14,04 | 84-bit Amazon Machine Image (AMI) | Updated: 4/27/15

OpenVPN Access Server is a full featured SSL VPN software solution that integrates
OpenVPN server capabilities, enterprise management capabilities, simplified OpenVPN ...

Mare info

Cisco Cloud Services Router: CSR1000V - Security Technology Package

211 03.14.01.8 Previous versions | Sold bv Cisco Svstems. Inc.
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VPC PeeringZ#IH9 3

VPC CIDR: 10.1.0.0/16
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| Subnet: 10.1.1.0/24 |
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Availability ZoneA
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PCX-XXXXXX

L Route Table

10.1.0.0/16 local

10.2.0.0/16

PCX-XXXXXX
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VPC CIDR: 10.2.0.0/16

Subnet: 10.2.1.0/24

Availability Zone A |

Route Table

10.2.0.0/16 local

10.1.0.0/16 PCX-XXXXXX
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{

"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal”: "*",
"Action": [
"s3:GetObject’,

"s3:PutObject”
1,
"Effect”: "Allow",
"Resource": ["arn:aws:s3:::my_secure_bucket",
"arn:aws:s3:::my_secure_bucket/*"]

amazon

webservices




BIT(ICDONT

Puplic Subnet:
.1.0.0/24

-y
refix §
1
1
1
1
Route Table vpce-x \ PI-XXXXXXXX I
N - —I

Private Subnet:

10.1.0.0/16 local 10.1.10.024 ) VPC endpointZz

g
21 '.l' ramazon
IF webs

services




VPCI > RikA > FDEREIR

e J—=g>FZFIEWTAWSOT TSI RANBIEITDCE(E

« VPN. AWS Direct Connect. VPC Peering.
ClassicLinkDigf#m N SVPCIT Y Rk > h=FIEI S
CEETER0N

™
A\
—{
A\

}

22

-

-
=0
83

azon



AT

Direct Connect NX R IS5 X

aaaaaaa
eeeeeeeeeee



AWSDBGPODEE

e JL— MCBGPEMHE(F TS UIRUY

o PEIER)L—SDBGPE B4 5T

. — R 7U>008 (RILFICZAHER)

e JS5ANR—MNEHETIEHVPCOT L TJ1wIR
(CIDR)&ZILE

o J\TJUWOIBHGTIEYU—>3 > WNOAWST SO R
DYAVEAIIYE AIN-S

o BFD(ZB%

24

)
.‘
‘.
l,
o
63‘

azon



i E{RDI T —IVA—)\—ZF=RILT S

: $—=n=

FIAIL NTIE
J1—I)LA—)\—ZFT
90~ 180F

?

-

g
25 '.l' ramazon
IF webs

services



BFD(Bidirectional Forwarding Detection)

- EIRIQEERE Z1T/E DHEEE(RFC5880)
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interface GigabitEthernet x/x
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router bgp KASEF>
neighbor <4 7\—IP> fall-over bfd amazon




Keepalive&Holdtime
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Direct Connect®Di& -

VPC 1 |
10.1.0.0/16
VLAN Tag 101 VLAN Tag 101
BGP ASN 65001 BGP ASN 10124
BGP Announce | Customer Internal BGP Announce | 10.1.0.0/16
SiStomeniniernal Interface IP 169.254.251.2/30 Interface IP 169.254.251.1/30 /

Network

Destination Target

10.1.0.0/16 PVI 1
10.2.0.0/16 PVI 2

10.3.0.0/16 PVI 3

AWS Cloud | PVI5 VLAN 501

_ Public AWS
Connection Region *

Security Layer
Virtual Interface
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CloudFormation
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CloudFormation

"Resources" : {

"VPC" : {
"Type" : " "
"Properties" : {

"CidrBlock" : “10.0.0.0/16”, — VPC{ERk
"Tags" : [ { "Key" : “Name", "Value" : “VPCNameg” } ]

/

by

¥, —
—

"PublicSubnet" : {
"Type" : "AWS::EC2::Subnet",
"Properties" : {
"Vpcld" :
"CidrBlock" : “10.0.1.0/24",
"Tags" : [ { "Key" : "Network", "Value" : "Public" } ]

—

L YRy MER

4

BT I-RSG>TL— b
http://aws.amazon.com/jp/cloudformation/aws-cloudformation-templates art|)1az_on
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http://aws.amazon.com/jp/cloudformation/aws-cloudformation-templates/
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https://docs.aws.amazon.com/ja_jp/AWSCloudFormation/latest/UserGuide/cfn-using-cloudformer.html

AWS CLI (VPCEY T 2w MERL - HIFR)

#!/bin/sh
export AWS_DEFAULT_REGION="ap-northeast-1"

="aws ec2 create-vpc --cidr-block 10.0.0.0/16 --output text | awk '{print $6;}""

="aws ec2 create-subnet --vpc-id --cidr-block 10.0.1.0/24 --output text | awk
'{print $6;}"

echo "Created

#Clean up
aws ec2 delete-subnet --subnet-id

aws ec2 delete-vpc --vpc-id

amazon

webservices




AWS CLI (EhAiiaLiE)

aws ec2 create-vpc --cidr-block

aws ec2 replace-route --route-table-id
--destination-cidr-block
--instance-id

aws ec2 attach-network-interface --network-interface-id
--instance-id
--device-index

aws ec2 assign-private-ip-addresses --network-interface-id
--private-ip-addresses

amazon

webservices




AWS SDK Python (VPCEHY I Rw NMERK - HIBR)

#!1/usr/bin/python

import boto.vpc
Region="ap-northeast-1"

conn = boto.vpc.VPCConnection(Region)
vpc = conn.create_vpc(’ )
subnet = conn.create_subnet( ,
print ("created %s & %s" %( ,

#Clean up
conn.delete_subnet(
conn.delete_vpc(

amazon
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#!/bin/bash

INSTANCE_ID="/usr/bin/curl --silent http://169.254.169.254/latest/meta-data/instance-id"
AZ="/usr/bin/curl --silent http://169.254.169.254/latest/meta-data/placement/availability-zone"
REGION="${AZ%?}"

MAC="curl --silent http://169.254.169.254/latest/meta-data/network/interfaces/macs/"
VPC_ID="curl --silent http://169.254.169.254/latest/meta-data/network/interfaces/macs/$MAC/vpc-id"

ROUTE_TABLES="aws ec2 describe-route-tables --region $REGION --output text
--filters "Name=tag:NATAZ,Values=any,$AZ" | grep ROUTETABLES | awk '{print $23}"

# Parse through RouteTables that need to be modified
for in : do
aws ec2 replace-route --route-table-id --destination-cidr-block 0.0.0.0/0
--instance-id * --region $REGION

amazon

webservices




mRFI A
http://aws.amazon.com/jp/documentation/vpc/
http://aws.amazon.com/jp/documentation/direct-connect/

m Blackbelt Tech Webinar
http://www.slideshare.net/AmazonWebServicesJapan/aws-black-belt-tech-amazon-vpc-47025202
http://www.slideshare.net/AmazonWebServiceslapan/aws-black-belt-tech-aws-direct-connect

mre:Invent 2014 [SDD422] VPC Deep Dive
http://www.slideshare.net/AmazonWebServices/sdd422-amazon-vpc-deep-dive-aws-reinvent-2014
https://www.youtube.com/watch?v=HexrVfulY1k

mre:Invent 2015 [ARC401] Black-Belt Networking for the Cloud Ninja
http://www.slideshare.net/AmazonWebServices/arc401-blackbelt-networking-for-the-cloud-ninja-aws-reinvent-2014
https://www.youtube.com/watch?v=-klyag9R0XU

m Black-Belt Networking for the Cloud Ninja Y>2)L1— R

http://s3.amazonaws.com/reinvent-arc401/index.html

amazon
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http://aws.amazon.com/jp/documentation/vpc/
http://aws.amazon.com/jp/documentation/direct-connect/
http://www.slideshare.net/AmazonWebServicesJapan/aws-black-belt-tech-amazon-vpc-47025202
http://www.slideshare.net/AmazonWebServicesJapan/aws-black-belt-tech-aws-direct-connect
http://www.slideshare.net/AmazonWebServices/sdd422-amazon-vpc-deep-dive-aws-reinvent-2014
https://www.youtube.com/watch?v=HexrVfuIY1k
http://www.slideshare.net/AmazonWebServices/arc401-blackbelt-networking-for-the-cloud-ninja-aws-reinvent-2014
https://www.youtube.com/watch?v=-klyaq9R0XU
http://s3.amazonaws.com/reinvent-arc401/index.html

AWSE
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