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Security at Scale: Governance in AWS
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AWS “Built-In” Security feature
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Auditing Security Checklist
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Audltmg Securlty Checklist
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Security at Scale: Logging in AWS
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AWS CloudTrail
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ClouduTrail Logging
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Amazon Elastic Compute Cloud (Amazon EC2)
« Amazon Elastic Block Store (Amazon EBS)
« AWS Elastic Load Balancing (AWS ELB)
* Amazon EMR
«  Amazon Redshift
« Amazon Relational Database Service (Amazon RDS)
«  Amazon Virtual Private Cloud (Amazon VPC) / Direct Connect
« AWS Identity and Access Management (AWS IAM)
«  AWS Security Token Service (AWS STS)
« AWS CloudFormation
« AWS OpsWorks
« AWS Elastic BeansTalk
«  Amazon CloudFront
* Amazon Kinesis
«  AWS CloudWatch ' @ a" ? m *
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- momE | guprerted b . MFA APT Protection CloudTral
¥ i
N — E \Account 222222222223/
-« P—HAAESD 1
..A < ( - Services \

supported by
Bucket “foo” in account CloudTrail
111111111111 1
\

Bucket/RU > —(C &S00 DK

- EBHMU—->3>

- WEFHITN Qccount 333333333333/

I “arn:aws:s3:::foo/KBJINnc/AWSLogs/222222222222/*", ) _
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CloudTrailoOo J A —< Y b

{"eventVersion":"1.01",

"userldentity":{ %EEEEB]‘&@% u_F@IE = %ﬁﬁ:
"type":"Root", « O—%ID]
"principalld":“XXXXX0663284", o [ARNDBEAT ]
"arn":"arn:aws:iam:: XXXXX663284:root", o [B{TErE]
"accountId":“XXXXX663284", o THhZEFITELBDET]
"userName"'”XXXXX",. R r'f’\\‘/ F@it_,.“J

"invokedBy":"autoscaling.amazonaws.com” [ E2BA S (+f-F—4
) | o [LRTFTLAVKR—HRIK]

"eventTime":"2014-07-13T09:53:33Z",
"eventSource":"ec2.amazonaws.com’,
"eventName":"Runlnstances",
"awsRegion":"ap-northeast-1",
"sourcelPAddress":"autoscaling.amazonaws.com”,
"userAgent":"autoscaling.amazonaws.com",
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REGADEC2DERK

{"eventVersion":"1.01",

"userIdentity":{ API7Zz J1—)L UfzIdentity DR
"type":"IAMUser", - type/userNameDE:?R
"principalld":"AIDAI4TLYIBOK753HLQ6Q",
"arn":"arn:aws:iam:: XXXXXXX3284 :user/IAMT
"accountId" :“XXXXXXX3284",
"accessKeyld" :“XXXXXXXXSOMI3PFIJA"

"userName":"IAMTEST",

"sessionContext":{"attributes":{"mfaAuthenticated": "false","creationDate":"2014-07-15T23:05:3472"}},
"invokedBy":"signin.amazonaws.com"},
"eventTime":"2014-07-15T23:07:08Z2",

"eventSource": "ecf.e'\'mazonaws.com", g :/Xj—_Aj \//—I—:_;I'{\/ I\ODEEEE &\ﬁ'u B//fl&i
evc:ntN?:ne .rtrI?uTIl?stances N eventNameF|
"awsRegion":"ap-northeast-1", . * * *[—
"sourceIPAddress":"signin.amazonaws.com", Run |Create | Laund_w (L$5¢ﬁ?\
"userAgent":"signin.amazonaws.com", - Delete* |Term|nate* (C K DIERFR

"requestParameters":{
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X1V DI—TDEE

{"eventVersion":"1.01",
"userIdentity":{

"eventSource":"ec2.amazonaws.com",

"eventName":"AuthorizeSecurityGroupIngress"”,

"awsRegion":"ap-northeast-1",
"sourcelPAddress":"signin.amazonaws.com”,
"userAgent":"signin.amazonaws.com"”,
"requestParameters":{
"groupld":"sg-636b8d0c",
"ipPermissions":{
"items":[{
"ipProtocol":"tcp",
"fromPort":22,
"toPort":22,
"groups":{},
"ipRanges": {"items":[{"CidrIp"

by

g
wiramazon
)

[
WP webservices

-

O cO—)LDOEE
- eventName®#IFH

- AuthorizeSecurityGroup*(C KX D+&%R
- CreateNetworkAclEntry* (C K DR

BHISOEFRINETEIE
- 0.0.0.0/0D K D7xParameter

- "fromPort”:0, “toPort”:65535

:"0.0.0.0/0"11}}
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HERDIRNWFP V1 X~ CloudTrail DEREZLE

{"eventVersion":"1.01",

----- IJIL;\DIEODQEH&(L ctélj _OD}EEH:II

eventTime '"2"014—07—1‘5T23:09:46Z ay errorCode@%U}fﬁ
"eventSource":"cloudtrail.amazonaws.com",

"eventName":"DescribeTrails",
"awsRegion":"ap-northeast-1",
"sourcelPAddress":"signin.amazonaws.com
"userAgent":"signin.amazonaws.com",

"errorCode":"AccessDenied",

"errorMessage":"User: arn:aws:iam:: XXXXXX663284:user/IAMTEST is not authorized to
perform: cloudtrail:DescribeTrails",

"requestParameters":null,

"responseElements":null,

"requestID":"1d0521cb-0c75-11e4-8149-dbd9a270b160",

"eventID":"fd833454-936c-4154-bfc2-468a2f59658f"},

- Unauthorized* (C K D&R
- AccessDenied(C L D&

n

J.-a;l-pazon AWS Summits .

aF webservices 2014



HERDIZWVWF I A- IAMDEEERE

{"eventVersion":"1.01",
"userldentity":{

--------------- R DEBIC KD TS —DH
- errorCode®#FH

"eventTime":"2014-07-15T23:09:53Z", i .
"eventSource":"iam.amazonaws.com", - Unauthorized*(C J: 51{%%
"eventName":"ListAccountAliases", » AccessDenied (C K BIRZR
"awsRegion":"us-east-1",

"sourcelPAddress":"signin.amazonaws.com",

"userAgent":"signin.amazonaws.com",

"errorCode":"AccessDenied",

"errorMessage":"User: arn:aws:iam::336580663284:user/IAMTEST is not authorized to
perform: iam:ListAccountAliases”,

"requestParameters":null,"responseElements": null,

"requestID":"20df00b9-0c75-11e4-a5b4-c9bb5d6be211",

"eventID":"964edea9-9d1a-4754-89fb-4362cd90640e"},
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CloudTrail, AWS Solution Partner

http://aws.amazon.com/jp/cloudtrail/partners/

AWS CloudTrail - Operations

Action Events Last 60 Minutes Requested AWS Services Over Time & @

@ event_na

@ event_name
@ event_name
@ event_name
@ event_name
B event_name

a event_name

Events by AWS Region
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